SG Security Webinar

Monday, June 14th - 2-3pm EDT

Chair: Darren Highfill (Present)

Vice-Chair: Matt Carpenter (Present)

Secretary: Bobby Brown (Present)

Allen Benitez / CA PUC Gary Finco / INL

Bill Muston / Oncor Gaylord Miyata / People

Brad Calbick / Avista Corp Power Co.

Brian Smith / EnerNex Howard Lipson / SEI / CERT

Dave Teumim / Teumim John Lilley / SDG&E
Technical, LLC John Stuart / TVA

Dennis Gray / APS Kevin Brown / EnerNex

Doug McGinnis / Exelon Klaus Bender / UTC

Edward Hedges / KPCL Mark Freund / PG&E

Agenda

1. Review Agenda / Call for Items of Business
2. Old Business

a. Perspectives and Insights

b. Subgroup updates

Nick Gerbino / Dominion
Resources
Ramprasad Golla / GridNet
Sandy Bacik / EnerNex
Slade Griffin / EnerNex
Terron Williams / Elster
Tom Thomassen / Symantec
Vincent Bemmel / Trilliant
William Miller / MaCT

i. AMI Security Profile — Version 1.9 passed the vote; now awaiting OpenSG TC

approval and version 2.0 designation; Will be sent to Annabelle upon OpenSG

TC approval

ii. Usability Analysis (3PDA SP review) — John Lilley and Daniel Thanos are working
on charter — look to have completed by June 28" and will review 3PDA when

charter is established. The group needs a secretary. The group is seeking to

establish a distribution list — please send participation interest to John or

Darren.

iii. CyberSec-Interop — Brian Smith / John Stuart (v-chair) / David Tummim (chair) —
voted at face-to-face to start this group. Looking to get organized by face-to-

face. If interested in joining send email to Dave431@enter.net.

iv. Network Security — Slade Griffin and Vincent Bremmel are seeking to start sub-

group to cover network security.

c. SG Network support — evaluating messaging payloads and interfaces; used NIST network
architecture and drilled down another level deeper. Work to feed into SGIP PAP2. SG
security’s review of the confidentiality, integrity and availability ranking were not

considered in SGIP PAP2 work due to time constraints. Darren working with Ron

Cunningham/AEP. Only have about 800 message payloads review and has expanded to

1500 payloads.


mailto:Dave431@enter.net

OpenHAN support — The group is working toward a 2.0 specification. The group has
reviewed current language in the document and provided comments. The group is now
evaluating detailed work. SG Security members are mapping requirements; Slade Griffin
and Brad Singletary are working with Mary Zientara (OpenHAN Chair) on security
integrity in the next round.

3. New Business

a.

Sub-groups do not currently have a self-serve mailing list capability. This is being
evaluated.

b. Agenda items for F2F

i. Suggestions on threats (insider)/Slade, vulnerabilities, and risk (assessment).
ii. ACTION ITEM: John and Darren to discuss upstream / downstream risk
assessment.
iii. ACTION ITEM: Darren to follow up on NERC CIP for face-to-face (Scot Mix)

4. External Engagements, Business, & Issues

a.

5. AOB

CSWG — The comment period on second period has closed. The NIST CSWG is reviewing
comments and resolving comments. If there are still comments that people would like
to submit, then the CSWG will continue to accept over the next few days. Chapters of
the document are being rearranged. NIST management will receive the revised NIST-IR
about the 3™ week in July for review and is planned for public release in August.

NERC CIP revisions — The NERC CIPs as ratified and applied to the industry now has
undergone 3 revisions. This effort started when approved to FERC with certain
provisions; broken down into stages. The 4™ revision of the CIPs is by far the most
comprehensive revision and is a complete restructure — how they address cyber critical
assets, etc. The current CIPs are audit-centric, whereas the latest release is more of a
risk-based approach and addresses the measures needed in order to protect assets.
There is a lot of controversy and discussion around the latest version. The informal
comment period has closed. 900 comments were received from 119 different sources.
The drafting team are currently reviewing these comments and resolving to produce a
draft for vote within the next couple of months.

July Face-to-Face:

Dates: July 19 - 22, 2010

Venue: The Westin Book Cadillac Hotel

Location: 1114 Washington Boulevard, Detroit, Michigan
Airport: Detroit Metropolitan Wayne County Airport (DTW)

6. Roll Call



	Agenda

