1. Review Agenda / Call for Items

2. Old Business

a. SG Network-
i. PAP 2 - 

1. No open action items for SG Security at the moment. 
2. The CSWG is working with PAP 2 and SG Network groups to map the CIA rankings for payloads against the logical payloads – the effort is nearing completion. 
3. An outstanding research item is the overhead for cryptographic functions for wireless communications. 

b. ASAP-SG -
i. ASAP-SG met in Arlington, VA last week. The group has begun to gather information for wide area situational awareness; in particular Phasor Measurement.  Information has currently been provided by SCE and the NASPInet Project.
ii. Currently soliciting utilities to participate in ASAP-SG. 
1. There are only two utilities actively participating as of now (Consumers Energy and SCE). 
2. Participation can be done through one of three methods: Direct, EPRI, or in-kind. Please contact Bobby Brown (bobby@enernex.com) if you would like more information and/or participate in this program.
a.  It is $3 million per year public-private collaborative where DOE is funding ½ of the effort. Utility involvement is mandatory for the success of this program. Please act now.
c. CyberSec Interop – Dave Teumim – 
i. Leveraging the Lemnos work (in 3rd year) interoperable configuration profiles.

ii. Working on standardizing Syslog. 
1. Had Lemnos vendors and smart grid task force and handed over configuration files for consideration. 
2. Oncor Energy:  it is not only good for the end user, but helps the NERC CIP audit process. For instance if a utility has three substation devices that all say something like authentication successful, then it make the work of the audition process easier. 
iii. Currently evaluating LDAP for interoperability. A discussion of 45 minutes at the face-to-face. To contribute please contact Dave Teumim at dave431@enter.net.

d. Usability Analysis TF – John Lilley – 
i. Topic 1 for F2F Meeting: The charter is now complete and will be sent to the mailing list. 
ii. Topic 2 for F2F: The third-party data access comments have been consolidated and will cover at the face to face.   

1. Third-party data access is scheduled to be completed by November.

2. Currently third-party data access comments and resolutions are not being sent to NIST SGIP PAP10. After SG Security and OpenSG will work on approval and broader distribution.

iii. Topic 3 for F2F: The group has not received comments on Distribution Management yet. If anyone has comments please provide them to John before next week. 

e. Embedded Security Interest Group – Rohit – 
i. Daniel Thanos has been identified as co-chair for this group. 
ii. The group has a draft charter. 
1. Are going through another iteration to define the charter and identify deliverables for the task force. 
2. The scope has been defined and the group has received comments through the email reflector. 
iii. The group will be addressing end-to-end security on the networks to be deployed. Device profiles will be developed. Looking to collaborate with other groups within the OpenSG. The updated charter should be out this week.

f. Ad-hoc

i. Mapping Security profiles to SDO – Mapping has been done between the AMI Security Profile and the NIST-IR 7628. This work appears to be completed for now. Sandy Bacik has begun a mapping between the third-party data access and the NIST-IR 7628.
3. New Business

a. New officers – Matt Carpenter is stepping down from the vice-chairs office. Bobby Brown expressed an interest for vice-chair. Nick Gerbino expressed an interest in secretary. There have been no other nominations. 
b. Prep for Nov F2F – 
i. Marianne Swanson (NIST SGIP CSWG) is going to visit and discuss coordination next week. 
ii. Sharron Edwards (Duke) is going to discuss the NERC CIP developments. 
iii. Let Darren know of any F2F topics 
c. Stuxnet – UtiliSec technical has been commenting heavily on this malware. 
i. It is targeted toward specific Siemens PLC. There is speculation that there is a team of authors. 
ii. There were around 4-5 zero-day exploits. Stuxnet rooted itself in the Siemens software.  

iii. Discussion Highlights on the Call:

1. Rohit – Stuxnet brings some things to bear when it comes to developing the security embedded system subgroup. One scope issue is – what are the best practices for embedded? And for the use of cryptographic communications?

2. Darren – Not sure we have defenses necessary. How would we go about building defenses? Detecting? Cleaning?
3. Dave – Revision 2 of stuxnet stole some digital hardware signature for two of the components so it could propagate.
4. Matt – digital signatures were used to escalate the level of privilege for the malware.
5. Darren – the number of different exploits and skill sets necessary to carry out the delivery of the malware.
6. Attendee - The worm was expected to be around for about 1 year. Then we heard some about it in July and it wasn’t until September that we heard any detail about it.
7. Matt – takeaways from stuxnet: If anyone had doubts that complex attacks would come against the electric sector, stuxnet should put these doubts to rest. We are realizing the ICS folks aren’t the problem; IT folks aren’t the problem – but that there are problems with we are all part of; and everyone needs to work together. Let’s take the lesson that we have and leverage it to the fullest extent.

4. External

a. CSWG/SG Sec - AMI Security Group – Darren co-chairing with Ed Beroset (Elster) – Teleconference is ever Tuesday from 1-2pm ET.

b. PAP10 and 3rd Party Data Access – Please attend PAP10 to get update on the activities.

c. NERC CIP SDT – Is currently under the most technical overhaul of the CIPS. There should be good discussion next week lead by Sharron.
d. IEC TC 57 WG 15 – Tomorrow and Wednesday (Oct 26-27) will meet at EnerNex in Knoxville. There is a liaison status between the UCA OpenSG SG Security and IEC TC 57 WG 15. To-date we have not had close coordination, but would like to explore the opportunities moving forward. The work products are open to share as they are being developed between groups under the liaison status.
5. Role

See webinar list.

