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Focus of this Cyber Security Requirements Document

The focus of this document, “Key Energy Sector Use Cases and Security Requirements” is to identify the key Use Cases that are “architecturally significant” for security requirements, and to assess the types of security requirements (Integrity, Availability, and Confidentiality) that are pertinent to those Use Cases. In addition, the focus is more on operational functions as opposed to “back office” or corporate functions, since it is the automation and control aspects of energy sector management that are relatively unique.  

There are many interfaces and “environments” with constraints and sensitive aspects that make up the information infrastructure which is monitoring and controlling the energy sector infrastructure. This document does not directly capture those distinctions, but leaves it up to the implementers of cyber security measures to take those into account.

The full set of Use Cases, taken from many sources, includes the following:

· IntelliGrid Use Cases (IntelliGrid web site: http://intelligrid.ipower.com/IntelliGrid_Architecture/Use_Cases/Fun_Use_Cases.htm). There are over 700 of these Use Cases, but really only the power system operations Use Cases and Demand Response/AMI ones are of particular interest for security. 
· AMI Business Functions which were extracted from Appendix B of the AMI-SEC Security Requirements Specification (T&D DEWG).
· Benefits and Challenges of Distribution Automation – Use Case Scenarios (White Paper for Distribution on T&D DEWG, extracted from CEC document which has 82 Use Cases).
· EPRI Use Case Repository (http://www.smartgrid.epri.com/usecaserepository.html) which is a compilation of IntelliGrid and SCE Use Cases, plus others.
· SCE Use Cases (http://www.sce.com/usecases) These were developed by Southern California Edison (SCE). 

There is a certain amount of overlap in these sources, particularly in the new area of AMI. 

	Category: AMI

	Scenario: Meter Reading Services

	Category Description

AMI systems consist of the hardware, software and associated system and data management applications that create a communications network between end systems at customer premises (including meters, gateways, and other equipment) and diverse business and operational systems of utilities and third parties. AMI systems provide the technology to allow the exchange of information between customer end systems and those other utility and third party systems. In order to protect this critical infrastructure, end-to-end security must be provided across the AMI systems, encompassing the customer end systems as well as the utility and third party systems which are interfaced to the AMI systems.


	Scenario Description

Meter reading services provide the basic meter reading capabilities for generating customer bills. Different types of metering services are usually provided, depending upon the type of customer (residential, smaller commercial, larger commercial, smaller industrial, larger industrial) and upon the applicable customer tariff.

· Periodic Meter Reading

· On-Demand Meter Reading

· Net Metering for DER and PEV

· Feed-In Tariff Metering for DER and PEV

· Bill - Paycheck Matching

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Confidentiality (privacy) of customer metering data over the AMI system, metering database, and billing database, to avoid serious breaches of privacy and potential legal repercussions

· Integrity of meter data is important, but the impact of incorrect data is not large

· Availability of meter data is not critical in real-time
	Potential Stakeholder Issues
· 

	Category: AMI

	Scenario: Pre-Paid Metering

	Category Description

AMI systems consist of the hardware, software and associated system and data management applications that create a communications network between end systems at customer premises (including meters, gateways, and other equipment) and diverse business and operational systems of utilities and third parties. AMI systems provide the technology to allow the exchange of information between customer end systems and those other utility and third party systems. In order to protect this critical infrastructure, end-to-end security must be provided across the AMI systems, encompassing the customer end systems as well as the utility and third party systems which are interfaced to the AMI systems.

	Scenario Description

Customers who either want a lower rate or have a history of slow payment can benefit from prepayment of power. Smart metering makes it easier to deploy new types of prepayment to customers and provide them with better visibility on the remaining hours of power, as well as extending time of use rates to prepayment customers.

AMI systems can also trigger notifications when the pre-payment limits are close to being reached and/or have been exceeded.

· Limited Energy Usage

· Limited Demand

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity of meter data is critical, to avoid unwarranted disconnections due to perceived lack of pre-payment. Security compromises could have a large impact on the customer and could cause legal repercussions

· Confidentiality (privacy) of customer metering data over the AMI system, metering database, and billing database

· Availability to turn meter back on after payment is important, but could be handled by a truck roll if necessary
	Potential Stakeholder Issues
· 

	Category: AMI

	Scenario: Revenue Protection

	Category Description

AMI systems consist of the hardware, software and associated system and data management applications that create a communications network between end systems at customer premises (including meters, gateways, and other equipment) and diverse business and operational systems of utilities and third parties. AMI systems provide the technology to allow the exchange of information between customer end systems and those other utility and third party systems. In order to protect this critical infrastructure, end-to-end security must be provided across the AMI systems, encompassing the customer end systems as well as the utility and third party systems which are interfaced to the AMI systems.

	Scenario Description

Non-technical losses (or theft of power by another name) has long been an on-going battle between utilities and certain customers. In a traditional meter, when the meter reader arrives, they can look for visual signs of tampering, such as broken seals and meters plugged in upside down. When AMI systems are used, tampering that is not visually obvious may be detected during the analysis of the data, such as anomalous low usage. AMI will help with more timely and sensitive detection of power theft.

· Tamper Detection

· Anomalous Readings

· Meter Status

· Suspicious Meter

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity of meter data is important, but if tampering is not detected or if unwarranted indications of tampering are detected, there is no power system impact, just revenue impact

· Confidentiality (privacy) of customer metering data over the AMI system, metering database, and billing database

· Availability to turn meter back on after payment is important
	Potential Stakeholder Issues
· 

	Category: AMI

	Scenario: Remote Connect/Disconnect of Meter

	Category Description

AMI systems consist of the hardware, software and associated system and data management applications that create a communications network between end systems at customer premises (including meters, gateways, and other equipment) and diverse business and operational systems of utilities and third parties. AMI systems provide the technology to allow the exchange of information between customer end systems and those other utility and third party systems. In order to protect this critical infrastructure, end-to-end security must be provided across the AMI systems, encompassing the customer end systems as well as the utility and third party systems which are interfaced to the AMI systems.

	Scenario Description

Traditionally, utilities send a metering service person to connect or disconnect the meter. With an AMI system, the connect/disconnect can be performed remotely by switching the remote connect/disconnect (RCD) switch for the following reasons.

· Remote Connect for Move-In

· Remote Connect for Reinstatement on Payment

· Remote Disconnect for Move-Out

· Remote Disconnect for Non-Payment

· Remote Disconnect for Emergency Load Control

· Unsolicited Connect / Disconnect Event



	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity of control commands to the RCD switch is critical to avoid unwarranted disconnections or dangerous/unsafe connections. The impact of invalid switching could be very large if many meters are involved

· Availability to turn meter back on when needed is important

· Confidentiality requirements of the RCD command is generally not very important, except related to non-payment
	Potential Stakeholder Issues
· 

	Category: AMI

	Scenario: Outage Detection and Restoration

	Category Description

AMI systems consist of the hardware, software and associated system and data management applications that create a communications network between end systems at customer premises (including meters, gateways, and other equipment) and diverse business and operational systems of utilities and third parties. AMI systems provide the technology to allow the exchange of information between customer end systems and those other utility and third party systems. In order to protect this critical infrastructure, end-to-end security must be provided across the AMI systems, encompassing the customer end systems as well as the utility and third party systems which are interfaced to the AMI systems.

	Scenario Description

The AMI system detects customer outages and reports it in near-real-time to the distribution utility. The utility uses the customer information from the Customer Information System, the Trouble Call System, Geographical Information System, and the Outage Management System to identify the probable location of the fault. The process includes the following steps:

· Smart meters report one or more power losses (e.g. “last gasp”)

· Outage management system collects meter outage reports and customer trouble calls
· Outage management system determines location of outage and generates outage trouble tickets
· Work management system schedules work crews to resolve outage

· Interactive utility-customer systems inform the customers about the progress of events

· Trouble tickets are used for statistical analysis of outages

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity is important to ensure outages are reported correctly
· Availability is important to ensure outages are reported in a timely manner (a few seconds)

· Confidentiality is not very important
	Potential Stakeholder Issues
· 

	Category: AMI

	Scenario: Meter Maintenance

	Category Description

AMI systems consist of the hardware, software and associated system and data management applications that create a communications network between end systems at customer premises (including meters, gateways, and other equipment) and diverse business and operational systems of utilities and third parties. AMI systems provide the technology to allow the exchange of information between customer end systems and those other utility and third party systems. In order to protect this critical infrastructure, end-to-end security must be provided across the AMI systems, encompassing the customer end systems as well as the utility and third party systems which are interfaced to the AMI systems.

	Scenario Description

Meter maintenance is needed to locate and repair/replace meters that have problems, or to update firmware and parameters if updates are required. For those with batteries, such as gas and water meters, battery management will also be needed.
· Connectivity validation 

· Geo-location of meter

· Smart meter battery management

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity of meter maintenance repairs and updates are essential to prevent malicious intrusions

· Availability is important, but only in terms of hours or maybe days

· Confidentiality is not important unless some maintenance activity involves personal information
	Potential Stakeholder Issues
· 


	Category: AMI

	Scenario: Meter Detects Removal

	Category Description

The AMI category covers the fundamental functions of an advanced metering system. These functions include: meter reading, use of an integrated service switch, theft detection and improved outage detection and restoration. The high level technical requirements for these functions are well understood by the industry, but the specific benefit varies from utility to utility.

Advanced functions that are often associated with AMI are demand response program support and communications to in-home devices. These functions are not exclusive to AMI and will be discussed in separate category areas.



	Scenario Description

This scenario discusses the AMI meter’s functionality to detect and report unauthorized removal and similar physical tampering. AMI meters require additional capability over traditional meters to prevent theft and tampering due to the elimination of regular visual inspection provided by meter reading. 

	Smart Grid Characteristics
· Optimizes asset utilization and operate efficiently

· Operates resiliently against attack and natural disasters
	Considerations
· To reduce energy theft

· To prevent theft/compromise of passwords and key material
· To prevent installation of malware
	Potential Stakeholder Issues


	Category: AMI

	Scenario: Utility Detects Probable Meter Bypass

	Category Description

The AMI category covers the fundamental functions of an advanced metering system. These functions include: meter reading, use of an integrated service switch, theft detection and improved outage detection and restoration. The high level technical requirements for these functions are well understood by the industry, but the specific benefit varies from utility to utility.

Advanced functions that are often associated with AMI are demand response program support and communications to in-home devices. These functions are not exclusive to AMI and will be discussed in separate category areas.



	Scenario Description

AMI meters eliminate the possibility of some forms of theft (i.e. meter reversal). Other types of theft will be more difficult to detect due to the elimination of regular physical inspection provided by meter reading. This scenario discusses the analysis of meter data to discover potential theft occurrences. 

	Smart Grid Characteristics
· Optimizes asset utilization and operate efficiently

· Operates resiliently against attack and natural disasters
	Considerations
· To reduce theft

· To protect integrity of reporting

· To maintain availability for reporting and billing
	Potential Stakeholder Issues
· Customer data privacy and security




	Category: Demand Response

	Scenario: Real Time Pricing (RTP) for Customer Load and DER/PEV

	Category Description

Demand response is a general capability that could be implemented in many different ways. The primary focus is to provide the customer with pricing information for current or future time periods so they may respond by modifying their demand. This may entail just decreasing load or may involve shifting load by increasing demand during lower priced time periods so that they can decrease demand during higher priced time periods. The pricing periods may be real-time-based or may be tariff-based, while the prices may also be operationally-based or fixed or some combination. Real-time pricing inherently requires computer-based responses, while the fixed time-of-use pricing may be manually handled once the customer is aware of the time periods and the pricing.

	Scenario Description

Use of Real Time Pricing for electricity is common for very large customers, affording them an ability to determine when to use power and minimize the costs of energy for their business. The extension of real time pricing to smaller industrial and commercial customers and even residential customers is possible with smart metering and in-home displays. Aggregators or customer energy management systems must be used for these smaller consumers due to the complexity and 24x7 nature of managing power consumption. Pricing signals may be sent via an AMI system, the Internet, or other data channels.

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity, including non-repudiation, of pricing information is critical, since there could be large financial and possibly legal implications

· Availability, including non-repudiation, for pricing signals is critical because of the large financial and possibly legal implications

· Confidentiality is important mostly for the responses that any customer might make to the pricing signals
	Potential Stakeholder Issues
· 

	Category: Demand Response

	Scenario: Time of Use (TOU) Pricing

	Category Description

Demand response is a general capability that could be implemented in many different ways. The primary focus is to provide the customer with pricing information for current or future time periods so they may respond by modifying their demand. This may entail just decreasing load or may involve shifting load by increasing demand during lower priced time periods so that they can decrease demand during higher priced time periods. The pricing periods may be real-time-based or may be tariff-based, while the prices may also be operationally-based or fixed or some combination. Real-time pricing inherently requires computer-based responses, while the fixed time-of-use pricing may be manually handled once the customer is aware of the time periods and the pricing.

	Scenario Description

Time of use pricing creates blocks of time and seasonal differences that allow smaller customers with less time to manage power consumption to gain some of the benefits of real time pricing. This is the favored regulatory method in most of the world for dealing with global warming.

Although Real Time Pricing is more flexible than Time of Use, it is likely that TOU will still provide many customers will all of the benefits that they can profitably use or manage.

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity is not critical since TOU pricing is fixed for long periods and is not generally transmitted electronically

· Availability is not an issue

· Confidentiality is not an issue, except with respect to meter reading
	Potential Stakeholder Issues
· 

	Category: Demand Response

	Scenario: Net Metering for DER and PEV

	Category Description

Demand response is a general capability that could be implemented in many different ways. The primary focus is to provide the customer with pricing information for current or future time periods so they may respond by modifying their demand. This may entail just decreasing load or may involve shifting load by increasing demand during lower priced time periods so that they can decrease demand during higher priced time periods. The pricing periods may be real-time-based or may be tariff-based, while the prices may also be operationally-based or fixed or some combination. Real-time pricing inherently requires computer-based responses, while the fixed time-of-use pricing may be manually handled once the customer is aware of the time periods and the pricing.

	Scenario Description

When customers have the ability to generate or store power as well as consume power, net metering is installed to measure not only the flow of power in each direction, but also when the net power flows occurred. Often Time of Use (TOU) tariffs are employed.

Today larger C&I customers and an increasing number of residential and smaller C&I customers have net metering installed for their photovoltaic systems, wind turbines, combined heat and power (CHP), and other DER devices. As plug-in electric vehicles (PEVs) become available, net metering will increasingly be implemented in homes and small businesses, even parking lots.

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity is not very critical since net metering pricing is fixed for long periods and is not generally transmitted electronically

· Availability is not an issue

· Confidentiality is not an issue, except with respect to meter reading
	Potential Stakeholder Issues
· 

	Category: Demand Response

	Scenario: Feed-In Tariff Pricing for DER and PEV

	Category Description

Demand response is a general capability that could be implemented in many different ways. The primary focus is to provide the customer with pricing information for current or future time periods so they may respond by modifying their demand. This may entail just decreasing load or may involve shifting load by increasing demand during lower priced time periods so that they can decrease demand during higher priced time periods. The pricing periods may be real-time-based or may be tariff-based, while the prices may also be operationally-based or fixed or some combination. Real-time pricing inherently requires computer-based responses, while the fixed time-of-use pricing may be manually handled once the customer is aware of the time periods and the pricing.

	Scenario Description

Feed-in tariff pricing is similar to net metering except that generation from customer DER/PEV has a different tariff rate than the customer load tariff rate during specific time periods.

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity is not critical, since feed-in tariff pricing is fixed for long periods and is generally not transmitted electronically

· Availability is not an issue

· Confidentiality is not an issue, except with respect to meter reading
	Potential Stakeholder Issues
· 

	Category: Demand Response

	Scenario: Critical Peak Pricing

	Category Description

Demand response is a general capability that could be implemented in many different ways. The primary focus is to provide the customer with pricing information for current or future time periods so they may respond by modifying their demand. This may entail just decreasing load or may involve shifting load by increasing demand during lower priced time periods so that they can decrease demand during higher priced time periods. The pricing periods may be real-time-based or may be tariff-based, while the prices may also be operationally-based or fixed or some combination. Real-time pricing inherently requires computer-based responses, while the fixed time-of-use pricing may be manually handled once the customer is aware of the time periods and the pricing.

	Scenario Description

Critical Peak Pricing builds on Time of Use Pricing by selecting a small number of days each year where the electric delivery system will be heavily stressed and increasing the peak (and sometime shoulder peak) prices by up to 10 times the normal peak price. This is intended to reduce the stress on the system during these days.

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity is not critical, since feed-in tariff pricing is fixed for long periods and is generally not transmitted electronically

· Availability is not an issue

· Confidentiality is not an issue, except with respect to meter reading
	Potential Stakeholder Issues
· 

	Category: Demand Response

	Scenario: Mobile Plug-In Electric Vehicle (PEV) Functions

	Category Description

Demand response is a general capability that could be implemented in many different ways. The primary focus is to provide the customer with pricing information for current or future time periods so they may respond by modifying their demand. This may entail just decreasing load or may involve shifting load by increasing demand during lower priced time periods so that they can decrease demand during higher priced time periods. The pricing periods may be real-time-based or may be tariff-based, while the prices may also be operationally-based or fixed or some combination. Real-time pricing inherently requires computer-based responses, while the fixed time-of-use pricing may be manually handled once the customer is aware of the time periods and the pricing.

	Scenario Description

In addition to customers with PEVs participating in their home-based Demand Response functions, they will have additional requirements for managing the charging and discharging of their mobile PEVs in other locations:

· Customer connects PEV at another home 

· Customer connects PEV outside home territory 

· Customer connects PEV at public location 

· Customer charges the PEV 

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity is not critical, since feed-in tariff pricing is fixed for long periods and is generally not transmitted electronically

· Availability is not an issue

· Confidentiality is not an issue, except with respect to meter reading
	Potential Stakeholder Issues
· 


	Category: Customer Interfaces

	Scenario: Customer’s In Home Device is Provisioned to Communicate With the Utility

	Category Description

Customers want to understand how their energy consumption habits affect their monthly energy bills and to find ways to reduce their monthly energy costs. Customers should have the ability to receive information on their usage and the price of energy on a variety of devices (in home displays, computers and mobile devices). In addition to real time and historical energy data, customers should be able to receive messages from the utility notifying them about outages. 

	Scenario Description

This scenario describes the process to configure a customer’s device to receive and send data to utility systems. The device could be an information display, communicating thermostat, load control device or smart appliance. 

	Smart Grid Characteristics

· Enables active participation by consumers

· Accommodates all generation and storage options

· Enables new products, services and markets
	Cyber Security Considerations
· To protect passwords
· To protect keying material

· To authenticate with other devices on the AMI system
	Potential Stakeholder Issues

· Customer device standards

· Customer data privacy and security



	Category: Customer Interfaces

	Scenario: Customer Views Pricing or Energy Data on Their In Home Device

	Category Description

Customers want to understand how their energy consumption habits affect their monthly energy bills and to find ways to reduce their monthly energy costs. Customers should have the ability to receive information on their usage and the price of energy on a variety of devices (in home displays, computers and mobile devices). In addition to real time and historical energy data, customers should be able to receive messages from the utility notifying them about outages. 

	Scenario Description

This scenario describes the information that should be available to customers on their in home devices. Multiple communication paths and device functions will be considered.

	Smart Grid Characteristics

· Enables active participation by consumers

· Accommodates all generation and storage options

· Enables new products, services and markets
	Cyber Security Considerations
· To validate that information is trustworthy (integrity)
	Potential Stakeholder Issues

· Customer device standards

· Customer data privacy and security



	Category: Customer Interfaces

	Scenario: In Home Device Troubleshooting

	Category Description

Customers want to understand how their energy consumption habits affect their monthly energy bills and to find ways to reduce their monthly energy costs. Customers should have the ability to receive information on their usage and the price of energy on a variety of devices (in home displays, computers and mobile devices). In addition to real time and historical energy data, customers should be able to receive messages from the utility notifying them about outages. 

	Scenario Description

This alternate scenario describes the resolution of communication or other types of errors that could occur with in home devices. Roles of the customer, device vendor and utility will be discussed.

	Smart Grid Characteristics

· Enables active participation by consumers

· Accommodates all generation and storage options

· Enables new products, services and markets
	Cyber Security Considerations
· To avoid disclosing customer information
· To avoid disclosing key material and/or passwords
	Potential Stakeholder Issues

· Customer device standards

· Customer data privacy and security



	Category: Customer Interfaces

	Scenario: Customer Views Pricing or Energy Data via the Internet

	Category Description

Customers want to understand how their energy consumption habits affect their monthly energy bills and to find ways to reduce their monthly energy costs. Customers should have the ability to receive information on their usage and the price of energy on a variety of devices (in home displays, computers and mobile devices). In addition to real time and historical energy data, customers should be able to receive messages from the utility notifying them about outages. 

	Scenario Description

In addition to a utility operated communications network (i.e. AMI), the internet can be used to communicate to customers and their devices. Personal computers and mobile devices may be more suitable for displaying some types of energy data than low cost specialized in home display devices. This scenario describes the information that should be available to the customer using the internet and some possible uses for the data.

	Smart Grid Characteristics

· Enables active participation by consumers

· Accommodates all generation and storage options

· Enables new products, services and markets
	Cyber Security Considerations
· To protect customer’s information (privacy)
· To provide accurate information
	Potential Stakeholder Issues

· Customer device standards

· Customer data privacy and security



	Category: Customer Interfaces

	Scenario: Utility Notifies Customers of Outage

	Category Description

Customers want to understand how their energy consumption habits affect their monthly energy bills and to find ways to reduce their monthly energy costs. Customers should have the ability to receive information on their usage and the price of energy on a variety of devices (in home displays, computers and mobile devices). In addition to real time and historical energy data, customers should be able to receive messages from the utility notifying them about outages. 

	Scenario Description

When an outage occurs the utility can notify affected customers and provide estimated restoration times and report when power has been restored. Smart grid technologies can improve the utility’s accuracy for determination of affected area and restoration progress.  

	Smart Grid Characteristics

· Enables active participation by consumers

· Accommodates all generation and storage options

· Enables new products, services and markets
	Cyber Security Considerations
· To validate that the notification is legitimate
· Customer’s information is kept private
	Potential Stakeholder Issues

· Customer device standards

· Customer data privacy and security




	Category: Customer Interfaces

	Scenario: Customer Access to Energy-Related Information

	Category Description

Customers with Home Area Networks and/or Building Energy Management Systems will be able to interact with the electric utilities as well as third party energy services providers to access information on their own energy profiles, usage, pricing, etc.

	Scenario Description

Customers with Home Area Networks and/or Building Energy Management Systems will be able to interact with the electric utilities as well as third party energy services providers. Some of these interactions include:

· Access to real-time (or near real-time) energy and demand usage and billing information

· Requesting energy services such as move-in/move-out requests, pre-paying for electricity, changing energy plans (if such tariffs become available), etc.

· Access to energy pricing information

· Access to their own DER generation/storage status

· Access to their own PEV charging/discharging status

· Establishing thermostat settings for demand response pricing levels
Although different types of energy-related information access is involved, the security requirements are similar.

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity, including non-repudiation, is critical since energy and pricing data will have financial impacts

· Availability is important to the individual customer, but will not have wide-spread impacts

· Confidentiality is critical because of customer privacy issues
	Potential Stakeholder Issues
· 

	Category: Electricity Market

	Scenario: Bulk Power Electricity Market

	Category Description

The electricity market varies significantly from State to State, region to region, and at local levels. The market is still evolving after some initial setbacks, and is expected to expand from bulk power to retail power and eventually to individual customer power as tariffs are developed to provide incentives. Demand response, handled in a separate section, is a part of the electricity market.

	Scenario Description

The bulk power market varies from region to region, and is conducted primarily through Regional Transmission Operators (RTO) and Independent System Operators (ISO). The market is handled independently from actual operations, although the bids into the market obviously affect which generators are used for what time periods and which functions (base load, regulation, reserve, etc.). Therefore there are no direct operational security impacts, but there are definitely financial security impacts.

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity for pricing and generation information is critical

· Availability for pricing and generation information is important within minutes to hours

· Confidentiality for pricing and generation information is critical
	Potential Stakeholder Issues
· 

	Category: Electricity Market

	Scenario: Retail Power Electricity Market

	Category Description

The electricity market varies significantly from State to State, region to region, and at local levels. The market is still evolving after some initial setbacks, and is expected to expand from bulk power to retail power and eventually to individual customer power as tariffs are developed to provide incentives. Demand response, handled in a separate section, is a part of the electricity market.

	Scenario Description

The retail power electricity market is still minor, but growing, compared to the bulk power market, but typically involves aggregators and energy service providers bidding customer-owned generation or load control into both energy and ancillary services. Again it is handled independently from actual power system operations. Therefore there are no direct operational security impacts, but there are definitely financial security impacts. (The aggregator’s management of the customer-owned generation and load is addressed in the Demand Response section.)

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity for pricing and generation information is critical

· Availability for pricing and generation information is important within minutes to hours

· Confidentiality for pricing and generation information is critical
	Potential Stakeholder Issues
· 

	Category: Electricity Market

	Scenario: Carbon Trading Market

	Category Description

The electricity market varies significantly from State to State, region to region, and at local levels. The market is still evolving after some initial setbacks, and is expected to expand from bulk power to retail power and eventually to individual customer power as tariffs are developed to provide incentives. Demand response, handled in a separate section, is a part of the electricity market.

	Scenario Description

 The carbon trading market does not exist yet, but the security requirements will probably be similar to the retail electricity market.

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity for pricing and generation information is critical

· Availability for pricing and generation information is important within minutes to hours

· Confidentiality for pricing and generation information is critical
	Potential Stakeholder Issues
· 

	Category: Distribution Automation

	Scenario: Distribution Automation (DA) within Substations

	Category Description

A broad definition of Distribution Automation includes any automation which is used in the planning, engineering, construction, operation, and maintenance of the distribution power system, including interactions with the transmission system, interconnected distributed energy resources (DER), and automated interfaces with end-users.

No one approach is optimal for a utility or its customers. Certain distribution automation functions, such as optimal volt/var control, can be more beneficial to one utility or even a few feeders in one utility, while other distribution automation functions, such as fault detection, isolation, and service restoration, could be far more beneficial in other utilities. 
Increasingly, distribution automation will entail closed-loop control, where distribution algorithms, applied to real-time models of the distribution system, will increase reliability and/or efficiency of the distribution system without direct operator involvement.

	Scenario Description

Distribution automation within substations involves monitoring and controlling equipment in distribution substations to enhance power system reliability and efficiency. Different types of equipment are monitored and controlled:
· Distribution SCADA System Monitors Distribution Equipment in Substations

· Supervisory Control on Substation Distribution Equipment

· Substation Protection Equipment Performs System Protection Actions

· Reclosers in Substations

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity of distribution control commands is critical for distribution operations, avoiding outages, and providing power to customers reliably and efficiently 

· Availability for control is critical, while monitoring individual equipment is less critical

· Confidentiality is not very important
	Potential Stakeholder Issues
· 

	Category: Distribution Automation

	Scenario: Distribution Automation (DA) Using Local Automation

	Category Description

A broad definition of Distribution Automation includes any automation which is used in the planning, engineering, construction, operation, and maintenance of the distribution power system, including interactions with the transmission system, interconnected distributed energy resources (DER), and automated interfaces with end-users.

No one approach is optimal for a utility or its customers. Certain distribution automation functions, such as optimal volt/var control, can be more beneficial to one utility or even a few feeders in one utility, while other distribution automation functions, such as fault detection, isolation, and service restoration, could be far more beneficial in other utilities. 

Increasingly, distribution automation will entail closed-loop control, where distribution algorithms, applied to real-time models of the distribution system, will increase reliability and/or efficiency of the distribution system without direct operator involvement.

	Scenario Description

Local automation of feeder equipment consists of power equipment that is managed locally by computer-based controllers which are preset with various parameters to issue control actions. These controllers may just monitor power system measurements locally, or may include some short range communications to other controllers and/or local field crews. However, in these scenarios, no communications exist between the feeder equipment and the control center. 

· Local Automated Switch Management

· Local Volt/Var Control

· Local Field Crew Communications to Underground Network Equipment



	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity of distribution control commands is critical for distribution operations, avoiding outages, and providing power to customers reliably and efficiently 

· Availability for control is critical, while monitoring individual equipment is less critical

· Confidentiality is not very important
	Potential Stakeholder Issues
· 

	Category: Distribution Automation

	Scenario: Distribution Automation (DA) Monitoring and Controlling Feeder Equipment

	Category Description

A broad definition of Distribution Automation includes any automation which is used in the planning, engineering, construction, operation, and maintenance of the distribution power system, including interactions with the transmission system, interconnected distributed energy resources (DER), and automated interfaces with end-users.

No one approach is optimal for a utility or its customers. Certain distribution automation functions, such as optimal volt/var control, can be more beneficial to one utility or even a few feeders in one utility, while other distribution automation functions, such as fault detection, isolation, and service restoration, could be far more beneficial in other utilities. 

Increasingly, distribution automation will entail closed-loop control, where distribution algorithms, applied to real-time models of the distribution system, will increase reliability and/or efficiency of the distribution system without direct operator involvement.

	Scenario Description

Operators and distribution applications can monitor the equipment on the feeders and determine whether any actions should be taken to increase reliability, improve efficiency, or respond to emergencies. For instance, they can:

· Remotely open or close automated switches 

· Remotely switch capacitor banks in and out

· Remotely raise or lower voltage regulators

· Block local automated actions

· Send updated parameters to feeder equipment

· Interact with equipment in underground distribution vaults

· Retrieve power system information from Smart Meters 

· Automation of Emergency Response

· Dynamic Rating of Feeders

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity of distribution control commands is critical for distribution operations, avoiding outages, and providing power to customers reliably and efficiently 

· Availability for control is critical, while monitoring individual equipment is less critical

· Confidentiality is not very important
	Potential Stakeholder Issues
· 

	Category: Distribution Automation

	Scenario: Fault Detection, Isolation, and Restoration

	Category Description

A broad definition of Distribution Automation includes any automation which is used in the planning, engineering, construction, operation, and maintenance of the distribution power system, including interactions with the transmission system, interconnected distributed energy resources (DER), and automated interfaces with end-users.

No one approach is optimal for a utility or its customers. Certain distribution automation functions, such as optimal volt/var control, can be more beneficial to one utility or even a few feeders in one utility, while other distribution automation functions, such as fault detection, isolation, and service restoration, could be far more beneficial in other utilities. 

Increasingly, distribution automation will entail closed-loop control, where distribution algorithms, applied to real-time models of the distribution system, will increase reliability and/or efficiency of the distribution system without direct operator involvement.

	Scenario Description

AMI smart meters and distribution automated devices can detect power outages that affect individual customers and larger groups of customers. As customers rely more fundamentally on power (e.g. PEV) and become used to not having to call in outages, outage detection, and restoration will be come increasingly critical.

The automated fault location, isolation, and service restoration function uses the combination of the power system model with the SCADA data from the field on real-time conditions to determine where a fault is probably located, by undertaking the following steps:

· Determines the faults cleared by controllable protective devices:

· Determines the faulted sections based on SCADA fault indications and protection lockout signals

· Estimates the probable fault locations, based on SCADA fault current measurements and real-time fault analysis

· Determines the fault-clearing non-monitored protective device
· Uses closed-loop or advisory methods to isolate the faulted segment. 

· Once the fault is isolated, it determines how best to restore service to unfaulted segments through feeder reconfiguration.

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity of outage information is critical 

· Availability to detect large scale outages usually involve multiple sources of information

· Confidentiality is not very important
	Potential Stakeholder Issues
· 

	Category: Distribution Automation

	Scenario: Load Management

	Category Description

A broad definition of Distribution Automation includes any automation which is used in the planning, engineering, construction, operation, and maintenance of the distribution power system, including interactions with the transmission system, interconnected distributed energy resources (DER), and automated interfaces with end-users.

No one approach is optimal for a utility or its customers. Certain distribution automation functions, such as optimal volt/var control, can be more beneficial to one utility or even a few feeders in one utility, while other distribution automation functions, such as fault detection, isolation, and service restoration, could be far more beneficial in other utilities. 

Increasingly, distribution automation will entail closed-loop control, where distribution algorithms, applied to real-time models of the distribution system, will increase reliability and/or efficiency of the distribution system without direct operator involvement.

	Scenario Description

 Load management provides active and passive control by the utility of customer appliances (e.g. cycling of air conditioner, water heaters, and pool pumps) and certain C&I customer systems (e.g. plenum pre-cooling, heat storage management). 

· Direct load control and load shedding

· Demand side management

· Load shift scheduling

· Curtailment planning

· Selective load management through Home Area Networks

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity of load control commands is critical to avoid unwarranted outages 

· Availability for load control is important – in aggregate (e.g. > 300 MW), it can be critical

· Confidentiality is not very important
	Potential Stakeholder Issues
· 

	Category: Distribution Automation

	Scenario: Distribution Analysis using Distribution Power Flow Models

	Category Description

A broad definition of Distribution Automation includes any automation which is used in the planning, engineering, construction, operation, and maintenance of the distribution power system, including interactions with the transmission system, interconnected distributed energy resources (DER), and automated interfaces with end-users.

No one approach is optimal for a utility or its customers. Certain distribution automation functions, such as optimal volt/var control, can be more beneficial to one utility or even a few feeders in one utility, while other distribution automation functions, such as fault detection, isolation, and service restoration, could be far more beneficial in other utilities. 

Increasingly, distribution automation will entail closed-loop control, where distribution algorithms, applied to real-time models of the distribution system, will increase reliability and/or efficiency of the distribution system without direct operator involvement.

	Scenario Description

The brains behind the monitoring and controlling of field devices are the DA analysis software applications. These applications generally use models of the power system to validate the raw data, assess real-time and future conditions, and issue the appropriate actions. The applications may be distributed and located in the field equipment for local assessments and control, and/or may be centralized in a Distribution Management System for global assessment and control.

· Local peer-to-peer interactions between equipment

· Normal distribution operations using the Distribution System Power Flow (DSPF) model

· Emergency distribution operations using the DSPF model

· Study-Mode Distribution System Power Flow (DSPF) model

· DSPF /DER Model of distribution operations with significant DER generation/storage



	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity is critical to operate the distribution power system reliably, efficiently, and safely

· Availability is critical to operate the distribution power system reliably, efficiently, and safely

· Confidentiality is not important
	Potential Stakeholder Issues
· 

	Category: Distribution Automation

	Scenario: Distributed Energy Resource (DER) Real-Time Management

	Category Description

A broad definition of Distribution Automation includes any automation which is used in the planning, engineering, construction, operation, and maintenance of the distribution power system, including interactions with the transmission system, interconnected distributed energy resources (DER), and automated interfaces with end-users.

No one approach is optimal for a utility or its customers. Certain distribution automation functions, such as optimal volt/var control, can be more beneficial to one utility or even a few feeders in one utility, while other distribution automation functions, such as fault detection, isolation, and service restoration, could be far more beneficial in other utilities. 

Increasingly, distribution automation will entail closed-loop control, where distribution algorithms, applied to real-time models of the distribution system, will increase reliability and/or efficiency of the distribution system without direct operator involvement.

	Scenario Description

 In the future, more and more of generation and storage resources will be connected to the distribution network and will significantly increase the complexity and sensitivity of distribution operations. Therefore, the management of DER generation will become increasingly important in the overall management of the distribution system, including load forecasts, real-time monitoring, feeder reconfiguration, virtual and logical microgrids, and distribution planning.

· Direct monitoring and control of DER

· Shut-down or islanding verification for DER

· Plug-in Hybrid Vehicle (PEV) management, as load, storage, and generation resource

· Electric storage fill/draw management

· Renewable energy DER with variable generation 

· Small fossil resource management, such as backup generators to be used for peak shifting

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity is critical for any management/ control of generation and storage

· Availability requirements may vary depending on the size (individual or aggregate) of the DER plant

· Confidentiality may involve some privacy issues with customer-owned DER
	Potential Stakeholder Issues
· 

	Category: Distribution Automation

	Scenario: Distributed Energy Resource (DER) Planning

	Category Description

A broad definition of Distribution Automation includes any automation which is used in the planning, engineering, construction, operation, and maintenance of the distribution power system, including interactions with the transmission system, interconnected distributed energy resources (DER), and automated interfaces with end-users.

No one approach is optimal for a utility or its customers. Certain distribution automation functions, such as optimal volt/var control, can be more beneficial to one utility or even a few feeders in one utility, while other distribution automation functions, such as fault detection, isolation, and service restoration, could be far more beneficial in other utilities. 

Increasingly, distribution automation will entail closed-loop control, where distribution algorithms, applied to real-time models of the distribution system, will increase reliability and/or efficiency of the distribution system without direct operator involvement.

	Scenario Description

Distribution planning typically uses engineering systems with access only to processed power system data that is available from the control center. It is therefore relatively self-contained.

· Operational planning

· Assessing Planned Outages

· Storm Condition Planning

· Short-term distribution planning

· Short-Term Load Forecast

· Short-Term DER Generation and Storage Impact Studies

· Long-term distribution planning

· Long-Tem Load Forecasts by Area

· Optimal Placements of Switches, Capacitors, Regulators, and DER

· Distribution System Upgrades and Extensions

· Distribution Financial Planners

	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity not critical due to multiple sources of data

· Availability is not important

· Confidentiality is not important
	Potential Stakeholder Issues
· 


	Category: Plug-in Electric Vehicles (PEV)

	Scenario: Customer Connects Plug-in Electric Vehicle to Energy Portal

	Category Description

Plug-in electric vehicles will have a significant impact on the future electric system and challenge the utility and customer to manage vehicle connection and charging. As adoption rates of electric vehicles increase, the utility will have to handle the new load imposed on the electrical system. Scenarios will consider customer payment issues regarding mobility, load shifting vehicle charging and the use of electric vehicles as a distributed resource.

	Scenario Description

This scenario discusses the simple case of a customer plugging in an electric vehicle at their premise to charge its battery. Variations of this scenario will be considered that add complexity: a customer charging their vehicle at another location and providing payment or charging at another location where the premise owner pays. 

	Smart Grid Characteristics
· Enables active participation by consumers

· Accommodates all generation and storage options

· Enables new products, services and markets

· Provides power quality for the digital economy

· Optimizes asset utilization and operate efficiently
	Cyber Security Considerations
· The customer’s information is kept private
· Billing information is accurate
	Potential Stakeholder Issues
· Vehicle standards



	Category: Plug-in Electric Vehicles (PEV)

	Scenario: Customer Connects Plug-in Electric Vehicle to Energy Portal and Participates in ‘Smart' (Optimized) Charging

	Category Description

Plug-in electric vehicles will have a significant impact on the future electric system and challenge the utility and customer to manage vehicle connection and charging. As adoption rates of electric vehicles increase, the utility will have to handle the new load imposed on the electrical system. Scenarios will consider customer payment issues regarding mobility, load shifting vehicle charging and the use of electric vehicles as a distributed resource.

	Scenario Description

In addition to simply plugging in an electric vehicle for charging, in this scenario the electric vehicle charging is optimized to take advantage of lower rates or help prevent excessive load peaks on the electrical system. 

	Smart Grid Characteristics
· Enables active participation by consumers

· Accommodates all generation and storage options

· Enables new products, services and markets

· Provides power quality for the digital economy

· Optimizes asset utilization and operate efficiently
	Cyber Security Considerations
· Customer information is kept private
	Potential Stakeholder Issues
· Vehicle standards



	Category: Plug-in Electric Vehicles (PEV)

	Scenario: Plug-in Electric Vehicle or Customer Receives and Responds to Discrete Demand Response Events

	Category Description

Plug-in electric vehicles will have a significant impact on the future electric system and challenge the utility and customer to manage vehicle connection and charging. As adoption rates of electric vehicles increase, the utility will have to handle the new load imposed on the electrical system. Scenarios will consider customer payment issues regarding mobility, load shifting vehicle charging and the use of electric vehicles as a distributed resource.

	Scenario Description

An advanced scenario for electric vehicles is the use of the vehicle to provide energy stored in its battery back to the electrical system.  Customers could participate in demand response programs where they are provided an incentive to allow the utility to request power from the vehicle at times of high system load.

	Smart Grid Characteristics
· Enables active participation by consumers

· Accommodates all generation and storage options

· Enables new products, services and markets

· Provides power quality for the digital economy

· Optimizes asset utilization and operate efficiently
	Cyber Security Considerations
· Improved system stability and availability
· To keep customer information private

· To insure DR messages are accurate and trustworthy


	Potential Stakeholder Issues
· Vehicle standards



	Category: Plug-in Electric Vehicles (PEV)

	Scenario: Plug-in Electric Vehicle or Customer Receives and Responds to Utility Price Signals

	Category Description

Plug-in electric vehicles will have a significant impact on the future electric system and challenge the utility and customer to manage vehicle connection and charging. As adoption rates of electric vehicles increase, the utility will have to handle the new load imposed on the electrical system. Scenarios will consider customer payment issues regarding mobility, load shifting vehicle charging and the use of electric vehicles as a distributed resource.

	Scenario Description

In this scenario, the electric vehicle is able to receive and act on electricity pricing data sent from the utility. The use of pricing data for charging is primarily covered in another scenario. The pricing data can also be used in support of a distributed resource program where the customer allows the vehicle to provide power to the electric grid based on market conditions. 

	Smart Grid Characteristics
· Enables active participation by consumers

· Accommodates all generation and storage options

· Enables new products, services and markets

· Provides power quality for the digital economy

· Optimizes asset utilization and operate efficiently
	Cyber Security Considerations
· Improved system stability and availability
· Pricing signals are accurate and trustworthy

· Customer information is kept private


	Potential Stakeholder Issues
· Vehicle standards




	Category: Distributed Resources

	Scenario: Customer Provides Distributed Resource

	Category Description

Traditionally, distributed resources have served as a primary or emergency back-up energy source for customers that place a premium on reliability and power quality. Distributed resources include generation and storage devices that can provide power back to the electric power system. Societal, policy and technological changes are increasing the adoption rate of distributed resources and smart grid technologies can enhance the value of these systems. 

	Scenario Description

This scenario describes the process of connecting a distributed resource to the electric power system and the requirements of net metering.  

	Smart Grid Characteristics
· Enables active participation by consumers

· Accommodates all generation and storage options

· Enables new products, services and markets

· Provides power quality for the digital economy

· Optimizes asset utilization and operate efficiently
	Cyber Security Considerations
· Customer information is kept private
· Net metering is accurate and timely
	Potential Stakeholder Issues
· Safety

· Customer data privacy and security



	Category: Distributed Resources

	Scenario: Utility Controls Customer’s Distributed Resource

	Category Description

Traditionally, distributed resources have served as a primary or emergency back-up energy source for customers that place a premium on reliability and power quality. Distributed resources include generation and storage devices that can provide power back to the electric power system. Societal, policy and technological changes are increasing the adoption rate of distributed resources and smart grid technologies can enhance the value of these systems. 

	Scenario Description

Distributed generation and storage can be used as a demand response resource where the utility can request or control devices to provide energy back to the electrical system. Customers enroll in utility programs that allow their distributed resource to be used for load support or to assist in maintaining power quality. The utility programs can be based on direct control signals or pricing information.

	Smart Grid Characteristics
· Enables active participation by consumers

· Accommodates all generation and storage options

· Enables new products, services and markets

· Provides power quality for the digital economy

· Optimizes asset utilization and operate efficiently
	Cyber Security Considerations
· Commands are trustworthy and accurate
· Customer’s information is kept private

· DR messages are received timely
	Potential Stakeholder Issues
· Safety

· Customer data privacy and security




	Category: Transmission Operations

	Scenario: Real-time Normal Transmission Operations Using EMS Applications and SCADA Data

	Category Description

Transmission operations involve monitoring and controlling the transmission system using the SCADA system to monitor and control equipment in transmission substations. The Energy Management System (EMS) assesses the state of the transmission system using applications typically based on transmission power flow models. The SCADA/EMS is located in the utility’s control center, while the key equipment is located in the transmission substations. Protective relaying equipment monitors the health of the transmission system and takes corrective action within a few milliseconds, such as tripping circuit breakers, if power system anomalies are detected.

	Scenario Description

Transmission normal real-time operations involve monitoring and controlling the transmission system using the SCADA and Energy Management System. The types of information exchanged include:

· Monitored equipment states (open/close), alarms (overheat, overload, battery level, capacity), and measurements (current, voltage, frequency, energy)

· Operator command and control actions, such as supervisory control of switching operations, setup/options of EMS functions, and preparation for storm conditions

· Closed-loop actions, such as protective relaying tripping circuit breakers upon power system anomalies

· Automation system controls voltage, var and power flow based on algorithms, real-time data, and network linked capacitive and reactive components



	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity is vital to the safety and reliability of the transmission system
· Availability is critical to protective relaying (e.g. < 4 ms) and operator commands (e.g. one second)
· Confidentiality is not important
	Potential Stakeholder Issues
· 

	Category: Transmission Operations

	Scenario: EMS Network Analysis Based on Transmission Power Flow Models

	Category Description

Transmission operations involve monitoring and controlling the transmission system using the SCADA system to monitor and control equipment in transmission substations. The Energy Management System (EMS) assesses the state of the transmission system using applications typically based on transmission power flow models. The SCADA/EMS is located in the utility’s control center, while the key equipment is located in the transmission substations. Protective relaying equipment monitors the health of the transmission system and takes corrective action within a few milliseconds, such as tripping circuit breakers, if power system anomalies are detected.

	Scenario Description

Energy Management Systems (EMS) assesses the state of the transmission power system using the transmission power system analysis models and the SCADA data from the transmission substations.

· EMS performs model update, state estimation, bus load forecast 

· EMS performs contingency analysis, recommends preventive and corrective actions

· EMS performs optimal power flow analysis, recommends optimization actions

· EMS or planners perform stability study of network

· Exchange power system model information with RTOs/ISOs and/or other utilities



	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity is vital to the reliability of the transmission system

· Availability is critical to react to contingency situations via operator commands (e.g. one second)

· Confidentiality is not important
	Potential Stakeholder Issues
· 

	Category: Transmission Operations

	Scenario: Real-Time Emergency Transmission Operations

	Category Description

Transmission operations involve monitoring and controlling the transmission system using the SCADA system to monitor and control equipment in transmission substations. The Energy Management System (EMS) assesses the state of the transmission system using applications typically based on transmission power flow models. The SCADA/EMS is located in the utility’s control center, while the key equipment is located in the transmission substations. Protective relaying equipment monitors the health of the transmission system and takes corrective action within a few milliseconds, such as tripping circuit breakers, if power system anomalies are detected.

	Scenario Description

 During emergencies, the power system takes some automated actions and the operators can also take actions:

· Power System Protection: Emergency operations handles under-frequency load/generation shedding, under-voltage load shedding, LTC control/blocking, shunt control, series compensation control, system separation detection, and wide area real time instability recovery

· Operators manage emergency alarms

· SCADA system responds to emergencies by running key applications such as disturbance monitoring analysis (including fault location), dynamic limit calculations for transformers and breakers based on real time data from equipment monitors, and pre-arming of fast acting emergency automation 

· SCADA/EMS generates signals for emergency support by distribution utilities (according to the T&D contracts):

· Operators performs system restorations based on system restoration plans prepared (authorized) by operation management



	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity is vital to the safety and reliability of the transmission system

· Availability is critical to protective relaying (e.g. < 4 ms) and operator commands (e.g. one second)

· Confidentiality is not important
	Potential Stakeholder Issues
· 

	Category: Transmission Operations

	Scenario: Wide Area Synchro-Phasor System

	Category Description

Transmission operations involve monitoring and controlling the transmission system using the SCADA system to monitor and control equipment in transmission substations. The Energy Management System (EMS) assesses the state of the transmission system using applications typically based on transmission power flow models. The SCADA/EMS is located in the utility’s control center, while the key equipment is located in the transmission substations. Protective relaying equipment monitors the health of the transmission system and takes corrective action within a few milliseconds, such as tripping circuit breakers, if power system anomalies are detected.

	Scenario Description

The Wide Area Synchro-Phasor system provides synchronized and time-tagged voltage and current phasor measurements to any protection, control, or monitoring function that requires measurements taken from several locations, whose phase angles are measured against a common, system wide reference. Present day implementation of many protection, control, or monitoring functions are hobbled by not having access to the phase angles between local and remote measurements. With system wide phase angle information, they can be improved and extended. The essential concept behind this system is the system wide synchronization of measurement sampling clocks to a common time reference.



	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity is vital to the safety and reliability of the transmission system

· Availability is critical to protective relaying (e.g. < 4 ms) and operator commands (e.g. one second)

· Confidentiality is not important
	Potential Stakeholder Issues
· 

	Category: RTO/ISO Operations

	Scenario: RTO/ISO Management of Central and DER Generators and Storage

	Category Description

Regional Transmission Operators (RTOs) and Independent System Operators (ISOs) are responsible for scheduling and dispatching central generation and the larger Distributed Energy Resources. 

	Scenario Description

RTOs and ISOs manage the scheduling and dispatch of central and distributed generation and storage. These functions include:

· Real time scheduling with the RTO/ISO (for non-market generation/storage)

· Real time commitment to RTO/ISO 

· Real time dispatching by RTO/ISO for energy and ancillary services

· Real time plant operations in response to RTO/ISO dispatch commands

· Real time contingency and emergency operations

· Black Start (system restoration after blackout)

· Emissions monitoring and control 



	Smart Grid Characteristics
· 
	Cyber Security Considerations
· Integrity is vital to the safety and reliability of the transmission system

· Availability is critical to operator commands (e.g. one second)

· Confidentiality is not important
	Potential Stakeholder Issues
· 


	Category: Asset Management

	Scenario: Utility gathers circuit and/or transformer load profiles

	Category Description

At a high level Asset Management seeks a balance between asset performance, cost and risk to achieve the utilities business objectives.    A wide range of conventional functions, models, applications, devices, methodologies and tools may be deployed to effectively plan, select, track, utilize, control, monitor, maintain and protect utility assets.   

For our purposes we will establish the scope for the Asset Management category to be the use of specific applications and devices by utility staff such as condition monitoring equipment, protection equipment, event recorders, computer-based maintenance management systems (CMMS), display applications, ratings databases, analysis applications and data marts (historians).  



	Scenario Description

Load profile data is important for the utility planning staff and is also used by the asset management team that is monitoring the utilization of the assets and by the SCADA/EMS and system operations team.   This scenario involves the use of field devices that measure loading, the communications network that delivers the data, the historian database and the load profile application and display capability that is either separate or an integrated part of the SCADA/EMS.   

Load profile data may also be used by automatic switching applications that use load data to ensure new system configurations do not cause overloads. 



	Smart Grid Characteristics
· Provides power quality for the range of needs in a digital economy

· Optimizes asset utilization and operating efficiency

· Anticipates and responds to system disturbances in a self-correcting manner


	Cyber Security Considerations
· Data is accurate (integrity)
· Data is provided timely

· Customer data is kept private
	Potential Stakeholder Issues
· Customer data privacy and security




	Category: Asset Management

	Scenario: Utility makes decisions on asset replacement based on a range of inputs including comprehensive off line and on line condition data and analysis applications



	Category Description

At a high level Asset Management seeks a balance between asset performance, cost and risk to achieve the utilities business objectives.    A wide range of conventional functions, models, applications, devices, methodologies and tools may be deployed to effectively plan, select, track, utilize, control, monitor, maintain and protect utility assets.   

For our purposes we will establish the scope for the Asset Management category to be the use of specific applications and devices by utility staff such as condition monitoring equipment, protection equipment, event recorders, computer-based maintenance management systems (CMMS), display applications, ratings databases, analysis applications and data marts (historians).  



	Scenario Description

When decisions on asset replacement become necessary the system operator, asset management, apparatus engineering and maintenance engineering staff work closely together with the objective of maximizing the life and utilization of the asset while avoiding an unplanned outage and damage to the equipment.  

This scenario involves the use of on-line condition monitoring devices for the range of assets monitored, off line test results, mobile work force technologies, the communications equipment used to collect the on-line data, data marts (historian databases) to store and trend data as well as condition analysis applications, CMMS applications, display applications and SCADA/EMS.  



	Smart Grid Characteristics
· Provides power quality for the range of needs in a digital economy

· Optimizes asset utilization and operating efficiency

· Anticipates and responds to system disturbances in a self-correcting manner


	Cyber Security Considerations
· Data provided is accurate and trustworthy
· Data is provided timely
	Potential Stakeholder Issues


	Category: Asset Management

	Scenario: Utility performs localized load reduction to relieve circuit and/or transformer overloads

	Category Description

At a high level Asset Management seeks a balance between asset performance, cost and risk to achieve the utilities business objectives.    A wide range of conventional functions, models, applications, devices, methodologies and tools may be deployed to effectively plan, select, track, utilize, control, monitor, maintain and protect utility assets.   

For our purposes we will establish the scope for the Asset Management category to be the use of specific applications and devices by utility staff such as condition monitoring equipment, protection equipment, event recorders, computer-based maintenance management systems (CMMS), display applications, ratings databases, analysis applications and data marts (historians).  

Advanced functions that are associated with Asset Management include dynamic rating and end of life estimation.  



	Scenario Description

Transmission capacity can become constrained due to a number of system level scenarios and result in an overload situation on lines and substation equipment.  Circuit and/or transformer overloads at the distribution level can occur when higher than anticipated customer loads are placed on a circuit or when operator or automatic switching actions are implemented to change the network configuration. 

Traditional load reduction systems are used to address generation shortfalls and other system wide issues.  Localized load reduction can be a key tool enabling the operator to temporarily curtail the load in a specific area to reduce the impact on specific equipment.   This scenario describes the integrated use of the AMI system, the demand response system, other load reduction systems and the SCADA/EMS to achieve this goal.  



	Smart Grid Characteristics
· Provides power quality for the range of needs in a digital economy

· Optimizes asset utilization and operating efficiency

· Anticipates and responds to system disturbances in a self-correcting manner


	Cyber Security Considerations
· Load reduction messages are accurate and trustworthy
· Customer’s information is kept private

· DR messages are received and processed timely
	Potential Stakeholder Issues
· Demand response acceptance by customers

· Customer data privacy and security

· Retail Electric Supplier access 

· Customer data access



	Category: Asset Management

	Scenario: Utility system operator determines level of severity for an impending asset failure and takes corrective action



	Category Description

At a high level Asset Management seeks a balance between asset performance, cost and risk to achieve the utilities business objectives.    A wide range of conventional functions, models, applications, devices, methodologies and tools may be deployed to effectively plan, select, track, utilize, control, monitor, maintain and protect utility assets.   

For our purposes we will establish the scope for the Asset Management category to be the use of specific applications and devices by utility staff such as condition monitoring equipment, protection equipment, event recorders, computer-based maintenance management systems (CMMS), display applications, ratings databases, analysis applications and data marts (historians).  



	Scenario Description

When pending asset failure can be anticipated the system operator, asset management, apparatus engineering and maintenance engineering staff work closely together with the objective of avoiding an unplanned outage while avoiding further damage to the equipment.  

This scenario involves the use of on-line condition monitoring devices for the range of assets monitored, off line test results, mobile work force technologies, the communications equipment used to collect the on-line data, data marts (historian databases) to store and trend data as well as condition analysis applications, CMMS applications, display applications and SCADA/EMS.  



	Smart Grid Characteristics
· Provides power quality for the range of needs in a digital economy

· Optimizes asset utilization and operating efficiency

· Anticipates and responds to system disturbances in a self-correcting manner


	Cyber Security Considerations
· Asset information provided is accurate and trustworthy
· Asset information is provided timely
	Potential Stakeholder Issues
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