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Chapter 8

Supporting Infrastructure

A principal tenet of the Defense-in-Depth philosophy is to provide defenses against cyber intrusions and attacks, and deal effectively with and recover from attacks that penetrate those defenses.  The supporting infrastructures are a set of interrelated activities and infrastructures providing security services to enable and manage the framework’s technology solutions.  Currently, the Defense-in-Depth strategy defines two supporting infrastructures:

· Key Management Infrastructure/Public Key Infrastructure (KMI/PKI).  For the generation, distribution, and management of security credentials, such as keys and certificates.

· Detect and Respond.  For providing warnings, detecting and characterizing suspected cyber attacks, coordinating effective responses, and performing investigative analyses of attacks. 

Today’s information infrastructures are not sufficiently secure to provide the full range of services needed to defend against the threats anticipated for the Global Information Grid (GIG).  Thus, the Defense-in-Depth strategy provides overlays of information assurance (IA) features to realize an effective defense. Key management (including public key management) is fundamental to many IA protection technologies.  Because our ability to provide airtight protection is neither technically nor economically feasible, we must reinforce those protection technologies with capabilities to detect, respond to, and recover from cyber attacks that penetrate those protections.

Cryptography-enabled services rely on KMI or PKI to provide a trustworthy foundation.  The KMI/PKI supporting infrastructure focuses on the technologies, services, and processes used to manage public key certificates and symmetric cryptography.  As shown in Figure 8-1, the KMI/PKI infrastructure touches most portions of the networked environment. 

KMI/PKI hardware and software at the enclave level provide local authorities (e.g., KMI managers) with capabilities to order and manage KMI/PKI products and services, issue certificates, and generate traditional symmetric keys.  KMI at the wide area network (WAN) level provides certificate, directory, and key generation and distribution functions.  

The PKI strategy is based heavily on multiple levels of assurance because it is not cost effective to provide high-assurance protection for all PKI-enabled services.  High assurance is needed when public key capabilities are used as the primary means to protect national security information. For other services, a medium-assurance PKI is appropriate based on commercial technology.  The medium-assurance PKI will initially use software-based end-user tokens, but it will evolve to the use of hardware tokens.  
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Figure 8-1.  Supporting Infrastructures: KMI/PKI

Because a major feature of a PKI is to provide widespread interoperability and a broad base of noninteroperable commercial PKI technology solutions exists on the market today, we recommend a foundational PKI be fielded quickly so that other efforts can build on it.  The PKI should support interoperability with external federal, foreign, and public domains.  One way to achieve interoperability is through cross-certification.  Further study is required to decide where cross-certification is best used.  With PKI technology still immature and changing rapidly, the strategy for fielding a large-scale PKI quickly should be to make it a simple infrastructure that provides only basic cryptographic capabilities, including digital identifications (ID), compromise recovery, key recovery, and archive.  Departments, agencies, and corporations are then free to build atop this infrastructure for capabilities such as access control.

It is unclear whether the higher assurance PKI is best operated by corporate personnel or outsourced.  Numerous government organizations (including a major effort by the Department of Defense [DoD]) deploy and operate PKI pilots to gather operating information to evaluate its impact on mission (and business) performance and assess whether portions should be outsourced. 

The local environments will maintain the option of deploying sensors, and possibly analysts to interpret the results of, and, when appropriate, react to the implications of these outputs.  Beyond the local environment, each organization, or perhaps community, must determine what information should be reported, in what format, under what situations, and to whom.

While planning for a Detect and Respond infrastructure, it is important to recognize that the enterprise networks and systems that it will support must also be structured to provide information to, and take advantage of, the services and information that the infrastructure provides.  This section provides good engineering practices for an enterprise to enhance its Detect and Respond capability.

When considering a general construct for a Detect and Respond infrastructure, a primary consideration is the perspective that the infrastructure will provide for its support.  The reality is that most infrastructures are inherently hierarchical, and this one is no exception.  Often information about incidents, which is usually sensed at the lowest layer in the hierarchy, is promulgated up to higher layers with some form of reporting.  Warning and response coordination that are more typically derived from higher layers are disseminated from those higher layers down.  

A wide range of functions is needed to support Detect and Respond, and technology solutions are not available to automatically perform many of these functions.  Thus, analysts, network operators, and system administrators who apply basic support technologies to ease their tasks perform many of these functions.  To deal with this issue from a technology viewpoint, we identify the functions that these analysts (and their tools) are attempting to perform, and then discuss the technologies that are available to realize these functions.

The Detect and Respond infrastructure element provides the functional and management capabilities to provide warning alerts of possible upcoming cyber attacks, and to assist local environments to detect, characterize, respond to, and recover from attacks.  Figure 8-2 highlights the areas of the high-level Defense Information Infrastructure (DII) context that comprise the detect and respond infrastructure. 

Because the local environments are the logical location for sensors, the network-based sensor functions are discussed in Chapter 6, Defend the Enclave Boundary/External Connections, and their host-based counterparts are covered in Chapter 7, Defend the Computing Environment.  We recognize that local environments have the option to implement as much or as little as they believe is prudent, obtaining services and support from the infrastructure.  Detect and Respond processes and functions in the context of the supporting infrastructure are the focus of this section.
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Figure 8-2.  Supporting Infrastructures: Detect and Respond 
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