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1 Summary
The UA (Usability Analysis) team appreciates the effort and thought that has gone into the initial release of the Security Profile for Third Party Data Access document. The mapping and tailoring of DHS controls to the Third Party Data Access use cases is an important milestone to have been achieved. 
The security profile presents a sound beginning to move the industry towards better defined standards. In order to realize the maximum value of this work and make its adoption more wide and rapid there are some points of further development and refinement that should be addressed. These points are outlined by category and provide some high level descriptions of what is being sought. The evaluation criteria that brought us to outline some specific needs will also be presented before the discussion of the particular points.
This version of the security profile provides a useful, concise definition of the third party data use cases, actors, and the appropriate security controls. The Task Force recommends that the SG Security WG accepts this document.
2 Evaluation Analysis
The Security Profile for Third Party Data Access was reviewed using the Usability Analysis Evaluation Criteria. The goal of the criteria is to produce documentation that can be clearly applied to solutions to Smart Grid related security topics. For more discussion of the selection and intent of the criteria, please refer to the Evaluation Criteria document.
The following are high-level usability criteria that are desirable for security profile and security architecture documents for the smart grid domains. The comments address how well the criteria have been addressed.
2.1 Goals

The security profile clearly specifies the scope and goals of the document. The scope is defined in such a way that the security profile can be applied to similar situations beyond just providing access to customer usage data. Limiting the scope to a manageable problem allows the authors to limit the number of use cases and provide detailed mappings for each use case step.
2.2 Requirement Mapping

The security profile maps to the DHS security controls to roles (or actors) and specific steps in each of the use cases. This provides a detailed set of controls for at the minimal component level for this scope.
The security profile does not map the security controls to a high level set of requirements. However, if a given set of requirements has been mapped to the DHS controls, then the profile’s controls will be traceable back to any requirements. Because this document abstracts the data exchange process, the lack of a mapping to a specific set of requirements does not reduce the value of the security profile.

In future revisions of the security profile, it is also recommended that the mappings to each DHS control be validated for more recent releases of the DHS control catalog. Our analysis effort did not update the security profile to utilize the controls in the most recent version of the DHS control catalog.

2.3 Use Cases

The use cases identified in the security profile are the topic specific use cases. There is no reference back to a specific industry recognized set of use cases. However, the use cases as defined are clear and helpful within the scope of the security profile.
In future revisions of the security profile, the recommendation is to align the use cases, as well as actors or roles, with a selected set of smart grid use cases.

2.4 Lifecycle

The use cases and controls address the appropriate lifecycle. Each of the events associated with the creation, operation, and dissolution within the scope of third party data access have been addressed.
2.5 Procurement

Procurement guidelines are not addressed directly. The DHS guidelines include guidance on acquisition controls and have been mapped to the roles described in the document in Table 1. In general, there is no procurement activity involved in a third party relationship.

2.6 Security Levels

The Usability Analysis team determined that the concept of security levels does not apply to this security profile.
2.7 Component Wise Security

The profile has detailed mapping of security controls to actors, use cases and use case steps in section 3. Section 4 describes customizations of the DHS controls catalog to the context of the third party data access.
2.8 System Architecture

The security profile describes several different applications of the patterns it defines. These applications improve the value of the document.

Future revisions should relate the described patterns to the appropriate portions of a common model.
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