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Abstract

The Usability Analysis Task Force (TF) has been formed under the auspices of the UCAIug OpenSG SG Security Working Group (WG). This document specifies the criteria used during usability analysis.  
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Chapter 1: Document Control

1.1 Change Record

	Date
	Author(s)
	Version
	Change Reference

	12/20/2010
	Usability Analysis Team
	0.9
	Submitted to SG Security WG for comment


Chapter 2: Usability Analysis Evaluation Criteria
2.1 Introduction
The Usability Analysis Task Force is a designated task force operating under the Smart Grid Security Working Group (SG Security), which is constituted to operate under the OpenSG Technical Committee.  One of the responsibilities of the Task Force is review documents based on documented criteria with the perspective of verifying that the analyzed security documents are useful and usable by the Smart Grid industry.
The purpose of this document is to provide guidance on documentation usability from the perspective of a broad set of stakeholders and systems that the Smart Grid represents. 

Many security requirement documents in the industry outline high level requirements and best practices but leave it for the reader to understand how to apply them to individual systems and components. This often introduces much confusion as many times the consumer of the document is not a security specialist and often deals with conflicting notions and terminology the document will introduce. For example in the electrical industry the notion of security itself is different than that of the IT world. Security is vested in the physical protection and reliability of the power grid, and not the security of cyber assets. For this reason due care must be taken to address the terminology and notions any requirement document produces and map them to the primary domain we are seeking to build security for. The work must be done to map specific requirements to real systems and devices in way that is realistic and demonstrates an understanding of how these systems actually operate in the field. 

Security does infer a change in operations and technology in many cases, and thus any recommended features must have clear justifications that are tied to industry recognized use cases. Where possible it is also highly desirable that specific standards be referenced that can meet the requirements specified at a technical and procedural level. If no such standards exist, it should also be mentioned as a problem that needs to be addressed, but still offer some guidance on what types of technologies and practices could suffice; otherwise the requirement has no basis. Lastly, it is important to understand that in any commercial operation security is viewed as a function of risk and cost. It is thus important that the framework of security specified be risk based and have an appropriate level of controls commensurate with possible impacts to reliability and cost to the infrastructure. Having a security architecture that takes into account different security levels based on the nature of the network, application, and mitigating technologies that are in place is very desirable. 

Usability means that the reader of the security profile can quickly and easily accomplish their own tasks.  These tasks can be as varied as achieving a better understanding of the subject matter, creating a request for proposal for product procurement, or testing an implementation for compliance.

 
2.2 Usability Criteria
The following are high-level usability criteria that are desirable for security profile and security architecture documents for the smart grid domains.

2.2.1 Goals

The security profile or the security architecture must clearly specify the scope and goals of the document.

2.2.2 Requirement Mapping

It is needed that any high level requirements be mapped to specific technical requirements for devices and components found in representative systems. Requirements should be detailed when possible, examples include specific types of cryptography and modes to use. There has to be some degree of granularity to give vendors and buyers needed guidance.

2.2.3 Use Cases

Security requirements must be mapped to specific industry recognized use cases. Examples include ones current being developed by NIST.

2.2.4 Lifecycle

The requirements must be applicable to typical system and management lifecycles found in industry.

2.2.5 Procurement

Requirements must be applicable to typical procurement processes and be easy for vendors and buyers to understand and meet.

2.2.6 Security Levels

The requirements should be structured into escalating levels of security (allowing for lower baselines in low impact and cost sensitive applications) that are based on a normalized notion of risk.

2.2.7 Component Wise Security

The security profiles and requirements should be attributable to specific types of devices with reasoning that is supported by the use case mappings.

2.2.8 System Architecture

There is a need for a common model and architecture of the system so that all parties have a common context as to how to reason about the system.
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