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Summary

The AMI-SEC meeting was hosted by Entergy in Jackson, MI. The team discussed UtiliSec WG and AMI-SEC TF’s new relationship within UCAIug; the progress on the Glossary, Roadmap, and Use Cases; updates from other industry including IEEE PES and IEC TEC57 WG 15; and presentations on ASAP testing.
Documents

AMI-SEC Presentation Slides, ASAP Red Team Presentation, IEC TC57 Status July 2008
Technical Discussion

Introduction

AMI-SEC is a part of the UCA International users group.  There are many technical activities (CIM, demand-response, etc.) under UCA users group. OpenHAN Task Force (TF) and AMI-Enterprise TF are a part of the UtilityAMI Working Group (WG).  The OpenHAN System Requirements Specification (SRS) specifically calls out the AMI-SEC TF for specific security work.  Some resources will be used to review their security placeholders, but will not become a sole focus of the AMI-SEC TF.  

Other TFs have standardized terms (e.g., OpenHAN defines gateway as an ESI) and some thought terms may be put into a common language.  Members of the group feel in general it is better to define the term within the specification.  Clarification is needed for the term “gateway” and “ESI” in glossary by working group.

AMI-Sec TF is no longer part of UtilityAMI WG and instead is now a TF under UtiliSec WG. The TF will generate security recommendations for the communications systems and will scale across many kinds of applications.  The hope is this work can be mapped onto new spaces easily and quickly.  As a users group, UCA can respond dynamically to changes in market conditions and do tasks such as create new TF or WG quickly as long as there is a Chair, a scope and list of participants.  

Mechanics of the UtiliSec WG

Darren Highfill is the Chair and is looking ideas on how to construct the working group.  Other TF could include examples such as outage management, energy management, capacitor banks, etc.  Security is a crosscutting function and any TF under UtiliSec will keep a tight loop with the other relevant WGs and TFs.  Some care will need to be taken to avoid duplicating liaison roles within UCA and other related standards development organizations such as IEEE.  From a governance perspective, the UtiliSec WG will be aware of the activity of the other Sec TFs and hopefully rely on each other for domain expertise.

Glossary, Roadmap & Use Cases

This is a grassroots effort with contributions from different sources. Doug Houseman has contributed a significant amount of information for the glossary. The AMI-Sec TF glossary will be merged with the UtilityAMI’s glossary.  Working group 15 has published a glossary of security terms that will be available in a few months that can be synched with the AMI-Sec TF glossary.  Frances will review the AMI-Sec glossary and synch with the IEC security terms.

A lot of progress on the Roadmap has been made since the last face-to-face meeting in New Orleans where an outline was created on the fly; review and revising of this first draft needs to be done. Objectives 1 and 2 come from the AMI-Sec TF charter.  Objective 3 focuses on outreach, coordination and communication of security issues for the industry.  The document does not specifically call out leveraging use case scenarios, so include the comment in the draft and redistribute to the group. Need to refine current draft and push content back into Charter and Scope statements. Create a small slide deck (15 slides) explaining AMI-Sec activities and where it is in its process for other UCA user groups.

Southern California Edison originally created the baseline use cases.  Content has been added to and refined by others.  They have been tough to wrap your head around at times, especially understanding how they fit together.  Narratives are being created and summaries so you can drill down to an appropriate level of detail.  Doing this allows others to understand the use cases without reading all of them.  These summaries will be posted as soon as an issue related to intellectual property issue is resolved.  Southern Cal Edison has applied for a business process patent to protect the use cases from being patented by another company to profit from.  Southern Cal Edison fully intends to issue a royalty free license so anyone can use the use case scenarios in a free, open source way.

The share point site crashed and was not able to restore the site off a backup.  EnerNex re-assembled the site off of backed up documents.  The site has been restored and is up and running.  The new address is http://osgug.ucalug.org/utilisec/amisec.

Update Other Industry Activities

IEEE Power Engineering Society (PES).  Three themes from a recently released report: modeling, algorithms and analysis; taxonomy of faults and attacks on SCADA systems, and education and outreach.  Task force chair is Manimaran Govindarasu and the group will meet in January and present in March (IEEE PES, Seattle) and expect deliverables in spring 2010 although the group has committed to them by next summer.  IEEE has many groups interested working on security.

IEC TC57 Working Group 15.  WG15 is tasked with doing security for power system communications for the IEC.  The first task was to work on security of communications protocols (e.g. IEC 60870-5, 60870-6, 61850, as well as indirectly for DNP3).  The scope also includes developing standards and technical reports on end-to-end security issues.  The group does not focus on policy, but on security technologies and methodologies.  The WG has completed most of the security standards for the IEC protocols, and is now working on end-to-end security, such as Role-Based Access Control (RBAC) and Network and System Management (NSM). 

In NSM, although SNMP may sometimes be used for operational issues in the electric power industry, often other protocols could carry the same information.  Therefore, the WG created abstract NSM object models including for intrusion detection, which can then be mapped to SNMP, IEC 61850, or other protocols.  The document is at the CDV stage.  
Work is just starting in RBAC, with survey questions being released to other IEC WGs. Future work includes the development of conformance testing requirements and a security architecture.  Ongoing coordination includes Cigré, IEEE, EPRI, and NERC.

AMI-SEC and ASAP Relationship, Update on ASAP

The Architectural Description document is designed to aid in understanding the landscape and building a business case for security.  The system security architecture approach uses architectural representation of security systems and logical function descriptions.  It shows the systems, subsystems and function boundaries.  The IEEE 1471 uses views and viewpoints to represent models and uses viewpoint language.  The work is platform agnostic.  The general to-do list includes enhance document flow; improve usability, and cleanup controls.  Frequent updates of the document have not been distributed. If you are interested in reviewing the document, please send your request to Darren.  The to-do list for the AD includes inserting generic security functions/services defined around viewpoints/use cases and complete the deployment/allocation views and data view. Overall, need to do a gap analysis between and within the documents, consolidate glossary/terms usage and validate traceability between sections and documents.

ASAP is collaboratively funded by DOE and utilities to do the homework for AMI-Sec and product testing.  Work has stopped on the original risk assessment task.  The work is not done yet; the document will be cleaned up and reviewed in the near future after resources can be allocated from current tasks.  ASAP will contribute the AD (almost complete), SSR (almost complete), component catalog and implementation guide.  ASAP is meeting next week to organize and normalize the security requirements in the SSR.  A protection profile will be created from the component catalog.

Preview of ASAP Testing – Overall Process

ASAP funding supports expert contribution and penetration testing.  Testing relative security of existing meters, identify vulnerability classes and delivery real-world pen-testing guidelines.  Testing approach is bottoms up because hacking starts from here.  Security initiatives start top down, but bottom up identifies what really exists, looking at AMI security as deployed keeping the “Prize” in mind.  Alterable categories include network traffic, network access, meter access, collector/bridge/network gear and head-end.  Network traffic elements include capturing clear stream, inject traffic/become a node, get in the middle of traffic (firmware update, modify/command and control), denial of service, and route-manipulation specific to some meters using mesh networks.  Network access will look like Internet attacks with Metasploit or Core Impact.  Examples of attack include firmware removal and overwriting, BSL password cracking, password/crypto-key capture, and more man-in-the-middle attacks.  This list is limited compared to a wealth of options.  The head-end is not yet in the scope project, but would make a good follow-on project based on current project constraints.  Such a project could include analyze head-end system, include architecture and code, discover common IT vulnerabilities and common programming errors and insert false data by impersonating meters.  Supporting attacks for this project include crypto, BSL cracking, firmware updates, timing and power-manipulation.  The project will analyze and summarize meter survivability of attacks.

Preview of ASAP Testing – Sample Insight

Stack Overflow Exploits for Wireless Sensor Networks over 802.15.4

TI chip is extremely low power embedded micro-controller.  The chip is a good candidate for Zigbee nodes.  Programming environment is very different compared to PC using a single line assembler on source forge.  Memory layout includes IVT, flash, RAM and I/O registers. The programming environment has no length field and how attackers sneak attacks into code.  Another vulnerability is the victim function where different colors blink by writing junk header with a new return pointer copying over the programming.  Although the packets are size-limited, programs can be transferred using multi-packets.  Other attacks can include attacks such as mesh routing.  ASAP intends to test meters for vulnerabilities.  The timeline and scope are still being worked out.  The objective of the testing program is to offer vendors red team testing service regardless of where a vendor may be in a product development lifecycle.  The testing program is not a competition, rather to identify challenges vendor may face with regards to security.  One ASAP deliverable will be a sanitized version of a vulnerability list that utilities can use in procuring meters.  A requirements specification should be included in future ASAP scopes of work.  Any penetration test is a snapshot in time and should include guides for the next test informing real world conditions.  Attention early on will be given to hardware issues to prevent large problematic batches being created.  Start date for ASAP testing should be known soon.

Action Items

All - need to refine current draft and push content back into Charter and Scope statements.
Frances Cleveland - will write a letter to the IEC leadership about establishing a Liaison D with the UCA.

Upcoming Meetings

The next teleconference for AMI-SEC is scheduled to be held September 3rd from 1-2 PM EDT.  The following teleconferences are to be held September 17th, and October 1. The next face-to-face meeting is scheduled for Thursday, October 23rd at: 

UtilityAMI WG and UtiliSec WG meetings will be held October 21st – 23rd.
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