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1. Introduction
This is the introduction of this document.
1.1. Purpose 

1.2. {Add intro paragraph here.}
1.1.1 Strategic Importance

Utility Companies of the future will deliver energy and information to customers through a “smart” energy supply chain created by the convergence of electric, communication and information technologies that are highly automated to be responsive to the changing environment, electricity demands and customer needs.  The building blocks of this “Smart Grid” include the advanced metering infrastructure (AMI), advanced transmission and distribution automation, distributed generation, electric vehicle refueling infrastructure and renewable energy generation projects of today.  

The emergence of this new class of Smart Grid systems holds tremendous promise and requires innovation and deployment of new technologies, processes and policies.  Composed of many independent systems, the Smart Grid shall evolve into existence by integrating existing islands of automation to achieve value through the delivery of information to customers, grid operators, utility companies and many other stakeholders.  A reliable and secure Smart Grid holds the promise of reducing green house gas emissions and dependence on fossil fuels by enabling automated demand response, providing customers a myriad of options to manage their energy costs through technology enabled programs and limiting outages with a self-healing resilient transmission and distribution network as well as many other strategically important functions.

The challenge of implementing a reliable and secure Smart Grid lies in the diversity of technologies, processes and approaches used to realize this vision.  Managing change and uncertainty arising from the complexity of integrating the diverse solutions that will make up the Smart Grid requires a commitment to standards, best practices and a high degree of architectural discipline.  This document shall serve as a standard in support of realizing a reliable and secure Smart Grid.  Specifically, this document shall specify platform independent security requirements, services and guidance required to implement secure, resilient Smart Grid solutions.

1.1.2 Problem Domain
As the utility industry capabilities increase to serve the needs of a rapidly growing information society by bridging heterogeneous networks to create distributed applications capable of exchanging information seamlessly across the Smart Grid, the breadth and sophistication of the threat environment these Smart grid solutions operate in also increases. The older, closed, proprietary and often manual methods of providing and securing utility services will disappear as each is replaced by more open, automated, networked solutions.  Realizing the benefits of this increased connectivity depends on robust security implementations to minimize disruption of vital services and increase the reliability, manageability and survivability of the electric grid using Smart Grid technologies.

Recognizing the unique challenges of AMI enabled Smart Grid solutions is imperative to deploying a secure and reliable solution.  Some of the unique characteristics of AMI implementations that set them apart from other utility project include the following:

· AMI touches every consumer

· AMI is a command and control system

· AMI has millions of nodes

· AMI touches almost every enterprise system
· Many current AMI solutions are narrowband solutions
These network-centric characteristics coupled with a lack of security standards and implementation guidance in the industry is the primary motivation for the development of this document.  While the scope the problem domains that need to be addressed in Smart Grid implementations is relatively new to the utility industry, there is precedence for implementing large scale, network-centric solutions with high information assurance requirements.  The defense, cable and telecommunication industries offer a number of examples of requirements, standards and best practices that are directly applicable to Smart Grid implementations.
Our challenge is to secure the system in a holistic manner, and such an approach requires the buy-in of many interested parties. As such, this document provides security requirements for the purposes of procurement, design input, validation, and certification. It is not the intent of this  document to describe Smart Grid architecture. The satisfaction of requirements identified in this document implies a need for coherent architecture, policies, procedures, etc… none of which are prescribed in this document.

1.1.3 Intended Audience

The intended audience for this document includes Utility companies seeking Smart Grid implementation and policy guidance; Vendors seeking product design requirements and input; as well as policy makers seeking to understand the requirements of reliable and secure Smart Grid solutions; and any reader who wishes to find information related to Smart Grid security requirements.  While this document is intended for use by security professionals, solution architects and product designers, much of the document is written for a broader audience seeking to understand Smart Grid security challenges, requirements and potential solutions. Lastly, this specification may provide a foundation for security requirements in the procurement and implementation of Smart Grid solutions.

This document is intended to be a living specification that will be updated as the industry evolves Smart Grid technologies and security functionality.  As such, one of the benefits of this document is to create a baseline document for the utility industry that provides Smart Grid security requirements and identifies gaps between current requirements and capabilities available in the market.  Ideally, the Smart Grid Security specification shall be referenced and reused throughout the utility industry, provide a common set of semantics and help enable the development and implementation of robust, reliable Smart Grid solutions.

1.3. Scope

· 1st paragraph define what AMI is – and what we are trying to secure through this document. Define the boundary at the edge. Then talk about the boundary at the back office. Clarify HAN interaction.
· Note: from demarcation of meter to utility (?) and specify interface to HAN – copy from AMI-SEC
· FERC Definition: “AMI is defined as the communications hardware and software and associated system software that creates a network between advanced meters and utility business systems and which allows collection and distribution of information to customers and other parties, such as competitive retail providers, in addition to providing information to the utility itself.” Also talk about service switch capability and HAN interaction.
· Use AMI definition as defined by AMI-SEC/UtilityAMI
· Characteristics (consists of these kind of things - reference question 17 from FERC survey of what functions utilities are using AMI as example reference)
· Ownership and Control 
· Remote Service Switch

· Control Systems

· Collect Meter/Sensor Data
· Peripheral services inherit security requirements
· Intelligent processing

· Communications

· Energy Sector

· Applies to isolated systems as well as overall systems

The AMI-SEC Task Force does not specifically consider HAN use cases, but it is reasonable to assume utility application requirements will apply to HAN applications. These requirements are not enforcement for vendors or consumers.

This document serves as a tool for utilities…

The Smart Grid is the convergence of the power grid, the communications infrastructure, and the supporting information infrastructure. However, Smart Grid security must exist in the real world with many interested parties and overlapping responsibilities. This document will therefore focus on what is important to secure these three primary components.


Smart Grid security involves a system of systems approach in design and operations, and therefore security responsibility must extend to stakeholders and parties outside and in addition to the electric utility.  While security requirements for the broader Smart Grid may or may not be within the scope of a single utility’s responsibility, imposing the requirements upon cooperating interconnecting systems and the corresponding capabilities will meet or support some aspects of the Smart Grid security objectives.  Moreover, interdependencies among the power grid, the communications infrastructure, and the information infrastructure pose a particularly serious challenge to the design of a secure and survivable Smart Grid. 

1.4. Document Overview

· 
· Summarize sections – TOC overview
· How to use this document - How this relates to AD, Risk Assessment and Component Catalog and Implementation Guide
1.5. Definitions, acronyms, and abbreviations
· Please just list some terms and move on!

· Head end

· MDMS

· AMI

· Reference material (IATF, 4009 CNSS)

1.6. References
· Common Criteria v3.1 – Part 2: Security Functional Requirements Release 2. September 2007. The Common Criteria from http://www.commoncriteriaportal.org/thecc.html
· Common Criteria v3.1 – Part 3: Security Assurance Requirements Release 2. September 2007. The Common Criteria from http://www.commoncriteriaportal.org/thecc.html
· Department of Homeland Security, National Cyber Security Division. January 2008. Catalog of Control Systems Security: Recommendations for Standards Developers from http://www.us-cert.gov/control_systems/ 

· Federal Information Processing Standard (FIPS) 140-2. March 24, 2004. National Institute of Standards and Technology Information Technology Library – Computer Security Division – Computer Security Resource Center Cryptographic Module Validation Program (CMVP) from http://csrc.nist.gov/groups/STM/cmvp/ 

· NIST SP 800-53 Rev. 2 - Recommended Security Controls for Federal Information Systems. December 2007. National Institute of Standards and Technology Information Technology Library – Computer Security Division – Computer Security Resource Center Special Publications from http://csrc.nist.gov/publications/PubsSPs.html
· NIST SP 800-82 - Guide to Industrial Control Systems (ICS) Security (2nd DRAFT). September 28, 2007. National Institute of Standards and Technology (NIST) Information Technology Library – Computer Security Division – Computer Security Resource Center Special Publications (SP) from http://csrc.nist.gov/publications/PubsSPs.html 

· NERC CIP. June 1, 2006. North American Electric Reliability Corporation (NERC) from http://www.nerc.com/page.php?cid=2|20. 

1.7. 
· 
· 
· 
· 
2. General system description

2.1. System Context

The Smart Grid is the convergence of the power grid, the communications infrastructure, and the supporting information infrastructure. However, Smart Grid security must exist in the real world with many interested parties and overlapping responsibilities. The system is the sum of its parts, (system of systems) 

Factors including control, responsibility and ownership factor in….(Ref Arch doc) 

Definition of each section 

Show periscope drawing 

Show two AMI examples mapped across the security domains (one touching everything, one touching a subset) 

Address lifecycle concerns – manufacturing versus run-time 

Boundary definition / relationship to “external” entities (e.g., authorized and unauthorized – threats) 

2.2. Stakeholders / Actors
· 
· 
· 
· 
· 
· 
2.3. System Constraints (impacting security)

It is important to take system constraints into consideration when developing security requirements. 
· Resources

· Computational

· Networking (bandwidth, throughput, latency)

· Storage

· Power

· Personnel

· Financial

· Temporal (e.g., rate case limitations)

· Technology

· Availability

· Maturity

· Integration / Interoperability (e.g., legacy systems)

· Lifecycle
· Interconnectedness of infrastructure
· Regulatory

· Scope / sphere of influence

· Acceptance vs. transference

2.4. Security States and Modes
This section discusses states and modes may apply to the system as a whole and/or at the component 
level. A component may be a sub-system or individual element of the system including devices. Security modes and states are considered in evaluating security requirements because they pose special circumstances under which the requirements may change. Evaluating these special circumstances is important because in any given state or mode the risk of a system or sub-system component may increase or decrease, thus needing supplemental requirement treatment (less or more).
Definitions of terms:
· State – a temporal condition of a system or component; implies a “snapshot”.
· Typically within a time-based consideration
· Sometimes overlap

· Mode – describes operational intent (implies action taken).

2.3.1 System States

The term state for the purposes of this document implies a snapshot of the system. The goal is to identify states as they relate to security.
At the highest level a system…
Description of States:

· Operational – Includes all functionality supportive of on-going operations (set by policy)
· Non-operational – Not performing functionality indicative of on-going operations
· Initialization – Used to configure system prior to operation
· Sanitization – Removal and/or storing of information representative or residual of any running condition (e.g., sensitive data)
· Description of System State Flow Diagram
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Figure 1 - Example of a State Flow Diagram
2.3.1.1 System State Security Requirements

State.1   Activities allowed during non-operational state shall be limited to system activities needed to enter initialization. (Excludes interactions w/stakeholders, execution of business functions, etc.)

State.2   Activities allowed during initialization state shall be limited to system activities needed to enter operations. (Excludes interactions w/stakeholders, execution of business functions, etc.)

State.3   Activities allowed during initialization state shall include management functions necessary for element configuration.
State.4   Activities allowed during the initialization state shall include policy establishment (i.e., creation and configuration).

State.5   Activities allowed during the initialization state shall include security domain establishment.

State.6   A system shall transition into the operational state only upon completion of the critical initialization activities.

State.7   An operational system shall perform only those activities conformant to policy.

State.8   A system shall be capable of operating in a degraded mode while in an operational state. In this mode, “degraded” refers to a system that has non-operational or impaired components/elements. While services may be denied to some components/elements in the degraded mode, critical functions and security features of the system are still in force for the remaining components/elements.
State.9   A system shall transition into the non-operational state upon detection of a critical failure.
State.10   Supporting activities pertaining to the health of the system (e.g., diagnostics, maintenance, training, etc.) shall only be allowed during the operational state. Support activities may be performed in other system states, however they will be performed by systems external to the SUD.
State.11   Sanitization
2.3.2. System Modes

At the highest level, a system or component can be placed into a “normal” or “limited” mode of operation. At a minimum, these modes should be taken into consideration during Protection Profile development. In a Protection Profile criteria for entering and exiting each mode should be defined (pay close attention to risk associated with transition between modes – i.e., target mode must be defined before leaving current mode). For a more granular analysis, one may consider the following refinements:
· On-Line/Off-Line – system or element is accessible (or non-accessible) from a communication point of view

· Lock – certain functions are not accessible / intentionally disabled
· Maintenance – configuring / patching

· Diagnostics – monitoring for purposes of problem resolution (i.e., debugging)
· Commissioning/Decommissioning – initialization/establishment of functionality or service (decommissioning is reverse)
· Learning – acquiring new parameters and/or functionality for purposes of optimization
· Training – utilizing system functions for purposes of familiarization and simulation. (“Real” outputs are not engaged.)

· Sleep/Power saving – certain functions are temporarily disabled or degraded for decreased energy consumption.
· Special/Emergency – configurations based on criticality of function and preferential and/or prioritized treatment of certain operations. (Example needed, i.e., impending natural disaster.)
Provide examples

· (needed)

Note: Be careful to talk in terms of security, not overall system
2.5. Security Objectives
As currently envisioned, Smart Grid services promise unprecedented levels of automation, situational awareness, and fine-grained control of the generation, transmission, delivery, and use of electric power.   If fully realized, such services would significantly increase the reliability of the electric power system, lower operating costs associated with many of today's labor-intensive tasks, and would provide the incentives and the technical capability for end users to automatically manage their usage patterns.  Users would specify demand-response usage policies based on pricing signals from the market or would permit direct supplier control of end-user load (automatically shedding load to reduce peak demand or mitigate emergency situations).  In concert, demand response would make the most efficient use of available generating capacity, thereby supporting conservation and environmental efforts.

Smart Grid services will typically require complex distributed applications (some with near real-time constraints), communicating over highly-networked information infrastructures, based on open standards that include the broad range of Internet technologies..  For the vision of the Smart Grid to be realized, system security must be maintained at a consistently high level, arguably higher than the level of security seen in any commercial application domain to date.  Security concerns must be addressed from the outset of any system, element, or application design, and throughout every phase of the engineering life cycle, including architecture, acquisition, implementation, integration, deployment, operations, maintenance, and decommissioning. Security solutions must be comprehensive or holistic in nature (obligatory clichés: you’re only as strong as your weakest line” and "the devil is in the details") and capable of evolving in response to changes in the threat or technological environment.

The Smart Grid's primary (cyber) security objectives are as follows:

· Protect all Smart Grid services from malicious attack
 and unintended adverse cyber and physical events that threaten the mission of the service (i.e., security events).

· Ensure that sufficient information about a security event is available when and where it is needed to support the decision making necessary to protect (or minimize the disruption to) the mission of the affected Smart Grid service.  (This includes the collection and delivery of the real-time data needed for situational awareness as well as the collection and protection of forensics data needed for post-mortem analysis to improve the security and survivability of the system in the face of future security events.)

· Ensure the integrity, availability, and (where appropriate) the confidentiality of the security and survivability services and mechanisms used to protect the Smart Grid services.  These security and survivability services and mechanisms shall not provide an attack vector or incorrectly respond to malicious or benign stimuli in a manner that would create or worsen a security event.

· Prevent security events associated with a Smart Grid service from contributing to or complicating the safety and protection of personnel, stakeholders, and stakeholder services, and the electrical system.

· Do not allow any Smart Grid service or its associated technology (e.g., communications networks and gateways) to be used as a stepping stone or conduit for attacks (or amplifying the effects of attacks) on other Smart Grid services, end users, external service providers (e.g., cell phone networks, ISPs), or any other interconnected entity.

· Smart Grid services shall not amplify the adverse effects of any accident, natural disaster, or human error.

· Provide sufficient evidence to support the assurance of justifiable confidence (i.e., trust) in the integrity, confidentiality, and availability of Smart Grid services.  (For example, provide evidence to support public trust in the accuracy of billing statements, the safety and reliability of electricity services, and the fairness of energy markets.)

Smart Grid security involves a system of systems approach in design and operations, and therefore security responsibility must extend beyond the Smart Grid.  While security requirements for the broader Smart Grid may or may not be within the scope of a single utility’s responsibility, imposing the requirements upon cooperating interconnecting systems and the corresponding capabilities will meet or support some aspects of the Smart Grid security objectives.  Moreover, interdependencies among the power grid, the communications infrastructure, and the information infrastructure pose a particularly serious challenge to the design of a secure and survivable Smart Grid. 
For example, AMI system security must protect the missions of all AMI business functions, but in addition, AMI systems must not be allowed to be used as a conduit for attacking some manner of control of the grid.  This does not imply that AMI security architects are solely responsible for ensuring this, but rather that responsibility must be assigned for a systems of systems perspective wherein potential AMI impacts on the larger grid are analyzed, anticipated, and defended against in some portion of the overall system of systems (SoS) architecture and implementation.
Here are a few examples of what the Smart Grid security objectives are meant to prevent:

· Reputational Loss  -- Attacks or accidents that destroy trust in Smart Grid services, including their technical and economic integrity. 

· Business Attack -- Theft of money or services or falsifying business records

· Gaming the system -- being able to collect, delay, modify, or delete information to gain an unfair competitive advantage (e.g., in energy markets)

· Safety -- attack on safety of the grid, its personnel or users

· Assets -- Damaging physical assets of the grid or assets of its users

· Short-term Denial or Disruption of Service

· Long-term Denial or Disruption of Service (including significant physical damage to the grid).

· Privacy violations

· Hijacking control of neighbor's equipment

· Physical and cyber tampering

· Subverting situational awareness so that operators take fatal actions that disrupt the system.

· Cause automated system to waste resources on false alarms. 

· Hijacking services

· Using Smart Grid services or the supported communication mechanisms to attack end users residential or industrial networks (e.g. , allowing end-users to compromise other end-users’ networked systems.)

2.4.1. Holistic Security

The magnitude of the challenge posed by melding the complexity of the power grid with open, distributed, highly networked technologies, crossing multiple organizational and administrative boundaries, in the presence of intelligent adversaries, is such that traditional security approaches alone are insufficient to meet them.

We are of course primarily concerned with protecting the business missions embodied in each of the Smart Grid services individually and collectively, not merely in enforcing security requirements or protecting IT components.  Survivability is the capability of a system to fulfill its mission in a timely manner despite attack, accident or subsystem failure.  Survivability is a blend of security and business risk management that builds upon traditional security approach by adding domain-specific strategies and tactics to create a holistic perspective.  The characteristics of a survivable system include its ability to prevent or resist attacks, accidents, or other forms of stress, recognize a survivability event and the state of the system under stress, and to recover from the adverse impact of a survivability event in a timely manner.  Survivability is marked by graceful degradation under stress, with essential services maintained.  

2.6. User Characteristics

· Describe run-time and deployment interactions with the system

· This sub-clause should identify types of user of the system (by function, location, class of device) and the nature of their use of the system.

· Utility

· Customer

· Third-Party

2.7. Assumptions and Dependencies

This document is a security specification, and as such does not contain requirements pertaining to business (functional) requirements or quality of service (non-functional) requirements (e.g., performance, usability, or maintainability issues). It does contain a collection of security requirements that have been drawn from government sources documenting best practices for security.

This document does not specify the requirements for a specific AMI system. 

Instead, it provides guidance that is likely suitable across a variety of different AMI implementations. As such, no assumptions are made regarding context specific characteristics such as available computing, software, or infrastructure resources, unless specifically cited as such. Nor are any assumptions made regarding the presence or absence of specific business requirements.

This document contains high-level requirements, not detailed specifications. Details such as specific interfaces, algorithms, protocols, and technology solutions are not addressed. These requirements should inform the creation of a more detailed specification for particular AMI systems, the specifics of which depend on each AMI system's context (e.g., actual assets and information flows, business requirements, and detailed risk assessments).
3. System Security Requirements

The requirements found throughout this section are fine grained. A given section may contain related requirements addressing the same need that differ in terms of the strength of mechanism, rigor and protection each offers.

3.1. Primary Security Services

This area uses business/mission needs to define requirements. It answers the question, “What security is needed?”
3.1.1. Confidentiality and Privacy

"This class contains privacy requirements. These requirements provide a user protection against discovery and misuse of identity by other users." CC

	The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real user name bound to [assignment: list of subjects and/or operations and/or objects].
	Common Criteria

	The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real user name bound to [assignment: list of subjects and/or operations and/or objects].
	Common Criteria

	The TSF shall provide [assignment: list of services] to [assignment: list of subjects] without soliciting any reference to the real user name.
	Common Criteria

	The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real user name bound to [assignment: list of subjects and/or operations and/or objects].
	Common Criteria

	The TSF shall be able to provide [assignment: number of aliases] aliases of the real user name to [assignment: list of subjects].
	Common Criteria

	The TSF shall [selection, choose one of: determine an alias for a user, accept the alias from the user] and verify that it conforms to the [assignment: alias metric].
	Common Criteria

	The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real user name bound to [assignment: list of subjects and/or operations and/or objects].
	Common Criteria

	The TSF shall be able to provide [assignment: number of aliases] aliases of the real user name to [assignment: list of subjects].
	Common Criteria

	The TSF shall [selection, choose one of: determine an alias for a user, accept the alias from the user] and verify that it conforms to the [assignment: alias metric].
	Common Criteria

	The TSF shall provide [selection: an authorised user, [assignment: list of trusted subjects]] a capability to determine the user identity based on the provided alias only under the following [assignment: list of conditions].
	Common Criteria

	The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real user name bound to [assignment: list of subjects and/or operations and/or objects].
	Common Criteria

	The TSF shall be able to provide [assignment: number of aliases] aliases of the real user name to [assignment: list of subjects].
	Common Criteria

	The TSF shall [selection, choose one of: determine an alias for a user, accept the alias from the user] and verify that it conforms to the [assignment: alias metric].
	Common Criteria

	The TSF shall provide an alias to the real user name which shall be identical to an alias provided previously under the following [assignment: list of conditions] otherwise the alias provided shall be unrelated to previously provided aliases.
	Common Criteria

	The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine whether [assignment: list of operations][selection: were caused by the same user, are related as follows[assignment: list of relations]].
	Common Criteria

	The TSF shall ensure that [assignment: list of users and/or subjects] are unable to observe the operation [assignment: list of operations] on [assignment: list of objects] by [assignment: list of protected users and/or subjects].
	Common Criteria

	The TSF shall ensure that [assignment: list of users and/or subjects] are unable to observe the operation [assignment: list of operations] on [assignment: list of objects] by [assignment: list of protected users and/or subjects].
	Common Criteria

	The TSF shall allocate the [assignment: unobservability related information] among different parts of the TOE such that the following conditions hold during the lifetime of the information: [assignment: list of conditions].
	Common Criteria

	The TSF shall provide [assignment: list of services] to [assignment: list of subjects] without soliciting any reference to [assignment: privacy related information].
	Common Criteria

	The TSF shall provide [assignment: set of authorised users] with the capability to observe the usage of [assignment: list of resources and/or services].
	Common Criteria

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, system and communications protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the system and communications protection policy and associated system and communications protection controls.
	NIST 800-53 Rev.2

	The information system separates user functionality (including user interface services) from information system management functionality.
	NIST 800-53 Rev.2

	The information system isolates security functions from nonsecurity functions.
	NIST 800-53 Rev.2

	The information system prevents unauthorized and unintended information transfer via shared system resources.
	NIST 800-53 Rev.2

	The information system protects against or limits the effects of the following types of denial of service attacks: [Assignment: organization-defined list of types of denial of service attacks or reference to source for current list].
	NIST 800-53 Rev.2

	The information system limits the use of resources by priority.
	NIST 800-53 Rev.2

	The information system monitors and controls communications at the external boundary of the information system and at key internal boundaries within the system.
	NIST 800-53 Rev.2

	The information system protects the integrity of transmitted information.
	NIST 800-53 Rev.2

	The information system protects the confidentiality of transmitted information.
	NIST 800-53 Rev.2

	The information system terminates a network connection at the end of a session or after [Assignment: organization-defined time period] of inactivity.
	NIST 800-53 Rev.2

	The information system establishes a trusted communications path between the user and the following security functions of the system: [Assignment: organization-defined security functions to include at a minimum, information system authentication and reauthentication].
	NIST 800-53 Rev.2

	When cryptography is required and employed within the information system, the organization establishes and manages cryptographic keys using automated mechanisms with supporting procedures or manual procedures.
	NIST 800-53 Rev.2

	For information requiring cryptographic protection, the information system implements cryptographic mechanisms that comply with applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance.
	NIST 800-53 Rev.2

	The information system protects the integrity and availability of publicly available information and applications.
	NIST 800-53 Rev.2

	The information system prohibits remote activation of collaborative computing mechanisms and provides an explicit indication of use to the local users.
	NIST 800-53 Rev.2

	The information system reliably associates security parameters with information exchanged between information systems.
	NIST 800-53 Rev.2

	The organization issues public key certificates under an appropriate certificate policy or obtains public key certificates under an appropriate certificate policy from an approved service provider.
	NIST 800-53 Rev.2

	The organization: (i) establishes usage restrictions and implementation guidance for mobile code technologies based on the potential to cause damage to the information system if used maliciously; and (ii) authorizes, monitors, and controls the use of mobile code within the information system.
	NIST 800-53 Rev.2

	The organization: (i) establishes usage restrictions and implementation guidance for Voice over Internet Protocol (VoIP) technologies based on the potential to cause damage to the information system if used maliciously; and (ii) authorizes, monitors, and controls the use of VoIP within the information system.
	NIST 800-53 Rev.2

	The information system that provides name/address resolution service provides additional data origin and integrity artifacts along with the authoritative data it returns in response to resolution queries.
	NIST 800-53 Rev.2

	The information system that provides name/address resolution service for local clients performs data origin authentication and data integrity verification on the resolution responses it receives from authoritative sources when requested by client systems.
	NIST 800-53 Rev.2

	The information systems that collectively provide name/address resolution service for an organization are fault tolerant and implement role separation.
	NIST 800-53 Rev.2

	The information system provides mechanisms to protect the authenticity of communications sessions.
	NIST 800-53 Rev.2


3.1.2. Integrity

"Maintaining a control system, including information integrity, increases assurance that sensitive data have neither been modified nor deleted in an unauthorized or undetected manner. The security controls described under the system and information integrity family provide policy and procedure for identifying, reporting, and correcting control system flaws. Controls exist for malicious code detection, spam protection, and intrusion detection tools and techniques. Also provided are controls for receiving security alerts and advisories and the verification of security functions on the control system. In addition, there are controls within this family to detect and protect against unauthorized changes to software and data, restrict data input and output, check the accuracy, completeness, and validity of data, and handle error conditions." DHS

	The TSF shall preserve a secure state when the following types of failures occur: [assignment: list of types of failures in the TSF].
	Common Criteria

	The TSF shall ensure the availability of [assignment: list of types of TSF data] provided to another trusted IT product within [assignment: a defined availability metric] given the following conditions [assignment: conditions to ensure availability].
	Common Criteria

	The TSF shall protect all TSF data transmitted from the TSF to another trusted IT product from unauthorised disclosure during transmission.
	Common Criteria

	The TSF shall provide the capability to detect modification of all TSF data during transmission between the TSF and another trusted IT product within the following metric: [assignment: a defined modification metric].
	Common Criteria

	The TSF shall provide the capability to verify the integrity of all TSF data transmitted between the TSF and another trusted IT product and perform [assignment: action to be taken] if modifications are detected.
	Common Criteria

	The TSF shall provide the capability to detect modification of all TSF data during transmission between the TSF and another trusted IT product within the following metric: [assignment: a defined modification metric].
	Common Criteria

	The TSF shall provide the capability to verify the integrity of all TSF data transmitted between the TSF and another trusted IT product and perform [assignment: action to be taken] if modifications are detected.
	Common Criteria

	The TSF shall provide the capability to correct [assignment: type of modification] of all TSF data transmitted between the TSF and another trusted IT product.
	Common Criteria

	The TSF shall protect TSF data from [selection: disclosure, modification] when it is transmitted between separate parts of the TOE.
	Common Criteria

	The TSF shall protect TSF data from [selection: disclosure, modification] when it is transmitted between separate parts of the TOE.
	Common Criteria

	The TSF shall separate user data from TSF data when such data is transmitted between separate parts of the TOE.
	Common Criteria

	The TSF shall be able to detect [selection: modification of data, substitution of data, re-ordering of data, deletion of data, [assignment: other integrity errors]] for TSF data transmitted between separate parts of the TOE.
	Common Criteria

	Upon detection of a data integrity error, the TSF shall take the following actions: [assignment: specify the action to be taken].
	Common Criteria

	The TSF shall provide unambiguous detection of physical tampering that might compromise the TSF.
	Common Criteria

	The TSF shall provide the capability to determine whether physical tampering with the TSF's devices or TSF's elements has occurred.
	Common Criteria

	The TSF shall provide unambiguous detection of physical tampering that might compromise the TSF.
	Common Criteria

	The TSF shall provide the capability to determine whether physical tampering with the TSF's devices or TSF's elements has occurred.
	Common Criteria

	For [assignment: list of TSF devices/elements for which active detection is required], the TSF shall monitor the devices and elements and notify [assignment: a designated user or role] when physical tampering with the TSF's devices or TSF's elements has occurred.
	Common Criteria

	The TSF shall resist [assignment: physical tampering scenarios] to the [assignment: list of TSF devices/elements] by responding automatically such that the SFRs are always enforced.
	Common Criteria

	After [assignment: list of failures/service discontinuities] the TSF shall enter a maintenance mode where the ability to return to a secure state is provided.
	Common Criteria

	When automated recovery from [assignment: list of failures/service discontinuities] is not possible, the TSF shall enter a maintenance mode where the ability to return to a secure state is provided.
	Common Criteria

	For [assignment: list of failures/service discontinuities], the TSF shall ensure the return of the TOE to a secure state using automated procedures.
	Common Criteria

	When automated recovery from [assignment: list of failures/service discontinuities] is not possible, the TSF shall enter a maintenance mode where the ability to return to a secure state is provided.
	Common Criteria

	For [assignment: list of failures/service discontinuities], the TSF shall ensure the return of the TOE to a secure state using automated procedures.
	Common Criteria

	The functions provided by the TSF to recover from failure or service discontinuity shall ensure that the secure initial state is restored without exceeding [assignment: quantification] for loss of TSF data or objects under the control of the TSF.
	Common Criteria

	The TSF shall provide the capability to determine the objects that were or were not capable of being recovered.
	Common Criteria

	The TSF shall ensure that [assignment: list of functions and failure scenarios] have the property that the function either completes successfully, or for the indicated failure scenarios, recovers to a consistent and secure state.
	Common Criteria

	The TSF shall detect replay for the following entities: [assignment: list of identified entities].
	Common Criteria

	The TSF shall perform [assignment: list of specific actions] when replay is detected.
	Common Criteria

	The TSF shall acknowledge, when requested by another part of the TSF, the receipt of an unmodified TSF data transmission.
	Common Criteria

	The TSF shall acknowledge, when requested by another part of the TSF, the receipt of an unmodified TSF data transmission.
	Common Criteria

	The TSF shall ensure that the relevant parts of the TSF know the correct status of transmitted data among its different parts, using acknowledgements.
	Common Criteria

	The TSF shall be able to provide reliable time stamps.
	Common Criteria

	The TSF shall provide the capability to consistently interpret [assignment: list of TSF data types] when shared between the TSF and another trusted IT product.
	Common Criteria

	The TSF shall use [assignment: list of interpretation rules to be applied by the TSF] when interpreting the TSF data from another trusted IT product.
	Common Criteria

	The TSF shall run a suite of tests [selection: during initial start-up, periodically during normal operation, at the request of an authorised user, [assignment: other conditions]] to check the fulfillment of [assignment: list of properties of the external entities] .
	Common Criteria

	If the test fails, the TSF shall [assignment: action(s)] .
	Common Criteria

	The TSF shall ensure that TSF data is consistent when replicated between parts of the TOE.
	Common Criteria

	When parts of the TOE containing replicated TSF data are disconnected, the TSF shall ensure the consistency of the replicated TSF data upon reconnection before processing any requests for [assignment: list of functions dependent on TSF data replication consistency].
	Common Criteria

	The TSF shall run a suite of self tests [selection: during initial start-up, periodically during normal operation, at the request of the authorised user, at the conditions[assignment: conditions under which self test should occur]] to demonstrate the correct operation of [selection: [assignment: parts of TSF], the TSF].
	Common Criteria

	The TSF shall provide authorised users with the capability to verify the integrity of [selection: [assignment: parts of TSF], TSF data].
	Common Criteria

	The TSF shall provide authorised users with the capability to verify the integrity of stored TSF executable code.
	Common Criteria

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, configuration management policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the configuration management policy and associated configuration management controls.
	NIST 800-53 Rev.2

	The organization develops, documents, and maintains a current baseline configuration of the information system.
	NIST 800-53 Rev.2

	The organization authorizes, documents, and controls changes to the information system.
	NIST 800-53 Rev.2

	The organization monitors changes to the information system conducting security impact analyses to determine the effects of the changes.
	NIST 800-53 Rev.2

	The organization: (i) approves individual access privileges and enforces physical and logical access restrictions associated with changes to the information system; and (ii) generates, retains, and reviews records reflecting all such changes.
	NIST 800-53 Rev.2

	The organization: (i) establishes mandatory configuration settings for information technology products employed within the information system; (ii) configures the security settings of information technology products to the most restrictive mode consistent with operational requirements; (iii) documents the configuration settings; and (iv) enforces the configuration settings in all components of the information system.
	NIST 800-53 Rev.2

	The organization configures the information system to provide only essential capabilities and specifically prohibits and/or restricts the use of the following functions, ports, protocols, and/or services: [Assignment: organization-defined list of prohibited and/or restricted functions, ports, protocols, and/or services].
	NIST 800-53 Rev.2

	The organization develops, documents, and maintains a current inventory of the components of the information system and relevant ownership information.
	NIST 800-53 Rev.2

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, system and information integrity policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the system and information integrity policy and associated system and information integrity controls.
	NIST 800-53 Rev.2

	The organization identifies, reports, and corrects information system flaws.
	NIST 800-53 Rev.2

	The information system implements malicious code protection.
	NIST 800-53 Rev.2

	The organization employs tools and techniques to monitor events on the information system, detect attacks, and provide identification of unauthorized use of the system.
	NIST 800-53 Rev.2

	The organization receives information system security alerts/advisories on a regular basis, issues alerts/advisories to appropriate personnel, and takes appropriate actions in response.
	NIST 800-53 Rev.2

	The information system verifies the correct operation of security functions [Selection (one or more): upon system startup and restart, upon command by user with appropriate privilege, periodically every [Assignment: organization-defined time-period]] and [Selection (one or more): notifies system administrator, shuts the system down, restarts the system] when anomalies are discovered.
	NIST 800-53 Rev.2

	The information system detects and protects against unauthorized changes to software and information.
	NIST 800-53 Rev.2

	The information system implements spam protection.
	NIST 800-53 Rev.2

	The organization restricts the capability to input information to the information system to authorized personnel.
	NIST 800-53 Rev.2

	The information system checks information for accuracy, completeness, validity, and authenticity
	NIST 800-53 Rev.2

	The information system identifies and handles error conditions in an expeditious manner without providing information that could be exploited by adversaries.
	NIST 800-53 Rev.2

	The organization handles and retains output from the information system in accordance with applicable laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.
	NIST 800-53 Rev.2

	The organization develops, disseminates, and periodically reviews/updates:

1. Formal, documented, system and control integrity policy that addresses purpose, scope, roles,

responsibilities, management commitment, coordination among organizational entities, and

compliance;

2. Formal, documented procedures to facilitate the implementation of the system and

information integrity policy and associated system and information integrity controls.
	DHS

	The organization identifies, reports, and remediates control system flaws (per organizational,

legal, and/or regulatory policies).
	DHS

	The control system employs malicious code protection.
	DHS

	The organization employs tools and techniques to monitor security events and system activities on

the control system, detect attacks, and provide identification of unauthorized use of the system.
	DHS

	The organization:

1. Receives control system security alerts/advisories regularly and in response to system-based

occurrences;

2. Issues alerts/advisories to appropriate personnel;

3. Takes appropriate actions in response.
	DHS

	The organization verifies the correct operation of security functions within the control system

upon system startup and restart; upon command by user with appropriate privilege; periodically;

and/or at defined time periods. The control system notifies the system administrator when

anomalies are discovered.
	DHS

	The control system monitors and detects unauthorized changes to software and information.
	DHS

	The control system implements spam protection.
	DHS

	The organization implements security measures to restrict information input to the control system

to authorized personnel only.
	DHS

	The control system employs mechanisms to check information for accuracy, completeness,

validity, and authenticity.
	DHS

	The control system employs mechanisms to identify and handle error conditions in an expeditious

manner without providing information that could be exploited by adversaries.
	DHS

	The organization handles and retains output from the control system in accordance with

applicable laws, regulations, standards, and organizational policy, as well as operational

requirements of the control process.
	DHS


3.1.3. Availability

This involves the ability of the system to continue to operate and satisfy business/mission needs under diverse operating conditions, including but not limited to peak load conditions, attacks, maintenance operations, and normal operating conditions.

(Perhaps have responses here?)

	The TSF shall ensure the operation of [assignment: list of TOE capabilities] when the following failures occur: [assignment: list of type of failures].
	Common Criteria

	The TSF shall ensure the operation of all the TOE's capabilities when the following failures occur: [assignment: list of type of failures].
	Common Criteria

	The TSF shall assign a priority to each subject in the TSF.
	Common Criteria

	The TSF shall ensure that each access to [assignment: controlled resources] shall be mediated on the basis of the subjects assigned priority.
	Common Criteria

	The TSF shall assign a priority to each subject in the TSF.
	Common Criteria

	The TSF shall ensure that each access to all shareable resources shall be mediated on the basis of the subjects assigned priority.
	Common Criteria

	The TSF shall enforce maximum quotas of the following resources: [assignment: controlled resources] that [selection: individual user, defined group of users, subjects] can use [selection: simultaneously, over a specified period of time].
	Common Criteria

	The TSF shall enforce maximum quotas of the following resources [assignment: controlled resources] that [selection: individual user, defined group of users, subjects] can use [selection: simultaneously, over a specified period of time].
	Common Criteria

	The TSF shall ensure the provision of minimum quantity of each [assignment: controlled resource] that is available for [selection: an individual user, defined group of users, subjects] to use [selection: simultaneously, over a specified period of time].
	Common Criteria


3.2. Supporting Security Services

This area supports how security is realized.
Each requirement in this section maps to requirements in Section 3.1. The mapping should indicate which requirements from Section 3.1 are satisfied (in whole or in part) given satisfaction of the identified 3.2 requirement. The litmus test for inclusion in this section is simple. If any requirement in this section cannot be mapped to at least two requirements across CIA, then it should appear in Section 3.1.

Policy requirements can appear in this section, so long as they are relevant to a specific supporting security service area. Such requirements will be cross-referenced from other related areas.
3.2.1. Anomaly Detection

Attacks/intrusion, errors, etc. (detecting something outside of the bounds of normally anticipated/desired behavior)
3.2.2. Auditing

This section covers the recording of activity by actors/elements throughout the system.
	The TSF shall take [assignment: list of actions] upon detection of a potential security violation.
	Common Criteria

	The TSF shall be able to generate an audit record of the following auditable events: a) Start-up and shutdown of the audit functions; b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified] level of audit; and c) [assignment: other specifically defined auditable events].
	Common Criteria

	The TSF shall record within each audit record at least the following information: a) Date and time of the event, type of event, subject identity (if applicable), and the outcome (success or failure) of the event; and b) For each audit event type, based on the auditable event definitions of the functional components included in the PP/ST, [assignment: other audit relevant information].
	Common Criteria

	For audit events resulting from actions of identified users, the TSF shall be able to associate each auditable event with the identity of the user that caused the event.
	Common Criteria

	The TSF shall be able to apply a set of rules in monitoring the audited events and based upon these rules indicate a potential violation of the enforcement of the SFRs.
	Common Criteria

	The TSF shall enforce the following rules for monitoring audited events: a) Accumulation or combination of [assignment: subset of defined auditable events] known to indicate a potential security violation; b) [assignment: any other rules].
	Common Criteria

	The TSF shall be able to maintain profiles of system usage, where an individual profile represents the historical patterns of usage performed by the member(s) of [assignment: the profile target group].
	Common Criteria

	The TSF shall be able to maintain a suspicion rating associated with each user whose activity is recorded in a profile, where the suspicion rating represents the degree to which the user's current activity is found inconsistent with the established patterns of usage represented in the profile.
	Common Criteria

	The TSF shall be able to indicate a possible violation of the enforcement of the SFRs when a user's suspicion rating exceeds the following threshold conditions [assignment: conditions under which anomalous activity is reported by the TSF].
	Common Criteria

	The TSF shall be able to maintain an internal representation of the following signature events [assignment: a subset of system events] that may indicate a violation of the enforcement of the SFRs.
	Common Criteria

	The TSF shall be able to compare the signature events against the record of system activity discernible from an examination of [assignment: the information to be used to determine system activity].
	Common Criteria

	The TSF shall be able to indicate a potential violation of the enforcement of the SFRs when a system event is found to match a signature event that indicates a potential violation of the enforcement of the SFRs.
	Common Criteria

	The TSF shall be able to maintain an internal representation of the following event sequences of known intrusion scenarios [assignment: list of sequences of system events whose occurrence are representative of known penetration scenarios] and the following signature events [assignment: a subset of system events] that may indicate a potential violation of the enforcement of the SFRs.
	Common Criteria

	The TSF shall be able to compare the signature events and event sequences against the record of system activity discernible from an examination of [assignment: the information to be used to determine system activity].
	Common Criteria

	The TSF shall be able to indicate a potential violation of the enforcement of the SFRs when system activity is found to match a signature event or event sequence that indicates a potential violation of the enforcement of the SFRs.
	Common Criteria

	The TSF shall provide [assignment: authorised users] with the capability to read [assignment: list of audit information] from the audit records.
	Common Criteria

	The TSF shall provide the audit records in a manner suitable for the user to interpret the information.
	Common Criteria

	The TSF shall prohibit all users read access to the audit records, except those users that have been granted explicit read-access.
	Common Criteria

	The TSF shall provide the ability to apply [assignment: methods of selection and/or ordering] of audit data based on [assignment: criteria with logical relations].
	Common Criteria

	The TSF shall be able to select the set of audited events from the set of all auditable events based on the following attributes: a) [selection: object identity, user identity, subject identity, host identity, event type] b) [assignment: list of additional attributes that audit selectivity is based upon]
	Common Criteria

	The TSF shall protect the stored audit records in the audit trail from unauthorised deletion.
	Common Criteria

	The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised modifications to the stored audit records in the audit trail.
	Common Criteria

	The TSF shall protect the stored audit records in the audit trail from unauthorised deletion.
	Common Criteria

	The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised modifications to the stored audit records in the audit trail.
	Common Criteria

	The TSF shall ensure that [assignment: metric for saving audit records] stored audit records will be maintained when the following conditions occur: [selection: audit storage exhaustion, failure, attack]
	Common Criteria

	The TSF shall [assignment: actions to be taken in case of possible audit storage failure] if the audit trail exceeds [assignment: pre-defined limit].
	Common Criteria

	The TSF shall [selection, choose one of: “ignore audited events”, “prevent audited events, except those taken by the authorised user with special rights”, “overwrite the oldest stored audit records”] and [assignment: other actions to be taken in case of audit storage failure] if the audit trail is full.
	Common Criteria

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, audit and accountability policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the audit and accountability policy and associated audit and accountability controls.
	NIST 800-53 Rev.2

	The information system generates audit records for the following events: [Assignment: organization-defined auditable events].
	NIST 800-53 Rev.2

	The information system produces audit records that contain sufficient information to establish what events occurred, the sources of the events, and the outcomes of the events.
	NIST 800-53 Rev.2

	The organization allocates sufficient audit record storage capacity and configures auditing to reduce the likelihood of such capacity being exceeded.
	NIST 800-53 Rev.2

	The information system alerts appropriate organizational officials in the event of an audit processing failure and takes the following additional actions: [Assignment: organization-defined actions to be taken (e.g., shut down information system, overwrite oldest audit records, stop generating audit records)].
	NIST 800-53 Rev.2

	The organization regularly reviews/analyzes information system audit records for indications of inappropriate or unusual activity, investigates suspicious activity or suspected violations, reports findings to appropriate officials, and takes necessary actions.
	NIST 800-53 Rev.2

	The information system provides an audit reduction and report generation capability.
	NIST 800-53 Rev.2

	The information system provides time stamps for use in audit record generation.
	NIST 800-53 Rev.2

	The information system protects audit information and audit tools from unauthorized access, modification, and deletion.
	NIST 800-53 Rev.2

	The information system provides the capability to determine whether a given individual took a particular action.
	NIST 800-53 Rev.2

	The organization retains audit records for [Assignment: organization-defined time period] to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements.
	NIST 800-53 Rev.2

	The organization develops, disseminates, and periodically reviews/updates:

1. A formal, documented, audit and accountability policy that addresses purpose, scope, roles,

responsibilities, management commitment, coordination among organizational entities, and

compliance;

2. Formal, documented procedures to facilitate the implementation of the audit and

accountability policy and associated audit and accountability controls.
	DHS

	The control system generates audit records, at a minimum, for the following events whether or not

the attempts were successful:

1. Attempts to logon;

2. Attempts to change local account attributes such as privileges;

3. Attempts to change local security policy.
	DHS

	The control system captures sufficient and detailed information in audit records to establish what

events occurred, the sources of the events, and their outcomes.
	DHS

	The organization allocates sufficient audit record storage capacity and configures auditing to

reduce the likelihood of such capacity being exceeded.
	DHS

	The control system alerts appropriate organization personnel in the event of an audit failure and

takes actions such as:

1. Overwrite the oldest audit records;

2. Stop generating audit records.
	DHS

	The organization regularly monitors, reviews, and analyzes audit records for indications of

inappropriate or unusual activity, investigates suspicious activity or suspected violations, reports

findings to appropriate officials, and takes necessary actions.
	DHS

	The control system provides an audit reduction and report generation capability.
	DHS

	The control system provides time stamps for use in audit record generation.
	DHS

	The control system protects audit information and audit tools from unauthorized access,

modification, and deletion.
	DHS

	The organization retains audit logs for an organization-defined time period to provide support for

after-the-fact investigations of security incidents and to meet regulatory and organizational

information retention requirements.
	DHS

	The organization conducts audits at planned intervals to determine whether the security

objectives, measures, processes, and procedures:

1. Conform to the requirements and relevant legislation or regulations;

2. Conform to the identified information security requirements;

3. Are effectively implemented and maintained;

4. Perform as expected;

5. Identify inappropriate activities.
	DHS

	The organization’s audit program specifies auditor qualifications in accordance with the

organization’s documented training program.
	DHS

	The organization under the audit program specifies strict rules and careful use of audit tools when

auditing control system functions.
	DHS

	The organization demonstrates compliance to the organization’s security policy through audits in

accordance with the organization’s audit program.
	DHS


3.2.3. Authentication

This section covers requirements around the proof of identity of an actor.
	The TSF shall restrict the ability to [selection: determine the behaviour of, disable, enable, modify the behaviour of] the functions [assignment: list of functions] to [assignment: the authorised identified roles].
	Common Criteria

	The TSF shall enforce the [assignment: access control SFP(s), information flow control SFP(s)] to restrict the ability to [selection: change_default, query, modify, delete, [assignment: other operations]] the security attributes [assignment: list of security attributes] to [assignment: the authorised identified roles].
	Common Criteria

	The TSF shall ensure that only secure values are accepted for [assignment: list of security attributes].
	Common Criteria

	The TSF shall enforce the [assignment: access control SFP, information flow control SFP] to provide [selection, choose one of: restrictive, permissive, [assignment: other property]] default values for security attributes that are used to enforce the SFP.
	Common Criteria

	The TSF shall allow the [assignment: the authorised identified roles] to specify alternative initial values to override the default values when an object or information is created.
	Common Criteria

	The TSF shall use the following rules to set the value of security attributes: [assignment: rules for setting the values of security attributes]
	Common Criteria

	The TSF shall restrict the ability to [selection: change_default, query, modify, delete, clear, [assignment: other operations]] the [assignment: list of TSF data] to [assignment: the authorised identified roles].
	Common Criteria

	The TSF shall restrict the specification of the limits for [assignment: list of TSF data] to [assignment: the authorised identified roles].
	Common Criteria

	The TSF shall take the following actions, if the TSF data are at, or exceed, the indicated limits: [assignment: actions to be taken].
	Common Criteria

	The TSF shall ensure that only secure values are accepted for [assignment: list of TSF data].
	Common Criteria

	The TSF shall restrict the ability to revoke [assignment: list of security attributes] associated with the [selection: users, subjects, objects, [assignment: other additional resources]] under the control of the TSF to [assignment: the authorised identified roles].
	Common Criteria

	The TSF shall enforce the rules [assignment: specification of revocation rules].
	Common Criteria

	The TSF shall restrict the capability to specify an expiration time for [assignment: list of security attributes for which expiration is to be supported] to [assignment: the authorised identified roles].
	Common Criteria

	For each of these security attributes, the TSF shall be able to [assignment: list of actions to be taken for each security attribute] after the expiration time for the indicated security attribute has passed.
	Common Criteria

	The TSF shall be capable of performing the following management functions: [assignment: list of management functions to be provided by the TSF].
	Common Criteria

	The TSF shall maintain the roles [assignment: the authorised identified roles].
	Common Criteria

	The TSF shall be able to associate users with roles.
	Common Criteria

	The TSF shall maintain the roles: [assignment: authorised identified roles].
	Common Criteria

	The TSF shall be able to associate users with roles.
	Common Criteria

	The TSF shall ensure that the conditions [assignment: conditions for the different roles] are satisfied.
	Common Criteria

	The TSF shall require an explicit request to assume the following roles: [assignment: the roles].
	Common Criteria

	The TSF shall enforce the [assignment: access control SFP] on [assignment: list of subjects, objects, and operations among subjects and objects covered by the SFP].
	Common Criteria

	The TSF shall enforce the [assignment: access control SFP] on [assignment: list of subjects and objects] and all operations among subjects and objects covered by the SFP.
	Common Criteria

	The TSF shall ensure that all operations between any subject controlled by the TSF and any object controlled by the TSF are covered by an access control SFP.
	Common Criteria

	The TSF shall enforce the [assignment: access control SFP] to objects based on the following: [assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-relevant security attributes, or named groups of SFP-relevant security attributes].
	Common Criteria

	The TSF shall enforce the following rules to determine if an operation among controlled subjects and controlled objects is allowed: [assignment: rules governing access among controlled subjects and controlled objects using controlled operations on controlled objects].
	Common Criteria

	The TSF shall explicitly authorise access of subjects to objects based on the following additional rules: [assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects].
	Common Criteria

	The TSF shall explicitly deny access of subjects to objects based on the [assignment: rules, based on security attributes, that explicitly deny access of subjects to objects].
	Common Criteria

	The TSF shall provide a capability to generate evidence that can be used as a guarantee of the validity of [assignment: list of objects or information types].
	Common Criteria

	The TSF shall provide [assignment: list of subjects] with the ability to verify evidence of the validity of the indicated information.
	Common Criteria

	The TSF shall provide a capability to generate evidence that can be used as a guarantee of the validity of [assignment: list of objects or information types].
	Common Criteria

	The TSF shall provide [assignment: list of subjects] with the ability to verify evidence of the validity of the indicated information and the identity of the user that generated the evidence.
	Common Criteria

	The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] when exporting user data, controlled under the SFP(s), outside of the TOE.
	Common Criteria

	The TSF shall export the user data without the user data's associated security attributes
	Common Criteria

	The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] when exporting user data, controlled under the SFP(s), outside of the TOE.
	Common Criteria

	The TSF shall export the user data with the user data's associated security attributes.
	Common Criteria

	The TSF shall ensure that the security attributes, when exported outside the TOE, are unambiguously associated with the exported user data.
	Common Criteria

	The TSF shall enforce the following rules when user data is exported from the TOE: [assignment: additional exportation control rules].
	Common Criteria

	The TSF shall enforce the [assignment: information flow control SFP] on [assignment: list of subjects, information, and operations that cause controlled information to flow to and from controlled subjects covered by the SFP].
	Common Criteria

	The TSF shall enforce the [assignment: information flow control SFP] on [assignment: list of subjects and information] and all operations that cause that information to flow to and from subjects covered by the SFP.
	Common Criteria

	The TSF shall ensure that all operations that cause any information in the TOE to flow to and from any subject in the TOE are covered by an information flow control SFP.
	Common Criteria

	The TSF shall enforce the [assignment: information flow control SFP] based on the following types of subject and information security attributes: [assignment: list of subjects and information controlled under the indicated SFP, and for each, the security attributes].
	Common Criteria

	The TSF shall permit an information flow between a controlled subject and controlled information via a controlled operation if the following rules hold: [assignment: for each operation, the security attribute-based relationship that must hold between subject and information security attributes].
	Common Criteria

	The TSF shall enforce the [assignment: additional information flow control SFP rules].
	Common Criteria

	The TSF shall explicitly authorise an information flow based on the following rules: [assignment: rules, based on security attributes, that explicitly authorise information flows].
	Common Criteria

	The TSF shall explicitly deny an information flow based on the following rules: [assignment: rules, based on security attributes, that explicitly deny information flows].
	Common Criteria

	The TSF shall enforce the [assignment: information flow control SFP] based on the following types of subject and information security attributes: [assignment: list of subjects and information controlled under the indicated SFP, and for each, the security attributes].
	Common Criteria

	The TSF shall permit an information flow between a controlled subject and controlled information via a controlled operation if the following rules, based on the ordering relationships between security attributes hold: [assignment: for each operation, the security attribute-based relationship that must hold between subject and information security attributes].
	Common Criteria

	The TSF shall enforce the [assignment: additional information flow control SFP rules].
	Common Criteria

	The TSF shall explicitly authorise an information flow based on the following rules: [assignment: rules, based on security attributes, that explicitly authorise information flows].
	Common Criteria

	The TSF shall explicitly deny an information flow based on the following rules: [assignment: rules, based on security attributes, that explicitly deny information flows].
	Common Criteria

	The TSF shall enforce the following relationships for any two valid information flow control security attributes: a) There exists an ordering function that, given two valid security attributes, determines if the security attributes are equal, if one security attribute is greater than the other, or if the security attributes are incomparable; and b) There exists a “least upper bound” in the set of security attributes, such that, given any two valid security attributes, there is a valid security attribute that is greater than or equal to the two valid security attributes; and c) There exists a “greatest lower bound” in the set of security attributes, such that, given any two valid security attributes, there is a valid security attribute that is not greater than the two valid security attributes.
	Common Criteria

	The TSF shall enforce the [assignment: information flow control SFP] to limit the capacity of [assignment: types of illicit information flows] to a [assignment: maximum capacity].
	Common Criteria

	The TSF shall enforce the [assignment: information flow control SFP] to limit the capacity of [assignment: types of illicit information flows] to a [assignment: maximum capacity].
	Common Criteria

	The TSF shall prevent [assignment: types of illicit information flows].
	Common Criteria

	The TSF shall ensure that no illicit information flows exist to circumvent [assignment: name of information flow control SFP].
	Common Criteria

	The TSF shall enforce the [assignment: information flow control SFP] to monitor [assignment: types of illicit information flows] when it exceeds the [assignment: maximum capacity].
	Common Criteria

	The TSF shall detect when [selection: [assignment: positive integer number], an administrator configurable positive integer within[assignment: range of acceptable values]] unsuccessful authentication attempts occur related to [assignment: list of authentication events].
	Common Criteria

	When the defined number of unsuccessful authentication attempts has been [selection: met, surpassed], the TSF shall [assignment: list of actions].
	Common Criteria

	The TSF shall maintain the following list of security attributes belonging to individual users: [assignment: list of security attributes].
	Common Criteria

	The TSF shall provide a mechanism to verify that secrets meet [assignment: a defined quality metric].
	Common Criteria

	The TSF shall provide a mechanism to generate secrets that meet [assignment: a defined quality metric].
	Common Criteria

	The TSF shall be able to enforce the use of TSF generated secrets for [assignment: list of TSF functions].
	Common Criteria

	The TSF shall allow [assignment: list of TSF mediated actions] on behalf of the user to be performed before the user is authenticated.
	Common Criteria

	The TSF shall require each user to be successfully authenticated before allowing any other TSF-mediated actions on behalf of that user.
	Common Criteria

	The TSF shall require each user to be successfully authenticated before allowing any other TSF-mediated actions on behalf of that user.
	Common Criteria

	The TSF shall [selection: detect, prevent] use of authentication data that has been forged by any user of the TSF.
	Common Criteria

	The TSF shall [selection: detect, prevent] use of authentication data that has been copied from any other user of the TSF.
	Common Criteria

	The TSF shall prevent reuse of authentication data related to [assignment: identified authentication mechanism(s)].
	Common Criteria

	The TSF shall provide [assignment: list of multiple authentication mechanisms] to support user authentication.
	Common Criteria

	The TSF shall authenticate any user's claimed identity according to the [assignment: rules describing how the multiple authentication mechanisms provide authentication].
	Common Criteria

	The TSF shall re-authenticate the user under the conditions [assignment: list of conditions under which re-authentication is required].
	Common Criteria

	The TSF shall provide only [assignment: list of feedback] to the user while the authentication is in progress.
	Common Criteria

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, access control policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the access control policy and associated access controls.
	NIST 800-53 Rev.2

	The organization manages information system accounts, including establishing, activating, modifying, reviewing, disabling, and removing accounts. The organization reviews information system accounts [Assignment: organization-defined frequency, at least annually].
	NIST 800-53 Rev.2

	The information system enforces assigned authorizations for controlling access to the system in accordance with applicable policy.
	NIST 800-53 Rev.2

	The information system enforces assigned authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.
	NIST 800-53 Rev.2

	The information system enforces separation of duties through assigned access authorizations.
	NIST 800-53 Rev.2

	The information system enforces the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the performance of specified tasks.
	NIST 800-53 Rev.2

	The information system enforces a limit of [Assignment: organization-defined number] consecutive invalid access attempts by a user during a [Assignment: organization-defined time period] time period. The information system automatically [Selection: locks the account/node for an [Assignment: organization-defined time period], delays next login prompt according to [Assignment: organization-defined delay algorithm.]] when the maximum number of unsuccessful attempts is exceeded.
	NIST 800-53 Rev.2

	The information system displays an approved, system use notification message before granting system access informing potential users: (i) that the user is accessing a U.S. Government information system; (ii) that system usage may be monitored, recorded, and subject to audit; (iii) that unauthorized use of the system is prohibited and subject to criminal and civil penalties; and (iv) that use of the system indicates consent to monitoring and recording. The system use notification message provides appropriate privacy and security notices (based on associated privacy and security policies or summaries) and remains on the screen until the user takes explicit actions to log on to the information system.
	NIST 800-53 Rev.2

	The information system notifies the user, upon successful logon, of the date and time of the last logon, and the number of unsuccessful logon attempts since the last successful logon.
	NIST 800-53 Rev.2

	The information system limits the number of concurrent sessions for any user to [Assignment: organization-defined number of sessions].
	NIST 800-53 Rev.2

	The information system prevents further access to the system by initiating a session lock after [Assignment: organization-defined time period] of inactivity, and the session lock remains in effect until the user reestablishes access using appropriate identification and authentication procedures.
	NIST 800-53 Rev.2

	The information system automatically terminates a remote session after [Assignment: organization-defined time period] of inactivity.
	NIST 800-53 Rev.2

	The organization supervises and reviews the activities of users with respect to the enforcement and usage of information system access controls.
	NIST 800-53 Rev.2

	The organization identifies and documents specific user actions that can be performed on the information system without identification or authentication.
	NIST 800-53 Rev.2

	The information system marks output using standard naming conventions to identify any special dissemination, handling, or distribution instructions.
	NIST 800-53 Rev.2

	The information system appropriately labels information in storage, in process, and in transmission.
	NIST 800-53 Rev.2

	The organization authorizes, monitors, and controls all methods of remote access to the information system.
	NIST 800-53 Rev.2

	The organization: (i) establishes usage restrictions and implementation guidance for wireless technologies; and (ii) authorizes, monitors, controls wireless access to the information system.
	NIST 800-53 Rev.2

	The organization: (i) establishes usage restrictions and implementation guidance for organization-controlled portable and mobile devices; and (ii) authorizes, monitors, and controls device access to organizational information systems.
	NIST 800-53 Rev.2

	The organization establishes terms and conditions for authorized individuals to: (i) access the information system from an external information system; and (ii) process, store, and/or transmit organization-controlled information using an external information system.
	NIST 800-53 Rev.2


3.2.4. Authorization

approval of an actor to perform an action
3.2.5. Boundary Services

This section provides requirements around boundary services. Boundary services provide isolation between system elements or between the system and external entities. Boundary services explain what occurs at the transition between two separate security domains; examination, changing constraints on the border relationship.
Requirements are oriented towards maintaining the strength/integrity of the boundary (isolation) between inside/outside of the system boundary. For example, the requirements for firewall configuration.

	The TSF shall restrict the scope of the session security attributes [assignment: session security attributes], based on [assignment: attributes].
	Common Criteria

	The TSF shall restrict the maximum number of concurrent sessions that belong to the same user.
	Common Criteria

	The TSF shall enforce, by default, a limit of [assignment: default number] sessions per user.
	Common Criteria

	The TSF shall restrict the maximum number of concurrent sessions that belong to the same user according to the rules [assignment: rules for the number of maximum concurrent sessions].
	Common Criteria

	The TSF shall enforce, by default, a limit of [assignment: default number] sessions per user.
	Common Criteria

	The TSF shall lock an interactive session after [assignment: time interval of user inactivity] by: a) clearing or overwriting display devices, making the current contents unreadable; b) disabling any activity of the user's data access/display devices other than unlocking the session.
	Common Criteria

	The TSF shall require the following events to occur prior to unlocking the session: [assignment: events to occur].
	Common Criteria

	The TSF shall allow user-initiated locking of the user's own interactive session, by: a) clearing or overwriting display devices, making the current contents unreadable; b) disabling any activity of the user's data access/display devices other than unlocking the session.
	Common Criteria

	The TSF shall require the following events to occur prior to unlocking the session: [assignment: events to occur].
	Common Criteria

	The TSF shall terminate an interactive session after a [assignment: time interval of user inactivity].
	Common Criteria

	The TSF shall allow user-initiated termination of the user's own interactive session.
	Common Criteria

	Before establishing a user session, the TSF shall display an advisory warning message regarding unauthorised use of the TOE.
	Common Criteria

	Upon successful session establishment, the TSF shall display the [selection: date, time, method, location] of the last successful session establishment to the user.
	Common Criteria

	Upon successful session establishment, the TSF shall display the [selection: date, time, method, location] of the last unsuccessful attempt to session establishment and the number of unsuccessful attempts since the last successful session establishment.
	Common Criteria

	The TSF shall not erase the access history information from the user interface without giving the user an opportunity to review the information.
	Common Criteria

	The TSF shall be able to deny session establishment based on [assignment: attributes].
	Common Criteria

	The TSF shall provide a communication channel between itself and another trusted IT product that is logically distinct from other communication channels and provides assured identification of its end points and protection of the channel data from modification or disclosure.
	Common Criteria

	The TSF shall permit [selection: the TSF, another trusted IT product] to initiate communication via the trusted channel.
	Common Criteria

	The TSF shall initiate communication via the trusted channel for [assignment: list of functions for which a trusted channel is required].
	Common Criteria

	The TSF shall provide a communication path between itself and [selection: remote, local] users that is logically distinct from other communication paths and provides assured identification of its end points and protection of the communicated data from [selection: modification, disclosure, [assignment: other types of integrity or confidentiality violation]].
	Common Criteria

	The TSF shall permit [selection: the TSF, local users, remote users] to initiate communication via the trusted path.
	Common Criteria

	The TSF shall require the use of the trusted path for [selection: initial user authentication, [assignment: other services for which trusted path is required]].
	Common Criteria

	The organization develops, implements, and periodically reviews and updates:

1. A formal, documented, control system security policy that addresses:

a. The purpose of the security program as it relates to protecting the organization’s

personnel and assets;

b. The scope of the security program as it applies to all the organizational staff and thirdparty

contractors;

c. The roles, responsibilities, and management accountability structure of the security

program to ensure compliance with the organization’s security policy and other

regulatory commitments.

2. Formal, documented procedures to implement the security policy and associated

requirements. A control system security policy considers controls from each of the families

contained in this document.
	DHS

	The organization establishes policies and procedures to define roles, responsibilities, behaviors,

and practices for the implementation of an overall security program.
	DHS

	The organization defines a framework of management leadership accountability. This framework

establishes roles and responsibilities to approve cyber security policy, assign security roles, and

coordinate the implementation of cyber security across the organization.
	DHS

	Baseline practices that organizations employ for organizational security include, but are not

limited to:

1. Executive management accountability for the security program;

2. Responsibility for control system security within the organization includes sufficient

authority and an appropriate level of funding to implement the organization’s security policy;

3. The organization’s security policies and procedures that provide clear direction,

accountability, and oversight for the organization’s security team. The security team assigns
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roles and responsibilities in accordance with the organization’s policies and confirms that

processes are in place to protect company assets and critical information;

4. The organization’s contracts with external entities that address the organization’s security

policies and procedures with business partners, third-party contractors, and outsourcing

partners;

5. The organization’s security policies and procedures ensure coordination or integration with

the organization’s physical security plan. Organization roles and responsibilities are

established that address the overlap and synergy between physical and control system security

risks.
	DHS

	The organization’s security policies and procedures delineate how the organization implements its

emergency response plan and coordinates efforts with law enforcement agencies, regulators,

Internet service providers and other relevant organizations in the event of a security incident.
	DHS

	The organization holds external suppliers and contractors that have an impact on the security of

the control center to the same security policies and procedures as the organization's own

personnel. Ensure security policies and procedures of second- and third-tier suppliers comply with

corporate cyber security policies and procedures if they will impact control system security.
	DHS

	Establish procedures to remove external supplier access at the conclusion/termination of the

contract.
	DHS


3.2.6. Cryptographic Services

Encryption, key management/revocation

"The TSF may employ cryptographic functionality to help satisfy several high-level security objectives. These include (but are not limited to): identification and authentication, non-repudiation, trusted path, trusted channel and data separation. This class is used when the TOE implements cryptographic functions, the implementation of which could be in hardware, firmware and/or software. 

The FCS: Cryptographic support class is composed of two families: Cryptographic key management (FCS_CKM) and Cryptographic operation (FCS_COP). The Cryptographic key management (FCS_CKM) family addresses the management aspects of cryptographic keys, while the Cryptographic operation (FCS_COP) family is concerned with the operational use of those cryptographic keys. " DHS

	The TSF shall generate cryptographic keys in accordance with a specified cryptographic key generation algorithm [assignment: cryptographic key generation algorithm] and specified cryptographic key sizes [assignment: cryptographic key sizes] that meet the following: [assignment: list of standards].
	Common Criteria

	The TSF shall distribute cryptographic keys in accordance with a specified cryptographic key distribution method [assignment: cryptographic key distribution method] that meets the following: [assignment: list of standards].
	Common Criteria

	The TSF shall perform [assignment: type of cryptographic key access] in accordance with a specified cryptographic key access method [assignment: cryptographic key access method] that meets the following: [assignment: list of standards].
	Common Criteria

	The TSF shall destroy cryptographic keys in accordance with a specified cryptographic key destruction method [assignment: cryptographic key destruction method] that meets the following: [assignment: list of standards].
	Common Criteria

	The TSF shall perform [assignment: list of cryptographic operations] in accordance with a specified cryptographic algorithm [assignment: cryptographic algorithm] and cryptographic key sizes [assignment: cryptographic key sizes] that meet the following: [assignment: list of standards].
	Common Criteria


3.2.7. Identification

This section covers requirements around who an actor claims to be.
	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, identification and authentication policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the identification and authentication policy and associated identification and authentication controls.
	NIST 800-53 Rev.2

	The information system uniquely identifies and authenticates users (or processes acting on behalf of users).
	NIST 800-53 Rev.2

	The information system identifies and authenticates specific devices before establishing a connection.
	NIST 800-53 Rev.2

	The organization manages user identifiers by: (i) uniquely identifying each user; (ii) verifying the identity of each user; (iii) receiving authorization to issue a user identifier from an appropriate organization official; (iv) issuing the user identifier to the intended party; (v) disabling the user identifier after [Assignment: organization-defined time period] of inactivity; and (vi) archiving user identifiers.
	NIST 800-53 Rev.2

	The organization manages information system authenticators by: (i) defining initial authenticator content; (ii) establishing administrative procedures for initial authenticator distribution, for lost/compromised, or damaged authenticators, and for revoking authenticators; (iii) changing default authenticators upon information system installation; and (iv) changing/refreshing authenticators periodically.
	NIST 800-53 Rev.2

	The information system obscures feedback of authentication information during the authentication process to protect the information from possible exploitation/use by unauthorized individuals.
	NIST 800-53 Rev.2

	The information system employs authentication methods that meet the requirements of applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance for authentication to a cryptographic module.
	NIST 800-53 Rev.2

	The organization develops, disseminates, and periodically reviews/updates:

1. A formal, documented, access control policy that addresses purpose, scope, roles,

responsibilities, management commitment, coordination among organizational entities, and

compliance;

2. Formal, documented procedures to facilitate the implementation of the access control policy

and associated access controls.
	DHS

	The organization develops, disseminates, and periodically reviews/updates:

1. A formal, documented, identification and authentication policy that addresses purpose, scope,

roles, responsibilities, management commitment, coordination among organizational entities,

and compliance;

2. Formal, documented procedures to facilitate the implementation of the identification and

authentication policy and associated identification and authentication controls.
	DHS

	The organization manages control system accounts, including establishing, activating, modifying,

reviewing, disabling, and removing accounts. The organization reviews control system accounts

at least annually.
	DHS

	The organization manages user identifiers by:
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1. Uniquely identifying each user;

2. Verifying the identity of each user;

3. Receiving authorization to issue a user identifier from an appropriate organization official;

4. Ensuring that the user identifier is issued to the intended party;

5. Disabling user identifier after a pre-determined defined time period of inactivity;

6. Archiving user identifiers.
	DHS

	The organization manages control system authenticators by:

1. Defining initial authenticator content;

2. Establishing administrative procedures for initial authenticator distribution, for

lost/compromised, or damaged authenticators, and for revoking authenticators;

3. Changing default authenticators upon control system installation;

4. Changing/refreshing authenticators periodically.
	DHS

	The organization supervises and reviews the activities of users with respect to the enforcement

and usage of control system access control.
	DHS

	The control system enforces assigned authorizations for controlling access to the system in

accordance with applicable policy.
	DHS

	The control system enforces separation of duties through assigned access authorizations.
	DHS

	The control system enforces the most restrictive set of rights/privileges or accesses needed by

users or workstations (or processes acting on behalf of users) for the performance of specified

tasks.
	DHS

	The control system has mechanisms to uniquely identify and authenticate users (or processes

acting on behalf of users).
	DHS

	The organization identifies and documents specific user actions that can be performed on the

control system without identification or authentication.
	DHS

	The control system employs a mechanism to identify and authenticate specific devices before

establishing a connection.
	DHS

	The authentication mechanisms in the control system obscure feedback of authentication

information during the authentication process to protect the information from possible

exploitation/use by unauthorized individuals.
	DHS

	The control system employs authentication methods that meet the requirements of applicable

laws, Executive Orders, directives, policies, regulations, standards, and guidance for

authentication to a cryptographic module.
	DHS

	The control system enforces assigned authorizations for controlling the flow of information within

the system and between interconnected systems in accordance with applicable policy.
	DHS

	The organization develops and enforces policies and procedures for control system users

concerning the generation and use of passwords. These policies stipulate rules of complexity,

based on the criticality level of the systems to be accessed.
	DHS

	The organization displays an approved, system use notification message before granting access to

the control system.
	DHS

	The organization limits the number of concurrent sessions for any user on the control system.
	DHS

	The control system notifies the user, upon successful logon, of the date and time of the last logon

and the number of unsuccessful logon attempts since the last successful logon.
	DHS

	The control system limits the number of consecutive invalid access attempts by a user during a

given time period. The control system temporarily disables the user account when the maximum

number of unsuccessful attempts is exceeded and logs all unsuccessful login attempts.
	DHS

	After a predetermined period of inactivity, the control system prevents further access to the

system by initiating a session lock that remains in effect until the user reestablishes access using

appropriate identification and authentication procedures.
	DHS

	The control system automatically terminates a remote session after a defined period of inactivity

for workstations that are used for control system monitoring and maintenance activities based on

the risk assessment of the control system and the organization’s security policy.
	DHS

	The organization develops a formal written policy and appropriate security procedures to address

and protect against the risks of remote access to the control system, field devices, and

communication facilities.
	DHS

	The organization authorizes, monitors, and manages all methods of remote access to the control

system.
	DHS

	The organization 1) establishes use restrictions and implementation guidance for all portable

media and mobile IT devices and 2) documents, monitors, logs, and limits access of these portable

media and mobile devices to organizational control system. Appropriate organizational officials

authorize the use of portable and mobile devices per organization’s established security policy and

procedures.
	DHS

	The organization 1) establishes use restrictions and implementation guidance for wireless

technologies and 2) authorizes, monitors, and manages wireless access to the control system.
	DHS

	The organization restricts the use of personally owned information copied to the control system or

control system user workstation that is used for official organization business. This includes the

processing, storage, or transmission of organization business and critical control system

information. The terms and conditions need to address, at a minimum;

1. The types of applications that can be accessed from personally owned IT, either remotely or

from within the organization control system;

2. The maximum security category of information that can processed, stored, and transmitted;

3. How other users of the personally owned control system will be prevented from accessing

organization information;

4. The use of virtual private networking (VPN) and firewall technologies;

5. The use of and protection against the vulnerabilities of wireless technologies;

6. The maintenance of adequate physical security mechanisms;

7. The use of virus and spyware protection software; and

8. How often the security capabilities of installed software are to be updated (e.g., operating

system and other software security patches, virus definitions, firewall version

updates, malware definitions).
	DHS

	The organization employs mechanisms in the design and implementation of a control system to

restrict public access to the control system from the organization’s enterprise network.
	DHS

	The organization establishes terms and conditions for authorized individuals to:

1. Access the control system from an external system;

2. Process, store, and/or transmit organization-controlled information using an external system.
	DHS

	The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the user to be performed before the user is identified.
	Common Criteria

	The TSF shall require each user to be successfully identified before allowing any other TSF-mediated actions on behalf of that user.
	Common Criteria

	The TSF shall require each user to be successfully identified before allowing any other TSF-mediated actions on behalf of that user.
	Common Criteria

	The TSF shall associate the following user security attributes with subjects acting on the behalf of that user: [assignment: list of user security attributes].
	Common Criteria

	The TSF shall enforce the following rules on the initial association of user security attributes with subjects acting on the behalf of users: [assignment: rules for the initial association of attributes].
	Common Criteria

	The TSF shall enforce the following rules governing changes to the user security attributes associated with subjects acting on the behalf of users: [assignment: rules for the changing of attributes].
	Common Criteria


3.2.8. Non-Repudiation

Ability to irrefutably to tie an actor to an action

	The TSF shall be able to generate evidence of origin for transmitted [assignment: list of information types] at the request of the [selection: originator, recipient, [assignment: list of third parties]].
	Common Criteria

	The TSF shall be able to relate the [assignment: list of attributes] of the originator of the information, and the [assignment: list of information fields] of the information to which the evidence applies.
	Common Criteria

	The TSF shall provide a capability to verify the evidence of origin of information to [selection: originator, recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence of origin].
	Common Criteria

	The TSF shall enforce the generation of evidence of origin for transmitted [assignment: list of information types] at all times.
	Common Criteria

	The TSF shall be able to relate the [assignment: list of attributes] of the originator of the information, and the [assignment: list of information fields] of the information to which the evidence applies.
	Common Criteria

	The TSF shall provide a capability to verify the evidence of origin of information to [selection: originator, recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence of origin].
	Common Criteria

	The TSF shall be able to generate evidence of receipt for received [assignment: list of information types] at the request of the [selection: originator, recipient, [assignment: list of third parties]].
	Common Criteria

	The TSF shall be able to relate the [assignment: list of attributes] of the recipient of the information, and the [assignment: list of information fields] of the information to which the evidence applies.
	Common Criteria

	The TSF shall provide a capability to verify the evidence of receipt of information to [selection: originator, recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence of receipt].
	Common Criteria

	The TSF shall enforce the generation of evidence of receipt for received [assignment: list of information types] at all times.
	Common Criteria

	The TSF shall be able to relate the [assignment: list of attributes] of the recipient of the information, and the [assignment: list of information fields] of the information to which the evidence applies.
	Common Criteria

	The TSF shall provide a capability to verify the evidence of receipt of information to [selection: originator, recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence of receipt].
	Common Criteria


3.2.9. Notification and Signaling Services

Informational and command oriented

3.2.10. Resource Management Services

This section covers resource management services requirements. Resources Management Services include management of runtime resources, such as network/communication paths, processors, memory/disk space (e.g., for audit log capacity), etc.

	The organization develops, disseminates, and periodically reviews and updates:

1. A formal, documented system and communication protection policy that addresses:

a. The purpose of the system and communication protection policy as it relates to protecting

the organization’s personnel and assets;

b. The scope of the system and communication protection policy as it applies to all the

organizational staff and third-party contractors;

c. The roles, responsibilities and management accountability structure of the security

program to ensure compliance with the organization’s system and communications

protection policy and other regulatory commitments;

2. Formal, documented procedures to facilitate the implementation of the control system and

communication protection policy and associated systems and communication protection

controls.
	DHS

	The control system components separate telemetry/data acquisition services, from management

port functionality.
	DHS

	The control system isolates security functions from non-security functions.
	DHS

	The control system prevents unauthorized or unintended information transfer via shared system

resources.
	DHS

	The control system protects against or limits the effects of denial-of-service attacks based on an

organization’s defined list of types of denial-of-service attacks.
	DHS

	The control system limits the use of resources by priority.
	DHS

	The organization defines the external boundary(ies) of the control system. Procedural and policy

security functions define the operational system boundary, the strength required of the boundary,

and the respective barriers to unauthorized access and control of system assets and components.

The control system monitors and manages communications at the operational system boundary

and at key internal boundaries within the system.
	DHS

	The control system design and implementation protects the integrity of electronically

communicated information.
	DHS

	The control system design and implementation protects the confidentiality of communicated

information where necessary.
	DHS

	The control system establishes a trusted communications path between the user and the system.
	DHS

	When cryptography is required and employed within the control system, the organization

establishes and manages cryptographic keys using automated mechanisms with supporting

procedures or manual procedures.
	DHS

	The organization develops and implements a policy governing the use of cryptographic

mechanisms for the protection of control system information. The organization ensures all

cryptographic mechanisms comply with applicable laws, regulatory requirements, directives,

policies, standards, and guidance.
	DHS

	The use of collaborative computing mechanisms on control system is strongly discouraged and

provides an explicit indication of use to the local users.
	DHS

	The control system reliably associates security parameters (e.g., security labels and markings)

with information exchanged between the enterprise information systems and the control system.
	DHS

	The organization issues public key certificates under an appropriate certificate policy or obtains

public key certificates under an appropriate certificate policy from an approved service provider.
	DHS

	The organization:

1. Establishes usage restrictions and implementation guidance for mobile code technologies

based on the potential to cause damage to the control system if used maliciously;

2. Documents, monitors, and manages the use of mobile code within the control system.

Appropriate organizational officials should authorize the use of mobile code.
	DHS

	The organization: (i) establishes usage restrictions and implementation guidance for Voice over

Internet Protocol (VOIP) technologies based on the potential to cause damage to the information

system if used maliciously; and (ii) authorizes, monitors, and limits the use of VOIP within the

control system.
	DHS

	All external control system and communication connections are identified and adequately

protected from tampering or damage.
	DHS

	The control system design and implementation specifies the security roles and responsibilities for

the users of the system.
	DHS

	The control system provides mechanisms to protect the authenticity of device-to-device

communications.
	DHS

	The control system’s devices that collectively provide name/address resolution services for an

organization are fault tolerant and implement address space separation.
	DHS

	The control system resource (i.e., authoritative DNS server) that provides name/address resolution

service provides additional artifacts (e.g., digital signatures and cryptographic keys) along with

the authoritative DNS resource records it returns in response to resolution queries.
	DHS

	The control system resource (i.e., resolving or caching name server) that provides name/address

resolution service for local clients performs data origin authentication and data integrity

verification on the resolution responses it receives from authoritative DNS servers when requested

by client systems.
	DHS


3.2.11. Trust and Certificate Services

Description of relationships between entities and the faith placed on that relationship
certificates have uses outside of cryptography, for example, identification. this may be the home for material relating to creation, storage, revocation of certificates.

3.3. Performance/Non-Functional

(This is device, not organization oriented)

(As this is a security spec, presumably we are concerned with trade-offs among non-functional qualities like performance, maintainability, or usability vs. security. need some good examples.)

3.4. Assurance

3.4.1. Development Rigor

Not all solutions are created equal. Differing degrees of care and consideration can go into developing solutions that satisfy any given security requirement. This section contains requirements regarding the activities involved in developing smart grid system solutions. Topics include

· acquisition issues

· configuration management

· development practices

This is about the creation of smart grid systems, not their deployment, operation, or maintenance.

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, information system maintenance policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the information system maintenance policy and associated system maintenance controls.
	NIST 800-53 Rev.2

	The organization schedules, performs, documents, and reviews records of routine preventative and regular maintenance (including repairs) on the components of the information system in accordance with manufacturer or vendor specifications and/or organizational requirements.
	NIST 800-53 Rev.2

	The organization approves, controls, and monitors the use of information system maintenance tools and maintains the tools on an ongoing basis.
	NIST 800-53 Rev.2

	The organization authorizes, monitors, and controls any remotely executed maintenance and diagnostic activities, if employed.
	NIST 800-53 Rev.2

	The organization allows only authorized personnel to perform maintenance on the information system.
	NIST 800-53 Rev.2

	The organization obtains maintenance support and spare parts for [Assignment: organization-defined list of key information system components] within [Assignment: organization-defined time period] of failure.
	NIST 800-53 Rev.2

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, system and services acquisition policy that includes information security considerations and that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the system and services acquisition policy and associated system and services acquisition controls.
	NIST 800-53 Rev.2

	The organization determines, documents, and allocates as part of its capital planning and investment control process, the resources required to adequately protect the information system.
	NIST 800-53 Rev.2

	The organization manages the information system using a system development life cycle methodology that includes information security considerations.
	NIST 800-53 Rev.2

	The organization includes security requirements and/or security specifications, either explicitly or by reference, in information system acquisition contracts based on an assessment of risk and in accordance with applicable laws, Executive Orders, directives, policies, regulations, and standards.
	NIST 800-53 Rev.2

	The organization obtains, protects as required, and makes available to authorized personnel, adequate documentation for the information system.
	NIST 800-53 Rev.2

	The organization complies with software usage restrictions.
	NIST 800-53 Rev.2

	The organization enforces explicit rules governing the installation of software by users.
	NIST 800-53 Rev.2

	The organization designs and implements the information system using security engineering principles.
	NIST 800-53 Rev.2

	The organization: (i) requires that providers of external information system services employ adequate security controls in accordance with applicable laws, Executive Orders, directives, policies, regulations, standards, guidance, and established service-level agreements; and (ii) monitors security control compliance.
	NIST 800-53 Rev.2

	The organization requires that information system developers create and implement a configuration management plan that controls changes to the system during development, tracks security flaws, requires authorization of changes, and provides documentation of the plan and its implementation.
	NIST 800-53 Rev.2

	The organization requires that information system developers create a security test and evaluation plan, implement the plan, and document the results.
	NIST 800-53 Rev.2

	The organization develops, disseminates, and periodically reviews/updates:

1. A formal, documented, system and services acquisition policy that addresses:

a. The purpose of the security program as it relates to protecting the organization’s

personnel and assets;

b. The scope of the security program as it applies to all the organizational staff and thirdparty

contractors;

c. The roles, responsibilities and management accountability structure of the security

program to ensure compliance with the organization’s security policy and other

regulatory commitments.

2. Formal, documented procedures to facilitate the implementation of the system and services

acquisition policy and associated system and services acquisition controls.
	DHS

	The organization implements a process to determine, document, approve, and allocate the

resources required to adequately protect the control system as part of its capital planning and

investment control process.
	DHS

	The organization manages the control system using a system development life-cycle methodology

that includes control system security considerations.
	DHS

	The organization includes security requirements and/or security specifications, either explicitly or

by reference, in control system acquisition contracts based on an assessment of risk and in

accordance with applicable laws, Executive Orders, directives, policies, regulations, and

standards.
	DHS

	The organization ensures that adequate documentation for the control system and its constituent

components are available, protected when required, and are accessible to authorized personnel.
	DHS

	The organization’s security program deploys policy and procedures to enforce compliance with

software license usage restrictions.
	DHS

	The organization implements policies and procedures to enforce explicit rules and management

expectations governing user installation of software.
	DHS

	The organization designs and implements the control system using security engineering principles

and best practices.
	DHS

	The organization ensures that third-party providers of control system services employ adequate

security mechanisms in accordance with established service-level agreements and monitor

compliance.
	DHS

	The control system vendor creates and implements a configuration management plan and

procedures that limit changes to the control system during design and installation. This plan tracks
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security flaws. The vendor obtains the organization’s written approval for any changes to the plan.

The vendor provides documentation of the plan and its implementation.
	DHS

	The control system vendor develops a security test and evaluation plan. The vendor submits the

plan to the organization for approval and implements the plan once written approval is obtained.

The vendor then documents the results of the testing and evaluation and submits them to the

organization for approval.
	DHS

	The control system vendor adopts appropriate software development life-cycle practices to

eliminate common coding errors that affect security, particularly with respect to input data

validation and buffer management.
	DHS

	The organization develops, disseminates, and periodically reviews and updates:

1. A formal, documented Configuration Management policy that addresses:

a. The purpose of the configuration management policy as it relates to protecting the

organization’s personnel and assets;

b. The scope of the configuration management policy as it applies to all the organizational

staff and third-party contractors;

c. The roles, responsibilities and management accountability structure contained in the

configuration management policy to ensure compliance with the organization’s security

policy and other regulatory commitments.

2. Formal, documented procedures to facilitate the implementation of the configuration

management policy and associated configuration management controls.

3. The personnel qualification levels required to make changes, the conditions under which

changes are allowed, and what approvals are required for those changes.
	DHS

	The organization develops, documents, and maintains a current, baseline configuration of the

control system and an inventory of the system’s constituent components.
	DHS

	The organization authorizes, documents, and manages changes to the control system.
	DHS

	The organization implements a process to monitor changes to the control system and conducts

security impact analyses to determine the effects of the changes.
	DHS

	The organization:

1. Approves individual access privileges and enforces physical and logical access restrictions

associated with configuration changes to the control system;

2. Generates, retains, and reviews records reflecting all such changes.
	DHS

	The organization:

1. Establishes mandatory configuration settings for IT products employed within the control

system;
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2. Configures the security settings of control systems technology products to the most restrictive

mode consistent with control system operational requirements;

3. Documents the changed configuration settings.
	DHS

	The organization configures the control system to provide only essential capabilities and

specifically prohibit and/or restrict the use of functions, ports, protocols, and/or services as

defined in an organizationally generated “prohibited and/or restricted” list.
	DHS

	The organization creates and maintains a list of all end-user configurable assets and the

configurations of those assets used by the organization.
	DHS

	The organization implements policy and procedures to address the addition, removal, and disposal

of all control system equipment. All control system assets and information are documented,

identified, and tracked so that their location and function are known.
	DHS

	The organization changes all factory default authentication credentials on control system

components and applications upon installation.
	DHS

	The organization develops, disseminates, and periodically reviews/updates:

1. A formal, documented, control system maintenance policy that addresses purpose, scope,

roles, responsibilities, management commitment, coordination among organizational entities,

and compliance;

2. Formal, documented procedures to facilitate the implementation of the control system

maintenance policy and associated system maintenance controls.
	DHS

	The organization develops policies and procedures to upgrade existing legacy control systems to

include security mitigating measures commensurate with the organization’s risk tolerance and the

risk to the system and processes controlled.
	DHS

	The organization conducts periodic security vulnerability assessments according to the risk

management plan. The control system is then updated to address any identified vulnerabilities in

accordance with organization’s control system maintenance policy.
	DHS

	The organization makes and secures backups of critical system software, applications and data for

use if the control system operating system software becomes corrupted or destroyed.
	DHS

	The organization reviews and follows security requirements for a control system before

undertaking any unplanned maintenance activities of control system components (including field

devices). Documentation includes the following:

1. The date and time of maintenance;

2. The name of the individual(s) performing the maintenance;

3. The name of the escort, if necessary;

4. A description of the maintenance performed;

5. A list of equipment removed or replaced (including identification numbers, if applicable).
	DHS

	The organization schedules, performs, and documents routine preventive and regular maintenance

on the components of the control system in accordance with manufacturer or vendor

specifications and/or organizational policies and procedures.
	DHS

	The organization approves, manages, protects, and monitors the use of control system

maintenance tools and maintains the integrity of tools on an ongoing basis.
	DHS

	The organization documents authorization and approval policies and procedures and maintains a

list of personnel authorized to perform maintenance on the control system. Only authorized and

qualified organization or vendor personnel perform maintenance on the control system.
	DHS

	The organization authorizes, manages, and monitors remotely executed maintenance and

diagnostic activities on the control system. When remote maintenance is completed, the

organization (or control system in certain cases) terminates all sessions and remote connections

invoked in the performance of that activity. If password-based authentication is used to

accomplish remote maintenance, the organization changes the password following each remote

maintenance service.
	DHS

	The organization acquires maintenance support and spare parts for key control system

components within a specified time period of failure.
	DHS


3.4.2. Organizational Rigor

This section contains requirements regarding the policies employed by the organization(s) with access to assets of a deployed smart grid system. These requirements reflect on an organization's ability to continue to operate a smart grid system reliably over time. Topics include

· training procedures

· personnel security

· physical and environmental security [why not 3.4.3?]

· strategic planning

· media protection [why not 3.4.3?]

· monitoring and reviewing security policies

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, security awareness and training policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the security awareness and training policy and associated security awareness and training controls.
	NIST 800-53 Rev.2

	The organization provides basic security awareness training to all information system users (including managers and senior executives) before authorizing access to the system, when required by system changes, and [Assignment: organization-defined frequency, at least annually] thereafter.
	NIST 800-53 Rev.2

	The organization identifies personnel that have significant information system security roles and responsibilities during the system development life cycle, documents those roles and responsibilities, and provides appropriate information system security training: (i) before authorizing access to the system or performing assigned duties; (ii) when required by system changes; and (iii) [Assignment: organization-defined frequency] thereafter.
	NIST 800-53 Rev.2

	The organization documents and monitors individual information system security training activities including basic security awareness training and specific information system security training.
	NIST 800-53 Rev.2

	The organization establishes and maintains contacts with special interest groups, specialized forums, professional associations, news groups, and/or peer groups of security professionals in similar organizations to stay up to date with the latest recommended security practices, techniques, and technologies and to share the latest security-related information including threats, vulnerabilities, and incidents.
	NIST 800-53 Rev.2

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, media protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the media protection policy and associated media protection controls.
	NIST 800-53 Rev.2

	The organization restricts access to information system media to authorized individuals.
	NIST 800-53 Rev.2

	The organization: (i) affixes external labels to removable information system media and information system output indicating the distribution limitations, handling caveats and applicable security markings (if any) of the information; and (ii) exempts [Assignment: organization-defined list of media types or hardware components] from labeling so long as they remain within [Assignment: organization-defined protected environment].
	NIST 800-53 Rev.2

	The organization physically controls and securely stores information system media within controlled areas.
	NIST 800-53 Rev.2

	The organization protects and controls information system media during transport outside of controlled areas and restricts the activities associated with transport of such media to authorized personnel.
	NIST 800-53 Rev.2

	The organization sanitizes information system media, both digital and non-digital, prior to disposal or release for reuse.
	NIST 800-53 Rev.2

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, physical and environmental protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the physical and environmental protection policy and associated physical and environmental protection controls.
	NIST 800-53 Rev.2

	The organization develops and keeps current a list of personnel with authorized access to the facility where the information system resides (except for those areas within the facility officially designated as publicly accessible) and issues appropriate authorization credentials. Designated officials within the organization review and approve the access list and authorization credentials [Assignment: organization-defined frequency, at least annually].
	NIST 800-53 Rev.2

	The organization controls all physical access points (including designated entry/exit points) to the facility where the information system resides (except for those areas within the facility officially designated as publicly accessible) and verifies individual access authorizations before granting access to the facility. The organization controls access to areas officially designated as publicly accessible, as appropriate, in accordance with the organization’s assessment of risk.
	NIST 800-53 Rev.2

	The organization controls physical access to information system distribution and transmission lines within organizational facilities.
	NIST 800-53 Rev.2

	The organization controls physical access to information system devices that display information to prevent unauthorized individuals from observing the display output.
	NIST 800-53 Rev.2

	The organization monitors physical access to the information system to detect and respond to physical security incidents.
	NIST 800-53 Rev.2

	The organization controls physical access to the information system by authenticating visitors before authorizing access to the facility where the information system resides other than areas designated as publicly accessible.
	NIST 800-53 Rev.2

	The organization maintains visitor access records to the facility where the information system resides (except for those areas within the facility officially designated as publicly accessible) that includes: (i) name and organization of the person visiting; (ii) signature of the visitor; (iii) form of identification; (iv) date of access; (v) time of entry and departure; (vi) purpose of visit; and (vii) name and organization of person visited. Designated officials within the organization review the visitor access records [Assignment: organization-defined frequency].
	NIST 800-53 Rev.2

	The organization protects power equipment and power cabling for the information system from damage and destruction.
	NIST 800-53 Rev.2

	The organization provides, for specific locations within a facility containing concentrations of information system resources, the capability of shutting off power to any information system component that may be malfunctioning or threatened without endangering personnel by requiring them to approach the equipment.
	NIST 800-53 Rev.2

	The organization provides a short-term uninterruptible power supply to facilitate an orderly shutdown of the information system in the event of a primary power source loss.
	NIST 800-53 Rev.2

	The organization employs and maintains automatic emergency lighting that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes.
	NIST 800-53 Rev.2

	The organization employs and maintains fire suppression and detection devices/systems that can be activated in the event of a fire.
	NIST 800-53 Rev.2

	The organization regularly maintains, within acceptable levels, and monitors the temperature and humidity within the facility where the information system resides.
	NIST 800-53 Rev.2

	The organization protects the information system from water damage resulting from broken plumbing lines or other sources of water leakage by providing master shutoff valves that are accessible, working properly, and known to key personnel.
	NIST 800-53 Rev.2

	The organization authorizes and controls information system-related items entering and exiting the facility and maintains appropriate records of those items.
	NIST 800-53 Rev.2

	The organization employs appropriate management, operational, and technical information system security controls at alternate work sites.
	NIST 800-53 Rev.2

	The organization positions information system components within the facility to minimize potential damage from physical and environmental hazards and to minimize the opportunity for unauthorized access.
	NIST 800-53 Rev.2

	The organization protects the information system from information leakage due to electromagnetic signals emanations.
	NIST 800-53 Rev.2

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, security planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the security planning policy and associated security planning controls.
	NIST 800-53 Rev.2

	The organization develops and implements a security plan for the information system that provides an overview of the security requirements for the system and a description of the security controls in place or planned for meeting those requirements. Designated officials within the organization review and approve the plan
	NIST 800-53 Rev.2

	The organization reviews the security plan for the information system [Assignment: organization-defined frequency, at least annually] and revises the plan to address system/organizational changes or problems identified during plan implementation or security control assessments.
	NIST 800-53 Rev.2

	The organization establishes and makes readily available to all information system users, a set of rules that describes their responsibilities and expected behavior with regard to information and information system usage. The organization receives signed acknowledgment from users indicating that they have read, understand, and agree to abide by the rules of behavior, before authorizing access to the information system and its resident information.
	NIST 800-53 Rev.2

	The organization conducts a privacy impact assessment on the information system in accordance with OMB policy.
	NIST 800-53 Rev.2

	The organization plans and coordinates security-related activities affecting the information system before conducting such activities in order to reduce the impact on organizational operations (i.e., mission, functions, image, and reputation), organizational assets, and individuals.
	NIST 800-53 Rev.2

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, personnel security policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the personnel security policy and associated personnel security controls
	NIST 800-53 Rev.2

	The organization assigns a risk designation to all positions and establishes screening criteria for individuals filling those positions. The organization reviews and revises position risk designations [Assignment: organization-defined frequency].
	NIST 800-53 Rev.2

	The organization screens individuals requiring access to organizational information and information systems before authorizing access.
	NIST 800-53 Rev.2

	The organization, upon termination of individual employment, terminates information system access, conducts exit interviews, retrieves all organizational information system-related property, and provides appropriate personnel with access to official records created by the terminated employee that are stored on organizational information systems.
	NIST 800-53 Rev.2

	The organization reviews information systems/facilities access authorizations when personnel are reassigned or transferred to other positions within the organization and initiates appropriate actions
	NIST 800-53 Rev.2

	The organization completes appropriate signed access agreements for individuals requiring access to organizational information and information systems before authorizing access and reviews/updates the agreements [Assignment: organization-defined frequency].
	NIST 800-53 Rev.2

	The organization establishes personnel security requirements including security roles and responsibilities for third-party providers and monitors provider compliance.
	NIST 800-53 Rev.2

	The organization employs a formal sanctions process for personnel failing to comply with established information security policies and procedures.
	NIST 800-53 Rev.2

	The organization develops, disseminates, and periodically reviews and updates:

1. A formal, documented, personnel security policy that addresses:

a. The purpose of the security program as it relates to protecting the organization’s personnel

and assets;

b. The scope of the security program as it applies to all the organizational staff and thirdparty

contractors;

c. The roles, responsibilities, and management accountability structure of the security

program to ensure compliance with the organization’s security policy and other

regulatory commitments;

2. Formal, documented procedures to facilitate the implementation of the personnel security

policy and associated personnel security controls.

3. Formal procedure to review and document list of approved personnel with access to control

systems.
	DHS

	The organization assigns a risk designation to all positions and establishes screening criteria for

individuals filling those positions. The organization reviews and revises position risk designations

periodically based on the organization’s requirements or regulatory commitments.
	DHS

	The organization screens individuals requiring access to the control system before access is

authorized.
	DHS

	When an employee is terminated, the organization revokes logical and physical access to control

systems and facilities and ensures all organization-owned property is returned and that

organization-owned documents and/or data files relating to the control system that are in the

employee’s possession be transferred to the new authorized owner within the organization.

Complete execution of this control occurs within 24 hours for employees or contractors

terminated for cause.
	DHS

	The organization reviews logical and physical access permissions to control systems and facilities

when individuals are reassigned or transferred to other positions within the organization and
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initiates appropriate actions. Complete execution of this control occurs within 7 days for

employees or contractors who no longer need to access control system resources.
	DHS

	The organization completes appropriate agreements for control system access before access is

granted. This requirement applies to all parties, including third parties and contractors, who desire

access to the control system. The organization reviews and updates access agreements

periodically.
	DHS

	The organization enforces security controls for third-party personnel and monitors service

provider behavior and compliance.
	DHS

	The organization employs a formal accountability process for personnel failing to comply with

established control system security policies and procedures and clearly documents potential

disciplinary actions for failing to comply.
	DHS

	The organization provides employees and contractors with complete job descriptions and

unambiguous and detailed expectations of conduct, duties, terms and conditions of employment,

legal rights, and responsibilities.
	DHS

	The organization develops, implements, and periodically reviews and updates:

1. A formal, documented physical security policy that addresses:

a. The purpose of the physical security program as it relates to protecting the

organization’s personnel and assets;

b. The scope of the physical security program as it applies to all the organizational staff and

third-party contractors;

c. The roles, responsibilities and management accountability structure of the physical

security program to ensure compliance with the organization’s security policy and other

regulatory commitments.

2. Formal, documented procedures to facilitate the implementation of the physical and

environmental protection policy and associated physical and environmental protection

controls.
	DHS

	The organization develops and maintains lists of personnel with authorized access to facilities

containing control systems (except for areas within facilities officially designated as publicly

accessible) and issue appropriate authorization credentials (e.g., badges, identification cards,

smart cards). Designated officials within the organization review and approve the access list and

authorization credentials at least annually.
	DHS

	The organization limits physical access to all control system facilities and assets and verifies

individual access authorizations before granting access. The organization limits access to areas

officially designated as publicly accessible, as appropriate, in accordance with the organization’s

assessment of risk.
	DHS

	The organization monitors physical access to the control system facilities to detect and respond to

physical security incidents.
	DHS

	The organization limits physical access to control systems by authenticating visitors before

authorizing access to facilities or areas other than areas designated as publicly accessible.
	DHS

	The organization maintains visitor access records to the control system facility (except for those

areas within the facility officially designated as publicly accessible) that include:

1. Name and organization of the person visiting;

2. Signature of the visitor;

3. Form of identification;

4. Date of access;

5. Time of entry and departure;

6. Purpose of visit;

7. Name and organization of person visited.
	DHS

	The organization retains all physical access logs for as long as dictated by any applicable

regulations or based on an organization-defined period by approved policy.
	DHS

	For specific locations within a facility containing concentrations of control system resources

(e.g., control centers, server rooms), the organization provides the capability of shutting off power

to any component that may be malfunctioning (e.g., due to an electrical fire) or threatened

(e.g., due to a water leak) without compromising personnel safety.
	DHS

	The organization provides a short-term Uninterruptible Power Supply (UPS) to facilitate an

orderly shutdown of non-critical control system components in the event of a primary power

source loss.
	DHS

	The organization employs and maintains automatic emergency lighting systems that activate in

the event of a power outage or disruption and includes lighting for emergency exits and

evacuation routes.
	DHS

	The organization implements and maintains fire suppression and detection devices/systems that

can be activated in the event of a fire.
	DHS

	The organization regularly monitors the temperature and humidity within facilities containing

control system assets and ensures they are maintained within acceptable levels.
	DHS

	The organization protects the control systems from water damage resulting from broken plumbing

lines, fire control systems or other sources of water leakage by ensuring that master shutoff valves

are accessible, working properly, and known to key personnel.
	DHS

	The organization authorizes and limits the delivery and removal of control system components

(i.e., hardware, firmware, software) from control system facilities and maintains appropriate

records and control of that equipment. The organization documents policies and procedures

governing the delivery and removal of control system assets in the control system security plan.
	DHS

	The organization establishes an alternate control center with proper equipment and

communication infrastructure to compensate for the loss of the primary control system worksite.

The organization implements appropriate management, operational, and technical security

measures at alternate control centers.
	DHS

	The organization monitors and prohibits the use of unapproved portable media use on the control

system.
	DHS

	The organization implements asset location technologies to track and monitor the movements of

personnel and vehicles within the organization’s controlled areas to ensure they stay in authorized

areas, to identify personnel needing assistance, and to support emergency response.
	DHS

	The organization locates control system assets to minimize potential damage from physical and

environmental hazards and to minimize the opportunity for unauthorized access.
	DHS

	The organization protects the control system from information leakage.
	DHS

	The organization protects control system power equipment and power cabling from damage and

destruction.
	DHS

	The organization employs hardware (cages, locks, cases, etc.) to detect and deter unauthorized

physical access to control system devices.
	DHS

	The organization develops, disseminates, and periodically reviews and updates:

1. A formal, documented, planning policy that addresses:

a. The purpose of the strategic planning program as it relates to protecting the

organization’s personnel and assets;

b. The scope of the strategic planning program as it applies to all the organizational staff

and third-party contractors;

c. The roles, responsibilities, and management accountability structure of the strategic

planning program to ensure compliance with the organization’s security policy and other

regulatory commitments.

2. Formal, documented procedures to facilitate the implementation of the strategic planning

policy and associated strategic planning controls.
	DHS

	The organization develops and implements a security plan for the control system that provides an

overview of the security requirements for the system and a description of the security measures in

place or planned for meeting those requirements. Designated officials within the organization

review and approve the control system security plan.
	DHS

	The organization identifies potential interruptions and classifies them as to “cause,” “effects,” and

“likelihood.”
	DHS

	The organization’s control system security plan defines and communicates the specific roles and

responsibilities in relation to various types of incidents.
	DHS

	The organization includes training on the implementation of the control system security plans for

employees, contractors, and stakeholders into the organization’s planning process.
	DHS

	The organization regularly tests security plans to validate the control system objectives.
	DHS

	The organization includes investigation and analysis of control system incidents in the planning

process.
	DHS

	The organization includes processes and mechanisms in the planning to ensure that corrective

actions identified as the result of a cyber security and control system incidents are fully

implemented.
	DHS

	Risk-reduction mitigation measures are planned and implemented and the results monitored to

ensure effectiveness of the organization’s risk management plan.
	DHS

	The organization regularly, at prescribed frequencies, reviews the security plan for the control

system and revises the plan to address system/organizational changes or problems identified

during system security plan implementation or security controls assessment.
	DHS

	The organization establishes and makes readily available to all control system users a set of rules

that describes their responsibilities and expected behavior with regards to control system usage.

The organization obtains signed acknowledgement from users indicating that they have read,

understand, and agree to abide by the rules of behavior before authorizing access to the control

system.
	DHS

	The organization plans and coordinates security-related activities affecting the control system

before conducting such activities to reduce the impact on organizational operations (i.e., mission,

functions, image, and reputation), organizational assets, or individuals.
	DHS

	The organization develops, disseminates, and periodically reviews/updates:

1. A formal, documented, security awareness and training policy that addresses purpose, scope,

roles, responsibilities, management commitment, coordination among organizational entities,

and compliance; and

2. Formal, documented procedures to facilitate the implementation of the security awareness and

training policy and associated security awareness and training controls.
	DHS

	The organization provides basic security awareness training to all control system users (including

managers and senior executives) before authorizing access to the system, when required by

system changes, and at least annually thereafter. The effectiveness of security awareness training,

at the organization level, needs to be reviewed at a minimum once a year.
	DHS

	The organization identifies and trains personnel with significant control system security roles and

responsibilities. The organization documents those roles and responsibilities and provides

appropriate control system security training before authorizing access to the system, when

required by system changes, and with periodic training thereafter.
	DHS

	The organization documents, maintains, and monitors individual control system security training

activities, including basic security awareness training and specific information and control system

security training in accordance with the organization’s records retention policy.
	DHS

	The organization establishes, participates with, and maintains contacts with special interest

groups, industry vendor forums, specialized public or governmental forums, or professional

associations to stay up to date with the latest recommended security practices, techniques, and

technologies and to share the latest security-related information including threats, vulnerabilities,

and incidents.
	DHS

	The organization documents and tests the knowledge of personnel on security policies and

procedures based on their roles and responsibilities to ensure that they understand their

responsibilities in securing the control system.
	DHS

	The organization develops, disseminates, and periodically reviews/updates:

1. A formal, documented, media protection policy that addresses purpose, scope, roles,

responsibilities, management commitment, coordination among organizational entities, and

compliance;

2. Formal, documented procedures to facilitate the implementation of the media protection

policy and associated media protection controls.
	DHS

	The organization ensures that only authorized users have access to information in printed form or

on digital media, whether integral to or removed from the control system.
	DHS

	The organization reviews and classifies all removable information storage media and the control

system output to determine distribution limitations (public, confidential, or classified).
	DHS

	The organization affixes external labels to removable information system media and to the control

system output that indicate the distribution limitations (public, confidential, or classified) and

handling caveats of the information. The organization may exempt specific types of media or

hardware components from labeling as long as they remain within a secure environment (as

defined by the organization).
	DHS

	The organization physically manages and securely stores control system media within protected

areas. The sensitivity of the material delineates how the media is stored.
	DHS

	The organization develops security measures for paper and digital media extracted from the

control system and restricts the pickup, receipt, transfer, and delivery of such media to authorized

personnel.
	DHS

	The organization sanitizes control system digital and non-digital media, before disposal or release

for reuse.
	DHS

	The organization develops, disseminates, and periodically reviews/updates:

1. A formal, documented, monitoring and reviewing control system security management policy

that addresses purpose, scope, roles, responsibilities, management commitment, coordination

among organizational entities, and compliance;

2. Formal, documented procedures to facilitate the implementation of the monitoring and

reviewing control system security management policy and associated audit and accountability

controls.
	DHS

	The organization’s security program implements continuous improvement practices to ensure that

industry lessons-learned and best practices are incorporated into control system security policies

and procedures.
	DHS

	The organization includes a process for monitoring and reviewing the performance of their cyber

security policy.
	DHS

	The organization incorporates industry best practices into the organization’s security program for

control systems.
	DHS

	The organization authorizes (i.e., accredits) the control system for processing before operations

and periodically updates the authorization based on organization-defined frequency or when there

is a significant change to the system. A senior organizational official signs and approves the

security accreditation.
	DHS

	The organization conducts an assessment of the security mechanisms in the control system to

determine the extent to which the security measures are implemented correctly, operating as

intended, and producing the desired outcome with respect to meeting the security requirements for

the system.
	DHS

	The organization establishes policies and procedures to define roles, responsibilities, behaviors,

and practices for the implementation of an overall security program.
	DHS

	The organization defines a framework of management leadership accountability. This framework

establishes roles and responsibilities to approve cyber security policy, assign security roles, and

coordinate the implementation of cyber security across the organization.
	DHS

	Baseline practices that organizations employ for organizational security include, but are not

limited to:

1. Executive management accountability for the security program;

2. Responsibility for control system security within the organization includes sufficient

authority and an appropriate level of funding to implement the organization’s security policy;

3. The organization’s security policies and procedures that provide clear direction,

accountability, and oversight for the organization’s security team. The security team assigns
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roles and responsibilities in accordance with the organization’s policies and confirms that

processes are in place to protect company assets and critical information;

4. The organization’s contracts with external entities that address the organization’s security

policies and procedures with business partners, third-party contractors, and outsourcing

partners;

5. The organization’s security policies and procedures ensure coordination or integration with

the organization’s physical security plan. Organization roles and responsibilities are

established that address the overlap and synergy between physical and control system security

risks.
	DHS

	The organization’s security policies and procedures delineate how the organization implements its

emergency response plan and coordinates efforts with law enforcement agencies, regulators,

Internet service providers and other relevant organizations in the event of a security incident.
	DHS

	The organization holds external suppliers and contractors that have an impact on the security of

the control center to the same security policies and procedures as the organization's own

personnel. Ensure security policies and procedures of second- and third-tier suppliers comply with

corporate cyber security policies and procedures if they will impact control system security.
	DHS

	Establish procedures to remove external supplier access at the conclusion/termination of the

contract.
	DHS


3.4.3. Handling/Operating Rigor

This section contains requirements regarding the activities involved in the day-to-day operation of deployed smart grid systems. Topics include

· information and document management policies

· incident response procedures

· maintenance procedures

Include a section indicating policies from other sections (e.g., key management policy requirements found in the cryptography section) that may also be applicable.

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, contingency planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the contingency planning policy and associated contingency planning controls.
	NIST 800-53 Rev.2

	The organization develops and implements a contingency plan for the information system addressing contingency roles, responsibilities, assigned individuals with contact information, and activities associated with restoring the system after a disruption or failure. Designated officials within the organization review and approve the contingency plan and distribute copies of the plan to key contingency personnel.
	NIST 800-53 Rev.2

	The organization trains personnel in their contingency roles and responsibilities with respect to the information system and provides refresher training [Assignment: organization-defined frequency, at least annually].
	NIST 800-53 Rev.2

	The organization: (i) tests and/or exercises the contingency plan for the information system [Assignment: organization-defined frequency, at least annually] using [Assignment: organization-defined tests and/or exercises] to determine the plan’s effectiveness and the organization’s readiness to execute the plan; and (ii) reviews the contingency plan test/exercise results and initiates corrective actions.
	NIST 800-53 Rev.2

	The organization reviews the contingency plan for the information system [Assignment: organization-defined frequency, at least annually] and revises the plan to address system/organizational changes or problems encountered during plan implementation, execution, or testing.
	NIST 800-53 Rev.2

	The organization identifies an alternate storage site and initiates necessary agreements to permit the storage of information system backup information.
	NIST 800-53 Rev.2

	The organization identifies an alternate processing site and initiates necessary agreements to permit the resumption of information system operations for critical mission/business functions within [Assignment: organization-defined time period] when the primary processing capabilities are unavailable.
	NIST 800-53 Rev.2

	The organization identifies primary and alternate telecommunications services to support the information system and initiates necessary agreements to permit the resumption of system operations for critical mission/business functions within [Assignment: organization-defined time period] when the primary telecommunications capabilities are unavailable.
	NIST 800-53 Rev.2

	The organization conducts backups of user-level and system-level information (including system state information) contained in the information system [Assignment: organization-defined frequency] and protects backup information at the storage location.
	NIST 800-53 Rev.2

	The organization employs mechanisms with supporting procedures to allow the information system to be recovered and reconstituted to a known secure state after a disruption or failure.
	NIST 800-53 Rev.2

	The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, incident response policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the incident response policy and associated incident response controls.
	NIST 800-53 Rev.2

	The organization trains personnel in their incident response roles and responsibilities with respect to the information system and provides refresher training [Assignment: organization-defined frequency, at least annually].
	NIST 800-53 Rev.2

	The organization tests and/or exercises the incident response capability for the information system [Assignment: organization-defined frequency, at least annually] using [Assignment: organization-defined tests and/or exercises] to determine the incident response effectiveness and documents the results.
	NIST 800-53 Rev.2

	The organization implements an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery.
	NIST 800-53 Rev.2

	The organization tracks and documents information system security incidents on an ongoing basis.
	NIST 800-53 Rev.2

	The organization promptly reports incident information to appropriate authorities.
	NIST 800-53 Rev.2

	The organization provides an incident response support resource that offers advice and assistance to users of the information system for the handling and reporting of security incidents. The support resource is an integral part of the organization’s incident response capability.
	NIST 800-53 Rev.2

	The organization develops, disseminates, and periodically reviews/updates:

1. A formal, documented, control system information and document management policy that

addresses purpose, scope, roles, responsibilities, management commitment, coordination

among organizational entities, and compliance.

2. Formal, documented procedures to facilitate the implementation of the control system

information and document management policy and associated system maintenance controls.
	DHS

	The organization manages control system related data, including establishing retention policies

and procedures for both electronic and paper data, and manages access to the data based on

formally assigned roles and responsibilities.
	DHS

	Organization implemented policies and procedures detailing the handling of information are

developed and periodically reviewed and updated.
	DHS

	All information is classified to indicate the protection required commensurate with its sensitivity

and consequence.
	DHS

	Formal contractual and confidentiality agreements are established for the exchange of information

and software between the organization and external parties.
	DHS

	The organization develops policies and procedures to classify data, including establishing:

1. Retention policies and procedures for both electronic and paper media;

2. Classification policies and methods, (e.g., restricted, classified, general, etc.).;

3. Access and control policies, to include sharing, copying, transmittal, and distribution

appropriate for the level of protection required;

4. Access to the data based on formally assigned roles and responsibilities for the control

system.
	DHS

	The organization develops policies and procedures that provide details of the retrieval of written

and electronic records, equipment, and other media for the control system in the overall

information and document management policy.
	DHS

	The organization develops policies and procedures detailing the destruction of written and

electronic records, equipment, and other media for the control system, without compromising the

confidentiality of the data.
	DHS

	The organization performs periodic reviews of compliance with the control system information

and document security management policy to ensure compliance with any laws and regulatory

requirements.
	DHS

	The control system automatically marks data output using standard naming conventions to

identify any special dissemination, handling, or distribution instructions.
	DHS

	The control system automatically labels information in storage, in process, and in transmission.
	DHS

	The organization develops, disseminates, and periodically reviews/updates:

1. A formal, documented, incident response policy that addresses purpose, scope, roles,

responsibilities, management commitment, coordination among organizational entities, and

compliance; and

2. Formal, documented procedures to facilitate the implementation of the incident response

policy and associated incident response controls.
	DHS

	The organization develops and implements a continuity of operations plan dealing with the overall

issue of maintaining or re-establishing production in case of an undesirable interruption for a

control system. The plan addresses roles, responsibilities, assigned individuals with contact

information, and activities associated with restoring system operations after a disruption or

failure. Designated officials within the organization review and approve the continuity of

operations plan.
	DHS

	The organization’s continuity of operations plan defines and communicates the specific roles and

responsibilities for each part of the plan in relation to various types of control system incidents.
	DHS

	The organization trains personnel in their continuity of operations plan roles and responsibilities

with respect to the control system. The organization provides refresher training at least annually.

The training covers employees, contractors, and stakeholders in the implementation of the

continuity of operations plan.
	DHS

	The organization tests the continuity of operations plan to determine its effectiveness and

documents the results. Appropriate officials within the organization review the documented test

results and initiate corrective actions if necessary. The organization tests the continuity of

operations plan for the control system at least annually, using organization prescribed tests and

exercises to determine the plan’s effectiveness and the organization’s readiness to execute the

plan.
	DHS

	The organization reviews the continuity of operations plan for the control system at least annually

and updates the plan to address system, organizational, and technology changes or problems

encountered during plan implementation, execution, or testing.
	DHS

	The organization implements control system incident handling capabilities for security incidents

that includes preparation, detection and analysis, containment, eradication, and recovery.
	DHS

	The organization tracks and documents control system network security incidents on an ongoing

basis.
	DHS

	The organization promptly reports cyber and control system security incident information to the

appropriate authorities.
	DHS

	The organization provides an incident response support resource that offers advice and assistance

to users of the control system for the handling and reporting of security incidents. The support

resource is an integral part of the organization’s incident response capability.
	DHS

	The organization documents its policies and procedures to show that investigation and analysis of

incidents are included in the planning process. The procedures ensure that the control system is

capable of providing event data to the proper personnel for analysis and for developing mitigation

steps. The organization ensures that a dedicated group of personnel is assigned to periodically

review the data at a minimum monthly.
	DHS

	The organization includes processes and mechanisms in the planning to ensure that corrective

actions identified as the result of a cyber security incident are fully implemented.
	DHS

	The organization identifies an alternate storage site and initiates necessary agreements to permit

the storage of control system configuration information.
	DHS

	The organization identifies alternate command/control methods for the control system and

initiates necessary agreements to permit the resumption of operations for the safe operation of the

control system within an organization-defined time period when the primary system capabilities

are unavailable.
	DHS

	The organization identifies an alternate control center, necessary telecommunications, and

initiates necessary agreements to permit the resumption of control system operations for critical

functions within an organization-prescribed time period when the primary control center is

unavailable.
	DHS

	The organization conducts backups of critical control system information, including state of the

user-level and system level information, process formulas, system inventories, etc., contained in

the control system, on a regular schedule as defined by the organization, and stores the

information at an appropriately secured location.
	DHS

	The organization employs mechanisms with supporting procedures to allow the control system to

be recovered and reconstituted to the system’s original state after a disruption or failure.
	DHS

	The control system has the ability to execute an appropriate fail safe procedure upon the loss of

communications with the control system or the loss of the control system itself.
	DHS


3.4.4. Accountability

"Security auditing involves recognizing, recording, storing, and analyzing information related to security relevant activities (i.e. activities controlled by the TSF). The resulting audit records can be examined to determine which security relevant activities took place and whom (which user) is responsible for them." CC
3.4.5. Access Control

"The focus of access control is ensuring that resources are only accessed by the appropriate personnel and that personnel are correctly identified. The first step in access control is creating access control lists with access privileges for personnel. The next step is to implement security mechanisms to enforce the access control lists. Mechanisms also need to be put into place to monitor access activities for inappropriate activity. The access control lists need to be managed through adding, altering, and removing access rights as necessary. 

Identification and authentication is the process of verifying the identity of a user, process, or device, as a prerequisite for granting access to resources in a control system. Identification could be a password, a token, or a fingerprint. Authentication is the challenge process to prove (validate) the identification provided. An example would be using a fingerprint (identification) to access a computer via a biometric device (authentication). The biometric device authenticates the identity of the fingerprint." DHS
[This includes attributes, sessions, etc.]
4. Protection Profiles

4.1. Introduction

A protection profile, as defined in the Common Criteria, is "an implementation-independent statement of security needs" [ref]. This idea has been borrowed for use in smart grid system security. This document, the Smart Grid System Security Specification, lists a collection of generic security requirements (throughout Section 3) meant to serve as templates for the requirements of specific smart grid applications and solutions. It is meant to be used in conjunction with a collection of protection profiles, each of which provides specific security requirements for specific products.

A protection profile is defined to cover a specific collection of business functions. The protection profile maps the security needs of those business functions against the generic security requirements found in this document, using those templates to generate a more detailed, precise set of requirements applicable to smart grid applications or solutions implementing the specified business functions.

Mappings between products and protection profiles need not be one-to-one. A given product may implement business functions described by multiple protection profiles; it would then need to satisfy the union of the security requirements found in those protection profiles. Subsetting, however, is not permitted. For a product to conform to a protection profile, it must satisfy all security requirements from that protection profile.

Given this flexible nature and the evolving set of business functions in the smart grid, there is no pre-defined set of protection profiles known to provide complete coverage of all business functions in the smart grid. Instead, additional protection profiles will be developed over time to address new needs.

4.2.
Development Process

This section describes an approach to developing new protection profiles. Additional or alternate activities may be performed, but this is a reasonable set of activities to cover the basics.

4.2.1.
Identify and define business function

A protection profile is scoped by the business functions for which it defines security requirements. As such, it is essential to clearly define the business function(s) included in a protection profile.

Each business function should by identified by at least the following information [only a placeholder; should be driven by what supports 4.2.2 + reasonable additional info]

· a descriptive name

· a textual summary

· a collection of use cases identifying the functionality provided by the business function, including:
·  stakeholders involved (users, automated systems, etc.)

·  source of stimulus

· system response to stimulus

· assets involved needing protection

· A summary of most important security concerns for the business function (CIA?)


4.2.2.
Apply tailored risk assessment (how do you perform a risk assessment specifically w/in this profile)

Modes
1. Identify system modes and [significant] component modes

2. Identify specific risks associated with the modes themselves

3. Identify specific risks associated with transitioning between the modes

Note: Consider availability of information/resources, privileges and associated access controls.

4.2.3.
Produce risk profile score

Need help here…

Gist is to organize the set of requirements

•
identify related requirements that relate to the same threats, particularly with respect to overlap/alternatives; if they differ by strength of protection, sort and identify this relationship

•
differentiate between "and"s and "or"s

4.2.4.
Map risk profile against specification (i.e., section 3 above)

Should build on the above; the general idea is to take the results of the risk assessment and map risks/threats against requirements from this document that mitigate those risks. requirements are "instantiated" to reference particular assets/threats pertinent to the identified business functions. remember, though, that the result is a statement of security needs, not of technology solutions.

4.3.
Profile Application

A protection profile can be used in many ways, the most significant of which are described in this section. The primary purpose of a protection profile, however, is to serve as an agreed upon statement of the security needs of a collection of functionality. Protection profiles are intended to be made public, allowing them to serve as a basis for communication among a diverse set of stakeholders, such as those implementing software components and those purchasing them.

The benefits of a protection profile are amplified as their use spreads across an industry. Some examples include

· As more parties contribute to the development of protection profiles, their quality (coverage?) improves and better examples become available to assist in the production of new protection profiles.

· As more consumers reference protection profiles as part of the procurement process, vendors have a simpler problem to deal with in providing solutions that satisfy the needs of a larger community.

· As more vendors provide solutions that conform to protection profiles, consumers have a wider range of choices for which explicit criteria are available for comparison.

4.3.1.
Compliance & Certification

A protection profile identifies the minimal security needs for a collection of business functions. These needs should be identified as unambiguously as possible so that they can be the basis of agreements between stakeholders. When a consumer cites a protection profile as identifying its security needs for a product, then any evaluation that finds that a product satisfies the protection profile should be sufficient to assure the consumer that its needs have been satisfied.

This provides a norm, not just for communication, but for evaluation of solutions. Ideally, an independent body could be established that certifies products as conformant with published protection profiles. The suitability of such certification, however, is dependent on the quality of the protection profile. If only vague security needs are identified, then too wide a range of implementations could be found to be conformant without truly satisfying a consumer's needs.

4.3.2.
Profile Registration

If protection profiles are to serve as a basis for communication and agreements among stakeholders, it must be easy for any stakeholder to quickly find a cited protection profile. Ideally, an independent organization would host a public collection of protection profiles and provide a registry stakeholders can use to find and access protection profiles.

Registration of a protection profile would not, however, imply any kind of endorsement of the suitability of the protection profile for any purpose. Suitability for purpose is a decision made by a consumer regarding the match between the stated security needs in a protection profile and their own business or mission goals.

4.3.3.
Procurement Support

As a defined statement of security needs, a protection profile provides an organization with a head start in supplying security requirements for the development or procurement of a solution for the business functions identified in the protection profile. For example, when an organization's needs are covered by those in a protection profile, the protection profile can serve as a complete security specification in a procurement. In this capacity, the protection profile acts much like a standard, potentially providing a common set of a security specifications from different consumers for a single vendor to build to.
4.3.4. Example Profiles

� Includes cyber and physical attacks, such as attempts to physically tamper with a meter, and disruption of the supporting communications infrastructure.





�Darren Highfill


�Darren Highfill


�Jeff Gooding


�Needs edit.


�Jeremy McDonald


�Some of this will move to section 2 (Jeff’s)


�This stays where it is.


�Jeremy McDonald


�Suggestions for where to pull definitions from.


�Jeremy McDonald


�Jeff Gooding


�Darren Highfill and Bobby Brown


�Removed the word element to standardize on  the term component.


�Bradford: please classify, organize, and normalize this list.


�Howard: please tie this section back to security requirements.


�Jeff Gooding: please take a first-shot at this – do not go deep here on the first round. Use the CRUD matrix.


�James


�


James Ivers:


[The requirements found throughout this section should be fine grained. Any given section may contain related requirements addressing the same need that differ in terms of the strength of mechanism/rigor/protection each offers. That’s a good thing. We'll come back in a later pass and organize the requirements such that "ands and ors" are clearly distinguished.]





�responses generally take a form that can point to a more specific form as found in 3.2, for example, notification vs. change in authorization or allocation of resources by closing/restricting access to communication channels


�


James Ivers:


would this also include security attributes?


�Need to make sure states and modes are referred to in this section.
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