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As elements of critical infrastructure, security for utility owned and configured field assets is paramount. With this in mind, the UtiliSec Working Group as part of the Utility Communications Architecture International Users Group (UCAIug) hereby charters a special security focused task force (heretofore “AMI-SEC”) to define common requirements for securing advanced metering infrastructure (AMI) system elements. As a general definition, AMI-SEC is concerned with securing AMI systems elements. Security within this context is defined as those measures that protect and defend AMI information and systems by assuring their ability to operate and perform in their intended manner in the face of all hazards. 
Purpose 

AMI-SEC will produce technical specifications, best practices, and guidance that can be used by utilities to assess, procure, and implement security related functionality. In addition to utility use, this specification may also be used by the OpenAMI task force as part of their AMI/DR Reference Design specification, and by vendors to produce compliant and compatible security technologies. Specifications will be prescriptive in nature, such that compliant products will have known functionality and robustness. The specific intent of AMI-SEC is to provide the means by which to achieve additional security-related assurances not previously available within the utility industry. AMI-SEC will also work with standards development organizations such as the International Electrotechnical Commission (IEC) to feed the standards development process where appropriate.
External Drivers

Facilitating utility regulatory compliance is a critical aspect of the AMI-SEC work. The regulatory landscape will be continuously evaluated, and those regulations that are considered applicable shall be referenced and applied. Further, in the desire to re-use proven standards where appropriate, AMI-SEC will draw upon specifications from other industries and apply requirements to the electric utility space.
Compliance
In addition to functional and non-functional requirements (e.g., performance and strength of function) AMI-SEC will produce the process by which a vendor can certify a device as a “UtiliSec Compliant Security Device.” While details of the certification will be established within the AMI-SEC work products, the process will not require utilities to perform certification. Rather, the process will provide a mechanism to validate and endorse the certification methods associated with a given technology (i.e., certify the technology certification process).
