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FOR IMMEDIATE RELEASE

Collaborative utility task force specifies security requirements for Advanced Metering Infrastructure
LOCATION, DATE — The Advanced Metering Infrastructure Security (AMI-SEC) Task Force announced today the release of the AMI System Security Requirements. The document is a first-of-its-kind for the power industry, and will allow utilities to standardize on a common set of security requirements for this new and rapidly expanding domain. 
The electric industry recognizes that AMI represents a significant change to the traditional utility security paradigm by extending two-way communications all the way to the customer premise.  Building on the collaborative efforts to standardize other aspects of AMI, eleven leading utilities joined together with the Department of Energy to standardize on a singular set of security requirements.
<attribution needed> says “this newly developed set of requirements and guidelines is the first and only set tailored for utilities and vendors to help make procurement decisions and choices for security components in their AMI systems.” 

The best practices used in developing these guidelines were based on commonly accepted practices in both industry and government.  The AMI System Security Requirements document was unanimously approved in a vote in December, 2008 by the member utilities of the AMI-SEC Task Force.

“The AMI System Security Requirements represents a landmark for the entire electric power industry, and sets the bar for procuring and deploying secure smart grid systems - in particular, advanced metering infrastructure,” remarks <attribution needed>.

The research for this project was conducted and compiled between May and December 2008. The AMI System Security Requirements document may be found online at http://osgug.ucaiug.org/utilisec/amisec. The AMI-SEC Task Force, a part of the Utility Communications Architecture International Users Group (UCAIug), was established to define common requirements and produce standardized specifications for securing AMI system elements.
This living document was made possible through substantial funding by a group of North America’s largest utilities in a public-private collaborative with the United States Department of Energy (DOE). The project leveraged dedicated domain expert resources from Consumers Energy, Southern California Edison, EnerNex Corporation, Inguardians Incorporated, Idaho National Laboratory, Oak Ridge National Laboratory, and the Software Engineering Institute at Carnegie Mellon University.

The utility-driven AMI-SEC Task Force is made up of utility engineers, security domain experts, standards body representatives, and industry-leading vendors. The UCAIug enables utility integration through the deployment of open standards by providing a forum in which the various stakeholders in the utility industry can work cooperatively together as members of a common organization, and may be found on the web at www.ucaiug.org.
Utilities contributing to this effort included American Electric Power, Austin Energy, BC Hydro, Consumers Energy, Dominion, Duke Energy, Kansas City Power & Light, Oncor, Pacific Gas & Electric, San Diego Gas & Electric, and Southern California Edison.
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