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Introduction
This chapter gives a summary and describes the scope of this report.
Summary
Architecting is concerned with developing satisfactory and feasible system concepts, maintaining the integrity of those system concepts through development, certifying built systems for use, and assuring those system concepts through operational and evolutionary phases. The definition of architecture is the fundamental organization of a system embodied in its components, their relationships to each other, and to the environment, and the principles guiding its design and evolution. [IEEE 1471-2000]
The focus of this document is Architectural Descriptions (AD). ADs are particular descriptions of architecture that are concrete products or artifacts.

This paper begins by defining the overall scope of this document, the scope of Advanced Metering Infrastructure (AMI) discussed herein, and a mission (or objective) for the Security Architecture. The paper then discusses the context as it relates to AMI security; next the stakeholders of the AMI system are defined, followed by the conceptual and supporting viewpoints and views. A glossary is included at the end for reference.

1 Assumptions

1.1 Scope
The scope of this document is to define the Advanced Metering Infrastructure (AMI) Security Architecture. AMI-SEC taskforce defines AMI as:
The communications hardware and software and associated system and data management software that creates a network between advanced meters and utility business systems and which allows collection and distribution of information to customers and other parties such as competitive retail providers, in addition to providing it to the utility itself. AMI is further defined as: 1) The hardware and software residing in, on, or closest to the customer premise for which the utility or its legal proxies are primarily responsible for proper operation; and 2) The hardware and software owned and operated by the utility or its legal proxies which has as its primary purpose the facilitation of Advanced Metering.

The goal of this document is to describe the abstract (logical, platform-agnostic) mitigation plan for addressing requirements identified in the Risk Assessment / System Requirements Document. The following approach has been taken in designing the system:

Approach

· Architectural Representation of Security Systems

· Logical Function Descriptions

· System, Subsystem, and Function Boundaries

· Reference: IEEE 1471-2000

This document is intended to focus on security architecture, and is not intended to cover enterprise level AMI architecture, except to describe a security concept. The objective of architecting is to decompose the system into its primary views in order to describe the system enough to complete the mission of AMI security. The architecture does not extend beyond the external visible properties of the elements of the system. That is, non-visible properties are left to the designers, implementers and integrators of the system.
The following image represents the 10,000 foot view of AMI. This document begins by explaining the interactions between external actors and the AMI system (see section 3.1). The next view zooms in on the AMI system by describing the system with a decomposition view (section 3.2). Each iteration provides deeper granularity and traceability between views.

[image: image1]
AMI-SEC is developing other relevant documentation in parallel that supports the AD including the AMI Risk Analysis and System Security Requirements (SSR) documents. The Risk Analysis walks the utility through a method of determining a risk-to-value of an asset. Assets in terms of these documents are considered to be the business level value streams to the utility. The appendix of the AMI Risk Analysis includes catalogues for assets, vulnerabilities, and threats. The SSR document includes AMI-SEC’s approach to conducting a requirements assessment and applying requirements. Traceability between views in the AD and requirements defined in the SSR are maintained for consistency and rationale.
This document develops security around commonly known AMI use cases selected from use cases shared by utilities to AMI-SEC. It is assumed that AMI will evolve supporting additional uses and variants, but these uses cannot be predicted. Therefore, a goal of this AD is to group use cases that possess commonality in security treatment in order to support the evolution of AMI.
1.2 Mission

The mission of the AMI Security Architecture is to provide understanding of AMI security, communication among stakeholders and serve as a basis for system analysis. It is important to understand that the task of this architecture is not to provide the groundwork to build the entire AMI system, but to secure it, which is inherently nontrivial.
The information contained in this document will provide an introduction to AMI Security to interested parties. Newcomers will find this document a starting point for understanding the elements, interfaces, and structure of AMI security.

This document will serve to provide communication among stakeholders including designers of the system, implementers, integrators, testers and operators. All architecture is design, but not all design is considered architecture. The mission in communication is to produce sufficient guidance for stakeholders so that they understand the architecture well enough to perform their role.

The architecture will also serve to provide information needed the support analysis performed for security objectives including availability, integrity, confidentiality, access control and accounting.

The architecture will cross-check with information contained in the Requirements document to provide reasoning for requirements selection.
1.3 Stakeholders & Concerns
This section describes the stakeholders and their concerns. A stakeholder is any individual or group of individuals with interests or concerns associated with the system. All actors of the system are stakeholders, but not all stakeholders are actors. For example, an investor may have a stake in the success of the AMI system, but may not interact directly with the AMI system.
Stakeholders identified to be relevant to the security architecture are:

· Customer Users of the system
· Operators of the system
· Responsible Entities of the systems

· Developers of the system

· Implementers of the system
· Maintainers of the system

Concerns that stakeholders may have from a security perspective for the entire AMI system
General Stakeholder Concerns:
· Integrity of the system
· Availability of the system
· Confidentiality of the system
· The purpose or missions of the system as pertains to security
· The appropriateness of the system for use in fulfilling its missions to security
· The feasibility of constructing the system
· The risks of system development and operation to users, acquirers, and developers of the system
· Maintainability, deploy-ability, and evolve-ability of the system
Each viewpoint defined for AMI security possesses specific concerns defined with each viewpoint under the following section.

Potential examples of AMI security concerns by stakeholders:

	STAKEHOLDER
	SECURITY CONCERN

	Residential Customer
	Privacy

	Utility Operator
	Integrity of information and system control

	Regulators
	Integrity of system and compliance with regulations

	Telecom Provider
	Compliance with contractual obligations and regulations

	
	


Table 1 – Stakeholder Security Concerns
1.4 Security Analysis Approach

The security analysis approach is to evaluate each view under the security principles of availability, integrity, confidentiality, access control and accountability. The high level models are in the form of Use Cases. At least one security objective is identified with each Use Case by evaluating against these security principles.
· Availability

· Ensure the desired resource is available at the time it is needed.

· Ensure the desired resource is accessible in the intended manner by the appropriate entity.

· Integrity

· Ensure the desired resource contains accurate information.

· Ensure the desired resource performs precisely as intended.

· Confidentiality

· Ensure the desired resource is only accessible to the desired targets.

· Ensure the desired resource is only accessible under the designated conditions.

· Access Control

· Ensure resource access follows the designated procedure.

· Ensure access mechanisms provide sufficient management capabilities to establish, modify, and remove desired criteria.

· Accountability 

· Ensure system activities can be reconstructed, reviewed, and examined from transaction inception to output of final results.

· Ensure system controls are provably compliant with established policy and procedures.
1.5 Architecture Description Approach

Quick primer on view based documentation (in accordance with IEEE 1471)

Roadmap for rest of the document (bit of a reader's guide for where to look for different kinds of information)

Introduce templates or patterns that will be used in subsequent sections, such a template for describing each view that will be presented; for each view

· what viewpoint it realizes

· name & definition of the viewpoint (external pointer or brief definition)

· what stakeholders and concerns it addresses (and to what extent)

· language/notation to be used

· one or more models, where model includes

· context diagram (i.e., how it relates to AMI as a whole or to other models within the same view)

· a picture or other primary presentation, always with a key

· brief descriptions (or pointers to such) for each element and relation type in the primary presentation

· related models, such as scenarios related to the view

· known or anticipated variations (likely very important here)

· rationale, assumptions, or other background for the decisions depicted in the view

1.5.1 Viewpoints

· Specifications of each viewpoint that has been selected to organize the representation of the architecture and the rationale for those selections

· One or more architectural views

· A record of all known inconsistencies among the architectural description’s required constituents

· A rationale for selection of the architecture

Each viewpoint shall be specified by:

1. A viewpoint name,

2. The stakeholders to be addressed by the viewpoint,

3. The concerns to be addressed by the viewpoint,

4. The language, modeling techniques, or analytical methods to be used in constructing a view based upon the viewpoint,

5. The source, for a library viewpoint (the source could include author, date, or reference to other documents, as determined by the using organization).

A viewpoint specification may include additional information on architectural practices associated with using the viewpoint, as follows:

· Formal or informal consistency and completeness tests to be applied to the models making up an associated view

· Evaluation or analysis techniques to be applied to the models

· Heuristics, patterns, or other guidelines to assist in synthesis of an associated view

Viewpoint specifications may be incorporated by reference (such as to a suitable recommended practice or previously defined practice).

An AD shall include a rationale for the selection of each viewpoint. The rationale shall address the extent to which the stakeholders and concerns are covered by the viewpoints selected.

1.5.2 Views

An architectural description is organized into one or more constituents called (architectural) views. Each view addresses one or more of the concerns of the system stakeholders. The term view is used to refer to the expression of a system’s architecture with respect to a particular viewpoint.

The relationship between viewpoint and view is analogous to that of a template and an instance of that template. The viewpoint is the template and the view is the instance of the template.
1.6 Glossary and Acronyms

	View
	The expression of a system’s architecture with respect to a particular viewpoint.

	Viewpoint
	Is used to designate a means for constructing a view that is independent of a particular system. The term was chosen to align with that of the ISO Reference Model of Open Distributed Processing (RM-ODP), which defines viewpoint as follows (but has no separate term for view); viewpoint (on a system): a form of abstraction achieved using a selected set of architectural constructs and structuring rules, in order to focus on particular concerns within a system. 

	Viewpoint Language
	The languages (including notations, model, or product types) to be used to describe the view and any associated modeling methods or analysis techniques to be applied to these representations of the view. These languages and techniques are used to yield results relevant to the concerns addressed by the viewpoint.

	AMI
	See Advanced Metering Infrastructure.

	Advanced Metering Infrastructure
	The Advanced Metering Infrastructure (AMI) is made up of various back office systems that are required to enable remote two-way communications and control with meters and allow for data storage and retrieval.

	AMI Meter
	A device that receives, records, displays and transmits data (e.g. usage, generation, text messages, event logs, etc.) to authorized systems (e.g. ADCS) and provides other advanced utility functions.

	ADCS
	Automated Data Collection Systems. (See Meter Data Management System)

	Automated Data Collection Systems
	See Meter Data Management System.

	Field Service Terminal
	A tool used by authorized Field Service personnel to query AMI meters and manually download all data contained within the meter.

	MDMS
	See Meter Data Management System.

	Meter Data Management System
	Manages data collection (recognizes when data doesn’t come in, automatically attempts to retrieve data from meter that wasn’t collected).

	Billing Usage System
	

	Customer
	A consumer of energy services that participates in AMI; responsible for load reduction. (residential, commercial, industrial and potentially municipal)

	Head End
	

	DRAACS
	See Distributed Resource Availability and Control System.

	MDUS
	Meter Data Unification System (See Meter Data Management System)

	Distributed Resource Availability and Control System
	A system that collects detailed information about customer loads and customer response patterns.  It also maintains information regarding the number of times a customer has complied in a given time period vs. the compliance requirements of the tariff applicable to that customer.  This information is brought together for the user so that the user can see what probable load is available to be curtailed in total and at various points in the network.   The system will also receive and process requests for curtailment and will balance the requests across subscribers based on load, and how recently they have been curtailed.

	EMS
	See Energy Management System.

	Energy Management System
	System that controls HAN Devices.  It has the ability to measure load of various pieces of equipment and control their operation.

	Load Reduction Model System
	A system that supports the development, maintenance and analysis of models to predict load reduction available based on the past load data and customer behavior.

	GCC
	See Grid Control Center.

	Grid Control Center
	Operates the utility transmission grid and measures load at the customer site

	HAN
	See Home Area Network.

	Home Area Network
	

	HAN Devices
	Equipment owned by the Customer (or, in some cases, the Utility) and operating on the same HAN as the Utility HAN devices and providing energy management services to the AMI.

	Meter
	See AMI Meter.

	Customer Interface
	Any user interface available to the customer to display information related to load management and/or energy management, including but not limited to a PCT, In-home LCD display, Personal Computer, Fridge Magnet, EMS, etc. Connects to, commissions and configures HAN devices in the customer premises.  Configures appropriate demand response information such as price, consumption, load or event responses.   May store data for customer audit and analysis.

	Neighborhood Aggregator
	Handles collection of information from all associated field and premise equipment.

	Edge Data Center  Aggregator
	Handles collection of information from all field and premise equipment via the Neighborhood Aggregator.

	Utility AMI Gateway
	The logical network interface between the AMI and the HAN regardless of how that interface is embodied – e.g. meter, substation, aggregator, set-top box, DSL router, WiMAX box, etc.


1.7 References

This report makes use of the following references:

[B1]
Advanced Metering Infrastructure (AMI) Program – AMI Use Case (Draft), by Southern California Edison, 2006.

[B2]
Clements, P.; Bachmann, F.; Bass, L.; Garlan, D.; Ivers, J.; Little, R.; Nord, R.; & Stafford, J. Documenting Software Architectures: Views and Beyond. Boston, MA: Addison-Wesley, 2002.
[B3]
IEEE Standard 1471-2000, IEEE Recommended Practice for Architectural Description of Software-Intensive Systems, by IEEE Computer Society, 2000.

2 Use Cases

AMI Use Cases have been organized into five different categories consistent with the primary value streams they support.  These five categories/value streams are:

· Billing

· Customer

· Distribution System

· Installation

· System

2.1 Billing

There are four primary use cases in the Billing category.  

1. Multiple Clients Read Demand and Energy Data Automatically from Customer Premises

2. Utility remotely limits usage and/or connects and disconnects customer

3. Utility detects tampering or theft at customer site

4. Contract Meter Reading (or Meter Reading for other Utilities)

1 and 4 are directly related to the electronic capture and processing of time-based energy and demand data from customer meters to support the core Billing process of the electric utility (1) or, on a contract basis, for a gas or water utility (4) .  The other Billing Use Cases explore other functionality that can be leveraged from having installed AMI meters in the field.  Use case 2 explores utilization of the remote connect/disconnect functionality of AMI meters.  Use case 3 considers how AMI meters and the data they capture can be leveraged to support the detection of energy theft.

Business value in the Billing area is created in several different ways.  By automating the collection of time-based energy usage and demand, the utility is able to significantly transform the process for collecting energy and demand information to support the billing process.  The traditional process for collecting meter data (manually recording meter dial settings on a monthly basis) is replaced by a fully automated, electronic capture process.  Because the energy data is captured in intervals of time (typically 15 minute intervals), AMI systems enable time-based rates.  Time-based billing rates vary throughout the day, reflecting changes in the balance between energy supply and demand.  Although the primary implementers of AMI have been electric utilities, the potential exists for the infrastructure to be leveraged to capture gas and water meter data as well – either for the host utility if they deliver those commodities or for another utility (on a contract basis).

Other business value accrues from functionality that the AMI meters can provide.  AMI meters typically are outfitted with remote connect and remote disconnect capability.  This allows the utility to initiate or terminate service remotely, without having to send a field technician.  This functionality supports the routine Move-In/Move-Out processes as well as the credit/collections processes.  Disconnects for non-payment (and subsequent reconnects) can be accomplished remotely rather than requiring on on-site presence.  AMI meters also come with functionality that can help utilities identify potential meter tampering or energy theft/diversion.

Finally, AMI provides a wealth of data that various entities within the utility to use to create additional business value.  These areas include the following:

· Distribution system design – granular data on actual customer energy usage can be utilized for more optimal design of distribution system components

· Distribution planning – the utility has a wealth of usage and demand data by circuit that can be analyzed to better target investments in new distribution facilities to meet growth in demand

· Distribution operations and maintenance – the Distribution organization has a wealth of data for improved state estimation, contingency planning, and asset management

· Marketing – AMI data can be analyzed to develop energy services/products to meet customer needs
The following table summarizes the major business processes supported by the Billing Use Cases and the key areas of business value that they enable.

	Use Case 1: Auto-Capture Customer Energy and Demand Data

	Major Processes Supported
	Business Value
	Security Concerns

	· Read Meters

· Validate Meter Reads

· Generate Customer Bills
	· Eliminate meter reader labor cost and meter reading infrastructure cost

· Increase billing accuracy

· Enable time-based rates

· Enable improved 

· Distribution system design

· Distribution planning

· Distribution operations and maintenance

· Marketing
	5: Confidentiality (privacy) of customer data
4: Integrity of meter data

1: Availability of meter data (for remote read)

	Use Case 2: Remote Connect/Disconnect

	Major Processes Supported
	Business Value
	Security Concerns

	· Establish service

· Terminate service

· Manage credit/collection
	· Reduce field service truck rolls

· Labor

· Transportation

· Reduce bad debt

· Reduce energy losses
	7: Integrity of signal (correct message and location)

2: Confidentiality (privacy) of signal

1: Availability of connect/disconnect service

	Use Case 3: Tamper Detection

	Major Processes Supported
	Business Value
	Security Concerns

	· Protect revenue; reduce energy theft
	· Reduce lost revenue
	5: Integrity of tamper indication
3: Availability of tamper indication

2: Confidentiality (privacy) of location data

	Use Case 4: Meter Reading for Other Utilities

	Major Processes Supported
	Business Value
	Security Concerns

	· Read gas/water meters 
· Read gas/water meters (other utilities)
· Transfer meter reading data to other utility


	· Eliminate meter reader labor cost and meter reading infrastructure cost
· Create additional source of revenue
· Leverage AMI investment
	5: Confidentiality (privacy) of customer data

3: Integrity of meter data

1: Availability of meter data (for remote read)
1: Availability of meter data to contracting utility through B2B infrastructure


2.2 Customer

Four Use Cases have also been defined under the category of Customer:

1. Customer reduces their usage in response to pricing or voluntary load reduction events
2. Customer has access to recent energy usage and cost at their site
3. Customer prepays for electric services

4. External clients use the AMI to interact with devices at customer site
Use Case 1 explores how the AMI system, working together with customers, can create mutually-beneficial programs to manage energy demand/consumption.  Use Case 2 is related to 1 in that it describes ways that customers can access information about their energy costs and consumption, and how they can receive messaging from the utility informing the customer of an upcoming peak energy event, requiring/requesting customer load reductions.  Customer Use Case 4 is directly related to the previous use cases as well in that it describes how a customer’s energy cost/consumption data can be shared with a third party energy service provider to outsource the customer’s energy consumption.  Use Case 3 describes how AMI functionality can be leveraged to enable customer pre-payment for energy.
The primary business value in the Customer Use Cases comes from an enhanced ability to manage peak load on the distribution network.  By communicating pricing signals and upcoming peak load events to customers, customers can modify their energy consumption behavior to reduce their energy costs.  The utility benefits by reducing the potential for outages resulting from overload of the system and deferring new capital investments to provide increased capacity.  Another source of business value unique to Use Case 3 (Customer Prepayment) accrues to the utility through reduction in bad debt and improved cash flow.
The following table summarizes the major business processes supported by the Customer Use Cases and the key areas of business value that they enable.

	Use Case 1: Demand Response / Load Reduction

	Major Processes Supported
	Business Value
	Security Concerns

	· Manage Energy Demand/Consumption
	· Reduce peak load

· Defer new construction

· Green benefits

· Reduce outages
	5: Confidentiality (access control) of customer equipment
4: Integrity of control messaging and message information
1: Availability of customer devices

	Use Case 2: Customer Access to Energy Data

	Major Processes Supported
	Business Value
	Security Concerns

	· Provide Energy Information to Customers and Third Parties
	· Customer energy awareness

· Reduce peak load
	5: Confidentiality (access control) of customer equipment via price signals and messages
4: Integrity of control messaging and message information
1: Availability of customer devices

	Use Case 3: Customer Prepayment

	Major Processes Supported
	Business Value
	Security Concerns

	· Collect Revenue from Energy Sales
	· Reduce bad debt

· Improve cash flow

· Improve customer convenience/satisfaction
	5: Confidentiality (privacy) of customer data and payments
4: Integrity of control messaging and message information containing prepayment data
1: Availability of customer payment data and usage balances

	Use Case 4: Third Party Energy Management

	Major Processes Supported
	Business Value
	Security Concerns

	· Manage Energy Demand/Consumption
	· Reduce peak load

· Customer satisfaction
	5: Confidentiality (privacy) of customer data

4: Integrity of usage data, rate information
1: Availability of usage data, rate information


2.3 Distribution System

Four Use Cases have been defined for the Distribution System category:

1. Distribution Operations curtails customer load for grid management

2. Distribution Engineering or Operations optimize network based on data collected by the AMI system

3. Customer Provides Distributed Generation
4. Distribution Operator locates Outage Using AMI Data and Restores Service

Distribution System Use Case 1 is similar to Customer Use Case 1. Both use cases describe the process to send signals to customers for the purpose of reducing load on the system, typically during a system peak.  Customer Use Case 1 describes demand response events that the customer can voluntarily participate in using a price signal or a load control signal that the customer may ignore. Distribution System Use Case 1 describes demand response events that are non-voluntary using load control signals or meter disconnection commands. Distribution Use Case 2 explores how data gathered by the AMI system can be utilized (either online or offline) to improve power quality and the overall performance of the distribution network.  Distribution Use Case 3 describes how the AMI system can interface with distributed generation (small, customer-owned generation) to improve network operations and reduce off-system energy purchases.  Use Case 4 investigates how the AMI system can be leveraged to support the identification of outages on the system and to facilitate the restoration of power following an outage.

The primary areas of business value in the Distribution System Use Cases are related to improving network operations.  Optimizing network operations can result in reduced energy losses, reduced outage frequency, and increased customer satisfaction (improved power quality).  In addition, Use Case 4 explicitly describes processes to reduce outage duration and, therefore, customer satisfaction.

The following table summarizes the major business processes supported by the Distribution System Use Cases and the key areas of business value that they enable.

	Use Case 1: Emergency Demand Response

	Major Processes Supported
	Business Value
	Security Concerns

	· Manage Energy Demand/Consumption
	· Reduce peak load

· Defer new construction

· Reduce outages 


	5: Confidentiality (access control) of customer equipment (including remote service switch and HAN devices)
4: Integrity of control messaging and message information
1: Availability of customer devices

	Use Case 2: Distribution Network Optimization

	Major Processes Supported
	Business Value
	Security Concerns

	· Manage Power Quality

· Optimize Distribution Network

· Manage Outages 
	· Customer satisfaction

· Reduce energy losses

· Improve outage performance
	5: Integrity of system data

4: Availability of system data
1: Confidentiality of system data

	Use Case 3: Distributed Generation

	Major Processes Supported
	Business Value
	Security Concerns

	· Optimize Distribution Network

· Manage/Dispatch Distributed Resources
	· Network Optimization

· Reduced Off-System Energy Purchases
	5: Integrity of system data

4: Availability of system data
1: Confidentiality of system data

	Use Case 4: Outage Location and Restoration

	Major Processes Supported
	Business Value
	Security Concerns

	· Manage outages
	· Reduced outage duration

· Customer satisfaction
	6: Availability of system data
3: Integrity of system data

1: Confidentiality of system data


2.4 Installation

Three Use Cases have been defined for the Installation category:

1. Utility installs, provisions, and configures the AMI system
2. Utility Manages End-to-End Lifecycle of the Meter System
3. Utility upgrades AMI to address future requirements.

Use Case 1 describes the process for deploying an AMI system, including the initial deployment plan, the forecasting and procurement process, logistical support, and field installation/testing/configuration.  Use Case 2 focuses on managing the AMI system components through their life cycle, including maintenance and asset retirement.  Use Case 3 explores future upgrades to the AMI system functionality and performance with particular attention to future deployment and integration of customer Home Area Network (HAN).

The key areas of business value in the Installation Use Cases include optimization of deployment costs and schedule for AMI system implementation, minimizing AMI operations and maintenance costs, maintaining billing accuracy, minimizing risk, and accommodating future growth and development within the AMI infrastructure.

The following table summarizes the major business processes supported by the Distribution System Use Cases and the key areas of business value that they enable.

	Use Case 1: AMI System Deployment
	

	Major Processes Supported
	Business Value
	Security Concerns

	· Deploy AMI system
	· Optimize deployment costs/schedule
	5: Integrity of system data for registration
4: Availability of system data supporting deployment and registration
1: Confidentiality of system data

	Use Case 2: AMI System Maintenance
	

	Major Processes Supported
	Business Value
	Security Concerns

	· Maintain AMI system
	· Minimize AMI O&M costs

· Maintain billing accuracy
	5: Integrity of system data for remote diagnostics

4: Availability of system data supporting maintenance and work orders
1: Confidentiality of system data

	Use Case 3: AMI System Upgrade
	

	Major Processes Supported
	Business Value
	Security Concerns

	· Upgrade/enhance AMI system functionality/performance

· Deploy/support customer HAN
	· Minimize risk

· Accommodate growth and future functionality
	5: Integrity of system data for registration of new devices and remote firmware upgrades
4: Availability of system data supporting deployment and remote upgrades
1: Confidentiality of system data and customer data


2.5 System

The final Use Case category is System.  Only one Use Case has been defined for this category:

1. AMI system recovers after outage, communications or equipment failure.

System Use Case 1 explores how the AMI system responds and recovers to individual component failures, communications failures, and broader outages/disasters.  The primary business value in this use case comes from maintaining AMI system integrity through unplanned equipment failures or distribution system outages.

	Use Case 1: AMI System Recovery
	

	Major Processes Supported
	Business Value
	Security Concerns

	· Recover from AMI component and telecommunications failures

· Recover from major area outages/disasters
	· Maintain system integrity
	5: Integrity of system data

4: Availability of system data
1: Confidentiality of system data


3 Views

3.1 Contextual View
The primary goal of this view is to identify the external points of interaction (physical and logical/data) between AMI and anything outside of AMI. Once these points of interaction are defined, security architecture is developed to address the concerns of the stakeholders involved. Use cases are used to model customer, third party and utility interactions with AMI in sections 2.1.2, 2.1.3 and 2.1.4.
Elaborations of the interactions in this view are unlikely to be complete; they should, however, provide representative examples of

· Use cases of the outside world interacting with (stimulating) AMI

· Use cases of AMI interacting with (stimulating) the outside world

· Misuse or abuse cases in either direction; that is, specific uses that should be prevented

· Any sub-categories of the actors, to the extent that their uses are different and imply different security needs (leading to identification of access domains/privilege levels?)

· Physical interactions (e.g., installing a meter or physical access to assets like collectors)

· Logical interactions (e.g., user monitors or modifies settings with the utility via web browser or utility initiates a demand-response interaction with a residence)

Elements of the view are the AMI system (as a black box), human actors, and connected systems.
Relations of the view are vague - "interacts with", with elaboration in the prose.
3.1.1 Top Level Model

The top level model represents a high level view of the external stakeholders that interact with the AMI system. This model is used to provide an understanding of security concerns of interaction with AMI for these stakeholders.
General security interaction needs: 

· Customers are the consumers of AMI services and have a primary desire of availability and privacy from AMI and service value.
· Third Parties manage AMI resources with delegated authority from the Customer or Utility through an established trust relationship.
· Utilities provide AMI services and primary desire reliably gather information from the Customer to support the availability, resiliency and survivability of the electric grid.
Constraints:

· Bandwidth – current technologies have limited bandwidth for providing security services (examples: encryption, network management services).

· Latency – the time between when data is requested or generated and the time it is received. In many cases, data is only useful if received within a specific window of time.
· Storage – devices that store information either persistently or stage data temporarily are limited in the amount of data they are capable of storing at any given time. 
· Processing – the rate at which a device can process information. It is important to keep in mind cryptographic functions require additional processing horsepower above normal processor usage.
3.1.2 Customer Model

The customer model focuses on the interactions between a customer and the AMI system. Customers may include sub-actors such as:

· Residential Customer (Private home owners)

· Commercial Customer (Office buildings, Apartment Complexes)

· Industrial Customer (Manufacturing plants)

· Municipalities Customer (Street lights, traffic lights, subways)
Sub-actors may be considered in the instance that there is different security treatment applied based on the role a sub-actor plays. If the security treatment of all sub-actors is the same or similar then the group is treated as a whole. The differentiating properties are identified in the cases where sub-actors only differ slightly in the treatment of security. The following diagram represents the relationship between the customer and AMI system where the customer may perform a stimulus on the AMI system or vice versa.
The following use cases are used to define the relationship between the customer and AMI:
Customer reduces their usage in response to pricing or voluntary load reduction event:
· The utility can notify customers through the AMI system that demand reduction is requested for the purposes of either improving grid reliability, performing economic dispatch (energy trading), or deferring buying energy.
Security Objective:
· Prevent false notifications form reaching the customer.

· Ensure that only people and/or systems that are authorized by the utility can send notifications to the customer.

· Ensure that the system is resilient to periods of over-subscribed network utilization.

There are two levels of advanced warning which are envisioned for AMI demand response systems as outlined in Distribution Use Case 2. The first being predicted energy shortages—a few hours notice in advanced—and the emergency shortages—minute to sub-minute notices.
Security Objective:
· Prevent false warnings from reaching the customer.
· Ensure that only people and/or systems that are authorized by the utility can send warnings to the customer
· Ensure that the system is resilient to periods of over-subscribed network utilization, especially in the case of emergency shortages.

· Customer has access to recent energy usage and cost at their site:
· Customers can view a variety of information being gathered by their meter, permitting them to make energy-efficient choices and to shift demand to off-peak periods.  Customers may access this information through a variety methods.
Security Objective:
· Protect the variety of methods of access from unauthorized access by unauthorized persons outside of the site.

· Protect the confidentiality of the usage and data associated with a particular customer or site.

· Protect the devices that communicate the usage and cost data from tampering.

· Validate that the communication of the usage and cost data is in a manner that is consistent with the utilities intent.  For example, display only “need to know” data; ensure that all displayed data is consistent with respect to reality.

Customer prepays for electric services:
· Customers of the AMI system can prepay their accounts and read their current balance. Pre-pay may be done through the internet, phone, or other method.
Security Objective:
· PCI Compliance?

· Ensure that the AMI system and/or payment devices are resistant to payment fraud of many types.

· Ensure that payment data confidentiality is maintained.

External clients use the AMI system to interact with devices at customer site:
· The Advanced Meter Infrastructure (AMI) will enable third parties, such as energy management companies, to use the communication infrastructure as a gateway to monitor and control customer equipment located at the customer’s premise.  The AMI will be required to enable on-demand requests and support a secure environment for the transmission of customer confidential information.
Security Objective:
· Ensure that all third-parties agree to some standard of data confidentiality agreement.

· Ensure that all third-parties agree to some standard of granting access to systems which allow access to monitor and control customer equipment at the premise.

· Ensure that all communications that result in an action with equipment at a customer premise is authorized, authenticated, non-repudiated, logged.

· Ensure that the communication path to a customer premise that allows control of equipment is secured and tamper proof.

· Ensure that customers are required to agree to specific third-party access to their premise gateway.

3.1.3 Third Party Model

The third party model represents the interaction between third parties and the AMI system. Third parties include utility contracted organizations such as a telecom provider, other utility, etc. Third parties may also include organizations that have established contracts with the customer for managing their premise devices within the home area network, for example an energy management system.

The following are use cases describing the relationships between potential third parties and the AMI system.

Multiple Clients Read Demand and Energy Data Automatically from Customer Premises:
· The AMI system can be used to permit gas and water utilities, contract meter readers, aggregators and other third parties to read electrical meters, read gas and water meters, or control third-party equipment on customer premises.
Security Objective:
· To protect customer information. Customer grants the right to what information is disseminated and to whom.

· To maintain integrity of meter data. Meter data should be protected from manipulation or deletion.

· To establish timely availability of the meter data to the clients for direct scheduled and non-scheduled reads.
3.1.4 Utility Model

The utility model describes interactions between the Utility stakeholder and the AMI system in order to describe the security treatments that need to be applied.

Utility stakeholder security concerns about AMI:

· Loss of competitive advantage

· Loss of billing integrity

· Service degraded

· Increased cost

· Regulatory compliance

The following are use cases describing the relationships between the Utility and AMI.

Remote Meter Reads

· The AMI system permits the utility to remotely read meter data in intervals so that customers may be billed on their time of use, and demand can therefore be shifted from peak periods to off-peak periods, improving energy efficiency.
Security Objective:
· To maintain privacy of customer information in transit and within temporary and permanent memory storage.

· To protect meter data from manipulation or deletion.

· To provide timely availability of meter data.

Remote Connect / Disconnect

· The AMI system permits customers' electrical service to be remotely connected or disconnected for a variety of reasons, eliminating the need for utility personnel to visit the customer premises.
Security Objective:
· To protect integrity of connect/disconnect control messages; avoiding fake messages, fake senders, unintended receivers, manipulated messages
· To establish a secure connection in transporting connect/disconnect control messages

· To establish timely connectivity to connect/disconnect service

· It should also provide an efficient way in which to initiate/terminate a service agreement between customer and utility via remote switching service(on/off)
Security Objective:
· To establish timely connectivity to connect/disconnect service

· Posses the ability to remotely limit customer usage as a response to constrained supply as well as the customer’s inability to pay the cost for the service
Security Objective:
· To protect integrity of connect/disconnect/limit control messages; avoiding fake messages, fake senders, unintended receivers, manipulated messages

· To establish a secure connection in transporting connect/disconnect/limit control messages

· In addition to the aforementioned the following business transactions should also be made available to the customer and utility:

· Routine shut-off of service (move out)
· Routine turn-on of service (move in)
· Credit & Collections termination of service
· Local/on site shut-off of service
· Local/on site turn-on of service
· Credit and Collection Service Limiting
Security Objective:
· To establish timely connectivity to connect/disconnect/limit service

· To produce historical, non-reputable record of event
Energy Theft

· The AMI system can be used to report when customers are stealing energy or tampering with their meter.
Security Objective:
· To produce reliable tamper indication

· To successfully transmit and receive a tamper signal

· To securely transmit tamper signal from a non-reputable source
Outage Management

· The AMI system can be used to report outages with greater precision than other sources, or verify outage reports from other sources.
Security Objective:
Power Quality Analysis

· The AMI system can be used to analyze the quality of electrical power by reporting harmonic data, RMS variations, Voltage and VARs, and can communicate directly with distribution automation networks to improve power quality and fault recovery times.
Security Objective:
· To maintain integrity of meter data sent; avoid manipulation and deletion

· To security meter data being transmitted; avoid customer’s private data being released or intercepted

· To maintain availability of quality analysis information 

Distributed Generation Management

· The AMI system can be used to dispatch, measure, regulate and detect distributed generation by customers.
Security Objective:
· To maintain integrity of AMI data being transmitted and stored to avoid manipulation and deletion

· To provide timely availability to system data
· Additional benefits include, but are not limited, to the following:

· An increase in customer’s willingness to participate in a load management program with the utilities

· Provides a channel of communication from utility to load management devices 

· Reduction in the costs associated with the installation of AMI system components which would enable customer-provided distributed generation (this could increase customer’s willingness to participate as well since there wouldn’t be any out of pocket costs for the customer)

· Creates an avenue for the utilities to dispatch and monitor those participants in distributed generation
Security Objective:
· To protect confidentiality of customer’s data and maintain customer trust
Optimizing Lifetime of Network

· With the advent of new communications, in particular: wireless communication systems, PLC, and BPL, AMI devices would have the ability to interact with the critical physical infrastructure (e.g. IED’s such as CBC (Capacitor Bank Controller) systems in order to improve: circuit efficiency, loss reduction, and energy savings). This will help optimize the lifetime of the physical infrastructure. (Ref: Distribution Use Case 2)
Security Objective:
· To protect integrity of data stored and in transit between AMI/Smart Grid devices

· To provide AMI/Smart Grid device information in a timely manner

· To protect AMI/Smart Grid communications from manipulation, deletion and interception

Management of the End-to-End Lifecycle of the Metering System

· An important requirement of such an AMI system would be the ability of the system to diagnose itself. The system should be able to: collect information about the status/health of certain devices, conduct remote diagnostics, and optimize operating parameters remotely.

Security Objective:
· To protect diagnostic data from being manipulated, deleted or masqueraded

· To validate the authenticity of the diagnostic messages being transmitted

· To provide timely availability to diagnostic data

· To secure diagnostic data from eavesdropping or capture

AMI system adaptability 

· The system should be able to adapt to anticipated changes that may or may not occur such as:

· New physical communications methods

· New features available from equipment vendors

· New tariffs possibly with certain restrictions (e.g. number of rates or time)

· Connections to new types of load control equipment

· New communications protocols 

· Changes to operating parameters 

· New computing applications

Security Objective:

· The aforementioned should be accomplishable with minimal incremental cost in stark contrast to a wholesale system replacement
Security Objective:
· Objectives to be determined and prioritized based on technology implemented
Prepay

· Utilities use the AMI system to enforce disconnection when the prepayment balance reaches zero.
Security Objective:
· To provide confidentiality to customer payment and associated information; avoid eavesdropping, interception or collection of customer data stored (temporary or permanent) or in transit
· To provide integrity of data being transmitted including non-repudiation and validation of customer information transmitted

· To provide the customer availability to their respective account(s) within customer payment services
3.2 Security Services Domain View

This section describes the internal use cases; cases where activity is stimulated from entirely within AMI itself. Examples are automation and intelligent responses. The following diagram describes the internal services provided by AMI. Assumption is made that measurement, monitoring, and application control encompass all services.
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Legend:

· Utility Edge Services – All field services applications including monitoring, measurement and control controlled by the Utility

· Premise Edge Services – All field services applications including monitoring, measurement and control controlled by the Customer (Customer has control to delegate to third party)

· Communications Services – are applications that relay, route, and field aggregation, field communication aggregation, field communication distribution information.

· Management Services – attended support services for automated and communication services (includes device management)

· Automated Services – unattended collection, transmission of data and performs the necessary translation, transformation, response, and data staging

· Business Services – core business applications (includes asset management)

Stakeholders:

· Customer Users of the system
· Operators of the system
· Responsible Entities of the systems

· Implementers of the system
· Maintainers of the system

Concerns:

How is integrity maintained for processes?

How is integrity maintained for data?

How is confidentiality of customer data maintained (e.g. customer usage)?

How is availability to utility assets maintained?

Viewpoint language:

Use Cases (Misuse Cases)

Note: Potentially move down from business functions.

Analytic Methods:

Penetration Testing

Auditing

Rationale:

This viewpoint was selected because it shows the relationship between AMI services requiring security measures. Drivers for this viewpoint include control, ownership, environmental, and functionality (capability) concerns.
3.2.1 Utility Edge Services Domain

Summary

The Utility Edge Services Domain allows the utility to interact with non-customer-owned edge assets, such a meter (electric, gas, or water) or other end-point device.

Assumptions

The Utility Edge Services Domain assumes a singular service endpoint (point of service).
Ownership and Control Concerns
The utility owns at least some of the assets within the Utility Edge Services Domain. Any asset not owned by the utility in question is owned by a peer entity, such as another utility.
The utility controls all assets within the Utility Edge Services Domain. Assets owned by another entity are controlled by the utility as a proxy for the owner.

3.2.2 Premise Edge Services Domain

Summary

The Premise Edge Services Domain allows the utility to interact with customer-owned edge assets, such as Home Area Network (HAN) devices.

Assumptions

The Premise Edge Services Domain assumes a singular customer.
Ownership and Control Concerns
The utility may own the assets within the Premise Edge Services Domain. Alternatively, assets in the Premise Edge Services Domain may be owned by the Customer or a Third Party Service Provider.

The utility controls all assets within the Premise Edge Services Domain. Control of assets owned by another entity is delegated to the utility as part of admission to the Premise Edge Services Domain.

3.2.3 Communication Services Domain
Summary

The Communication Services Domain facilitates communication between assets in adjacent service domains (Utility Edge, Premise Edge, Managed Network, and Automated Network) and may facilitate communication between assets within the same domain.

Assumptions

The Communication Services Domain assumes interfaces to multiple Utility Edge and Premise Edge Services Domains, and may include interfaces to multiple Managed Network and Automated Network Services Domains.
Ownership and Control Concerns
The utility may own the assets within the Communication Services Domain. Alternatively, assets in the Communication Services Domain may be owned by a Communication Services Provider.

The utility may control assets within the Communication Services Domain. Alternatively, assets in the Communication Services Domain may be controlled by a Communication Services Provider. Assets controlled by a Communication Services Provider may be included in a contractual services agreement with the utility.
3.2.4 Managed Network Services Domain
Summary

The Managed Network Services Domain allows the utility to manage communication configuration, settings, capabilities, and resources in each of the other service domains.

Assumptions

The utility primarily uses assets in the Managed Network Services Domain to manipulate configurations and settings in the Automated Network Services Domain (i.e., human interface).
Ownership and Control Concerns
The utility may own the assets within the Managed Network Services Domain. Alternatively, assets in the Managed Network Services Domain may be owned by a Communication Services Provider.

The utility controls all assets within the Managed Network Services Domain. Control of assets owned by another entity is delegated to the utility as part of admission to the Managed Network Services Domain.

3.2.5 Automated Network Services Domain
Summary

The Automated Network Services Domain allows the utility to implement the communication parameters specified using assets in the Managed Network Services Domain.

Assumptions

The utility primarily uses assets in the Automated Network Services Domain to perform routine and/or repetitive operations at high speed without manual intervention.
Ownership and Control Concerns
The utility may own the assets within the Automated Network Services Domain. Alternatively, assets in the Automated Network Services Domain may be owned by a Communication Services Provider.

The utility controls all assets within the Automated Network Services Domain. Control of assets owned by another entity is delegated to the utility as part of admission to the Automated Network Services Domain.

3.2.6 Utility Enterprise Services Domain
Summary

The Utility Enterprise Services Domain allows the utility to perform the business functions required by enterprise applications.

Assumptions

The assets in the Utility Enterprise Services Domain provide the interface to AMI systems and data for the remainder of the enterprise.
Ownership and Control Concerns
The utility owns all assets within the Utility Enterprise Services Domain.

The utility controls all assets within the Utility Enterprise Services Domain.

4 Background, Design Constraints and Rationale

Capture decisions that restrict security solutions

· any standards whose use is mandated

· any infrastructure investments that cannot be modified or replaced

· consideration of security in isolation; incomplete reconciliation of conflicting needs of security and (for example) cost, modifiability, or performance

Appendix A  - Traceability
A series of mappings (probably tabular) between elements of the architectural views and 

· Risk Assessment/Risk-to-Value

· System Security Requirements
[image: image3.png]Decomposition

View





Figure 2 - Traceability for Completeness between Architectural Elements
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Figure 3 - Traceability for Justification between Architectural Elements

The following diagrams depict the traceability between security documents created by AMI-SEC and ASAP discussed in Appendix A.1 and A.2.
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Figure 4 - Traceability for Completeness between Security Documents
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Figure 5 - Traceability for Justification between Security Documents

A.1 Risk

This section discusses views that are part of the risk-to-value for AMI Security.

After a utility develops its unique Risk Assessment, then traceability between the risk-to-value and architecture can be performed. Mapping from risk to architecture shows architectural rationale behind security design considerations, and the mapping from the architectural reasoning to risk shows the justification for architectural design decisions. Traceability between these two documents serves as a means of validation.
A.2 System Security Requirements

This section discusses views that are part of the system security requirements for AMI Security.

After a understands the use cases and initial architecture it will deploy, system security requirements can then be selected. Mapping from architecture to security requirements shows rationale behind the selected requirements, and the mapping from the security requirements provides justification for the respective architecture. Traceability between these two documents also serves as a means of validation.
Appendix B  - AMI Value Streams at Risk

· Enhance Revenue

· AMI system creates the opportunity for new products, services and business ventures, and/or
· AMI system permits the recovery of revenue that would otherwise be missed.
· Improve Reliability

· Enhanced demand response programs
· Improved outage management
· Enablement of advanced distribution automation
· Integration of distributed generation
· Improve Service

· Customers
· Business clients
· Society at large
· Reduce Management Costs

· Reduced capital equipment needs
· More effective planning
· Lower inventory costs

· Reduced legal and tax costs
· Reduce Operational Costs

· Labor
· Transportation
· Maintenance
· Installation
· Energy procurement
Appendix C  - Relation to Industry and Government Standards

We cannot be complete with regard to all relevant standards because

· being international in nature, there's just too many and not enough time

· standards are regulatory edicts will change over time

Need to consider:

· Regulatory organizations and roles

· Best practices and recommendations

· International and national standards

· Specifications

List a couple of examples of issues a utility needs to remember to take into account when deploying an AMI solution. This probably takes the form of mapping standards, etc. to existing or new security requirements and demonstrating that the concrete architecture satisfies those requirements.
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