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Introduction

This document serves as an implementation guide for applying the deliverables produced by the AMI-SEC Task Force and AMI Security Acceleration Project (ASAP) team in 2008. The deliverables include a risk assessment, systems requirements, architectural description and component catalog for AMI security. The guide provides a step-by-step process to establishing a high security assurance level and defined, implementable AMI system solution. 
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Purpose
The purpose of this document is to guide utilities through the process of developing and implementing system security for Advanced Metering Infrastructure (AMI). The AMI-SEC TF has developed the implantation guide to help utilities assess their security posture well enough to architect, procure and secure AMI systems.
Process for AMI Security
This document describes how the guidance found in AMI-SEC deliverables should be used to assist in securing AMI systems. An overview is found in the following figure and elaborated in the following sections.
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Figure 1 - Process for AMI Security
Each of the following steps consist of a step and title, description, set of inputs and outputs, AMI-SEC resources recommended or required, actual process involved and validation activities. The first three steps provide an entry point into the process of developing AMI security. These entry points represent a level of effort and resources required in order to complete the overall security solution. Step 1 represents the most effort, and therefore resources required by a utility to complete all the phases. Step 2 indicates a medium level of effort and Step 3 represents the minimum level of effort required. Utilities will choose to accept the AMI-SEC TF’s work corresponding to steps skipped on an as-is basis if they choose to enter at Steps 2 or 3. Entering at later steps also means that previous deliverables do not contain artifacts customized to the utility that may be unique to the organization.
Step 1:  Assess Risks

The purpose of this step is to identify the assets, threats, vulnerabilities, and risks relevant to a particular AMI system under development. The details will vary from solution to solution, depending on factors such as functionality provided by an AMI system, integration with or incorporation of legacy system elements, technology choices, and relevant regulatory considerations.
The AMI-SEC TF has reviewed several risk assessment processes and developed a Risk Assessment methodology that lends itself to the AMI environment. The AMI Risk Assessment identifies threats, vulnerabilities and risk that are specific to AMI in general. Figure 2 shows the process that is used in arriving at a utility specific risk assessment that is explained further in this chapter.
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Figure 2 - Step 1 Process
Inputs:

· Business functions/use cases – association of business value to functional objectives

· An architectural understanding of legacy assets/systems to be incorporated in or integrated with the AMI system under development
· An understanding of applicable laws and regulations
Outputs:

· A set of risks, mapped to business functions (assets) and classification by likelihood and consequence. Each risk is associated with a threat and may impact more than one business function.
AMI-SEC resources:

· AMI Risk Assessment, which includes:
· A process for assessing risks, including asset identification, threat assessment, and risk determination

· A spreadsheet cataloging candidate assets with mappings to security domains

· Tables of candidate threats with severity and likelihood ratings

· AMI System Security Requirements Specification, which includes:
· Candidate business functions that could be found in an AMI system
· A defined set of security domains and descriptions (See figure 5 – Security Domains).
Process:

(NOTE: For purposes of the following description, the term “asset” may aggregate abstract items such as business processes.)

1. Identify high level assets associated with each business function
2. Evaluate dependence of each business function upon high level assets
3. Evaluate applicable threats and vulnerabilities for each high level asset
4. Determine threat likelihood based on means, motive, and opportunity

5. Select security functional objectives for assets
6. Map security functional objectives through assets to security domains
7. Aggregate threats for each asset to security domains

8. Evaluate impact and consequence for applicable threats against all assets within a security domain
9. Determine risk based on threat likelihood and associated consequences
Validation:

· All threats are completely addressed by security functional objectives
· All business functions and assets have associated risk (gap analysis)
Step 2:  Select Security Requirements

The purpose of this step is to select a set of security requirements whose satisfaction will mitigate the identified risks to a degree acceptable to the responsible parties (e.g., integrators, operators, and regulators).

The AMI-SEC TF has developed an AMI System Security Requirements (SSR) document that contains generic requirements that are categorized by general security concerns, for example: confidentiality, integrity, availability, authentication, authorization, accounting, non-repudiation, etc.

The AMI SSR also provides a useful resource in that it contains an architectural description (AD) and business functions necessary for understanding the use, function and purpose of AMI. Understanding the business streams (assets) of AMI is critical developing a secure solution. The following figure shows the process in developing a set of utility specific system security requirements.
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Figure 3 - Step 2 Process
Inputs:

· A set of risks, mapped to business functions and classified by likelihood and consequence
· (NOTE: Organizations not performing Step 1 may not have these inputs, and thus will utilize all security objectives delineated by the AMI Risk Assessment document.)

· An understanding of the risk tolerance of all relevant parties
· An understanding of the high level system architecture
Outputs:

· A set of security requirements as applied to each security domain
AMI-SEC resources:

· AMI Risk Assessment, which includes

· Tables of security objectives for both the system and environment

· AMI System Security Requirements Specification, which includes

· Tables of candidate security requirements
Process:

1. For each security functional objective list all potentially applicable requirements

2. Prioritize requirements for each functional objective according to risk acceptance criteria

3. Select requirements based on architectural assumptions, prioritization, and risk tolerance threshold

Validation:

· All security functional objectives are satisfied by associated requirements
· All risk thresholds are satisfied by requirements traced through security functional objectives
Step 3:  Map Solution Architecture to Security Domains and Requirements

The purpose of this step is to map security requirements to elements of the architecture of a candidate AMI system. The result is independent sets of security requirements for each architectural element.
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Figure 4 - Security Domains

As mentioned in Step 2, the AMI SSR provides insight into the use cases and business functions that AMI offers and maps them to individual security domains. This mapping allows the architect and designer to understand the AMI environment in order to properly build in mechanisms necessary to secure the system. Figure 4 shows the process of generating a list of architectural security components and is described further in this section.
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Figure 5 - Step 3 Process
Inputs:

· A set of system security requirements as applied to each security domain
· (NOTE: Organizations not performing Step 1 and 2 may not have these inputs, and thus will utilize all security requirements delineated by the SSR.)

· A candidate architecture for an AMI system
Outputs:

· An independent set of security requirements for each element of the candidate architecture

AMI-SEC resources:

· AMI System Security Requirements Specification, which includes:
· A description of AMI security domains
· A list of potential security requirements for AMI

Process:

1. Identify all architectural elements in the candidate AMI system

2. Map architectural elements to defined security domains (figure 3)
3. For each architectural element,

a) Determine applicability of each security requirement assigned to the security domain
b) Specify all applicable requirements

Validation:

· All architectural elements map to a security domain
· No architectural elements map to more than one security domain

· Requirements are actionable (i.e., implementable with a security component)
Step 4:  Select Solution Components

The purpose of this step is to select solution components for each architectural element of the candidate AMI system. The requirements for each element should be used to guide the selection of acceptable components.

The Security Component Catalog is a dynamic listing of architectural security components hosted by www.smartgridipedia.org. The list is maintained by the stakeholders involved with AMI including utilities, vendors, academia, and other organizations. Components may represent a very small portion of AMI or complete reference architectures. In addition to identifying a component’s security mechanisms, the components are mapped to security domains and security requirements found in the SSR. This mapping allows the utility to understand where a specific component fits in their architecture and also allows them to check for security coverage. In other words, the component catalog provides the ability to answer the question, “Does this component meet all of the utility’s requirements in this area or will it require multiple components to provide a secure solution?”
The following diagram illustrates the process in arriving at a secure AMI system solution. The process explained further in this section.
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Figure 6 - Step 4 Process
Inputs:

· A candidate architecture for an AMI system

· A set of security requirements for each architectural element

Outputs:

· A set of solution components

AMI-SEC resources:

· AMI Component Catalog, which includes

· Descriptions of generic component types (e.g., firewalls) and the types of requirements generally addressed by specific technologies or products of this type
Process:

1. Correlate each component of the candidate architecture to a common, non-vendor specific architectural component in the Component Catalog
2. Identify the specific requirement(s) which the component must address
3. Evaluate the security mechanisms used to meet requirements

Validation:

· All requirements for each architectural element are satisfied by a component or assembly of components
· No instance of a component maps simultaneously to more than one architectural element or security domain
Step 5:  Verify Assembly Process
The final step in this process is verifying the decisions made along the way by re-examining the assembly “from the bottom up” and ensuring that risks are mitigated to an acceptable level. This step involves tracing the assembly back through the overall process, and checking for sufficient asset defense.
The following diagram illustrates the process in arriving at a secure AMI system solution. The process explained further in this section.
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Figure 7 - Step 5 Process

Inputs:

· A set of risks, mapped to business functions and classified by likelihood and consequence (Step 1 output)
· A set of security requirements as applied to each security domain (Step 2 output)

· An independent set of security requirements for each element of the candidate architecture (Step 3 output)

· A set of solution components (Step 4 output)

Outputs:

· Assurance of proper assembly
AMI-SEC resources:

· AMI Risk Assessment

· AMI System Security Requirements

· AMI Component Catalog

Process:

1. Trace each solution component to the set of requirements it meets
2. Trace each requirement to an architectural element

3. Trace each architectural element to a security domain
4. Trace each security domain to the set of security objectives it must satisfy

5. Trace each security objective to the set of threats it addresses

Validation:

· All threats are addressed
· All security objectives are satisfied

· All architectural elements reside within one and only one security domain

· All designated requirements are met

· All solution components map to an architectural element
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