Cisco Feedback re:

“Security Profile for AMI V 0.46”
 UCAIug/ UtiliSec WG / AMI-SEC TF colleagues…

Cisco is pleased to provide the following feedback re: Security Profile for AMI V 0.46. 

Content was compiled by:

· Paul Duffy, Technical Leader, Smart Grid Business Unit

· Joe Salowey, Technical Leader, Wireless Networking Business Unit

· Additional review by Dave Dalva, Senior Security Strategist, Smart Grid Business Unit
Cisco applauds the considerable effort required of this work.  We do, however, see a few issues that must be addressed in order that this specification be truly actionable.  And we of course stand ready to engage in any direct discussions, etc. to assist this effort moving forward.
General Overview
The early sections of the document discuss a reasonable AMI architecture and component interfaces.  Subsequent sections discuss various security mechanisms.  What is missing are the associations between the two.   
Security mechanisms are discussed in isolation, and not tied back to specific interfaces and components in the AMI network.   The high level AMI architecture is discussed. The low level security mechanisms are discussed.  There is little discussion re: which mechanisms should be applied, where, and under what conditions.
Specific Commentary

1. There is a tendency to designate various protocols as not suitable for an AMI network. Little justification is provided. For example:

a. DHS-2.8.21.2 Do not use DNS.  The document makes several contradictory statements re: DNS.
b. DHS-2.8.16.2 HTTP Web interface should not be used for configuration and management of AMI aggregator.
c. DHS-2.8.13 States that voice, video, IM cannot be secured.


The ability to securely deploy any of the above services is dependent upon the specifics of the deployed AMI network.  The decision to deploy or not should be left entirely up to the AMI provider.  When deployed, appropriate security mechanisms should be applied.
2. Normative language.  
a. Document could be worded much more specifically if standard normative terms are used.  Recommend using RFC 2119 or similar.  

b. Section 5 normative structure is not clear.  One would expect normative requirements to be explicitly listed under the Requirements and Requirements Enhancements sub headings.  One would also expect informal, non-normative, clarifying descriptions in the Supplemental Guidance sub heading.  Yet there seems to be normative text within the Supplemental Guidance sections (example: DHS 2.18.12.2) which is not reflected in the requirements sections.  Recommendation is that all normative text be placed in requirements sections only. 
3. Section 4 makes many technical references to section 2.x.  These references do not exist.

4. Figure 2: it is not clear why there are two alternate paths between AMI meter and AMI head end.  Should not all the communication be passing through the AMI communication network device? If the intent is to depict Internet as a path via the HAN, this should be made explicit (but later text makes it clear that HAN should not be commanding the meter).

5. Same issues for 3rd party meter and non electric meter.  They are depicted as communicating directly with the AMI head end, bypassing the AMI communication device.

6. Table 1.  There seems an assumption that meter reading will be polled.  This will not be the general case (text explicitly discusses request/response).

7. 4.2 end of section.  Unless there is a compelling reason to do otherwise, combine the AMI meter management system and AMI network management system.

8. Section 4.3.  Controls discussed in later sections of the document are not associated with interfaces or components discussed here.  For example, the term HAN is used extensively in the controls section but is not  listed as a component or domain.


9. 4.3.7  DRAACS will also need the ability to collect shed-able load from the premises.

10. 4.4 The security domain concepts discussed here are barely used within section 5.  When used, they are used in a confusing manner.  For example, “enterprise domain” is variously referred to enterprise network, enterprise system enterprise, business system, etc.  “Automated network” is mentioned once.  “Managed network” not at all.  

11. 4.4 Second para on page 19.  Reference to section 3 makes no sense.  

12. Section 4 seems a non sequitur to the rest of the document. Section 5 content needs to be mapped back to the security domains, or remove section 4.4 for clarity.

13. Section 5. Terminology is frequently undefined.  Vague wording within an “actionable” specification will lead to confusion down the road.  Are these terms defined in the DHS documents or elsewhere?  If so, sources need to be cited.  

Examples … trusted path, trusted base computing, mobile code, flaw, etc.

14. DHS-2.8.3 Security Function Isolation.  Is FIPS compliance sufficient to meet this or is there something more?  

15. DHS-2.8.4 Information Remnants. Is FIPS compliance sufficient to meet this or is there something more? 

16. DHS-2.8.7 Boundary Protection. Do boundaries align at all with domains from section 4?  The HAN is most likely connected to the internet.  What does it mean to push data to the HAN?  Is it just transit?  Or can AMI data be interpreted by other components in the HAN?  If other components in the HAN want to interact with the AMI system how do they do it?


17. DHS-2.8.8 Communication Integrity. How is communication integrity different than authentication when cryptographic protection is applied?  What interfaces require integrity?  Is a definition for the various levels of data sensitivity provided for the AMI system?

18. DHS-2.8.9 Communication Confidentiality. Shouldn’t confidentiality have similar concerns as integrity with respect to data sensitivity etc?

19. DHS-2.8.12 Use of Validated Cryptography. Is FIPS 140 required or just recommended?  Is certification required? 


20. DHS-2.8.13 The intent of the collaborative computing section is not clear.  For starters, it states that voice, video, IM cannot be secured, etc.  The wholesale banning of a particular technology seems draconian.  If the technology supports appropriate controls it should be permitted.  If additional controls are necessary then they should be enumerated. 

21. DHS-2.8.15 Public Key Infrastructure Certificates. Does Registration authorization need to be a manual process?

22. DHS-2.8.17 Voice-Over Internet Protocol. There are security mechanisms for VOIP.  If it can be secured using the controls in this document then why not permit its use?  If additional controls are necessary then they should be defined.  


23. DHS-2.8.19 Mobile code.  Not clear what point is being made. When is code considered mobile or not?  What’s the spectrum versus an executable image run directly on the HW or interpreted at a higher level? Signed images/code eliminates the security concerns. Also states that HTTP interfaces should not be used for configuration or management.

24. DHS-2.8.20 Device-to-device communication? When is communication considered not device to device? Also, what specifically is meant by “at the protocol level” and why is it singled out?

25. DHS-2.8.21 Singles out AMI name/address resolution services as requiring fault tolerance.  Then recommends that DNS not be used, instead use host based resolution mechanisms.  Then described how to deploy DNS and requires authentication and integrity checking (referring to NIST 800-81).   This section is not at all clear.  Host based name resolution for several million NAN endpoints will not be practical.

26. DHS-2.9.4 Information Classification. Who defines the information classification for the information communicated over the various interfaces?  It seems that at least a base level should be defined so requirements can be defined and controls applied appropriately. 

27. DHS-2.14.2.2  What is the specific definition of “flaw”?

28. DHS-2-14.4 SYSLOG “ format” cited.  Is the intent that the AMI system specifically use the full SYSLOG protocol (RFC 3164 is cited)?  DHS-2.16.2.2 also states centralized log management system is required.  Is the intent here that it be SYSLOG?

29. DHS-2.14.8 Spam protection for the AMI network. Specific definition of spam?  Why would email servers be running in the AMI network?  Seems email servers would be restricted to enterprise domain?  Or is the intent that all bogus traffic on the AMI network be indentified and mitigated?

30. DHS-2.15.1.1 and elsewhere.  HAN passes no control to the NAN.  What is specifically meant by “control” and “informational” traffic from the HAN?  For example, I can see a HAN device wanting to read the meter, how is this classified?  

31. DHS-2.15.1 Access Control Policy and Procedures. This section should reference the domains, components and interfaces from section 4. 


32. DHS-2.15.12 Device Identification and Authentication. Shouldn’t identifier management 2.15.4 cover devices as well?

33. DHS-2.15.26 Wireless Access Restrictions. Scans should be conducted even if wireless is not deployed. 
