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1.0 - Introduction

This document serves as a collection point for all comments received from review of the AMI Security Profile, version 0.46 and is intended to be a companion document to the AMI Security Profile, version 0.49. These comments have been received from several sources including the ASAP-SG Usability Analysis Team, Cisco, and the NIST CSCTG. Additionally, some comments have also been included from the ASAP-SG Architectural Team. 
2.0 – Control Additions/Removals in Version 0.49

2.1 - Removed Controls

The following controls which were part of the AMI Security Profile, version 0.46 have been removed in version 0.49. These controls were determined to be organizational related which will be dealt with separately from the AMI Security Profile.  
DHS-2.12.6 Continuity of Operations Plan Update

DHS-2.12.7 Incident Handling

DHS-2.12.8 Incident Monitoring

DHS-2.12.9 Incident Reporting

DHS-2.12.10 Incident Response Assistance

DHS-2.12.11 Incident Response Investigation and Analysis

DHS-2.12.12 Corrective Action

DHS-2.12.13 Alternate Data Storage Sites

DHS-2.12.14 Alternate Command/Control Methods

DHS-2.12.15 Alternate Control Center

ASAP-2.12.16 Business Data Backup

DHS-2.12.17 Control System Recovery and Reconstitution

DHS-2.12.18 Fail-Safe Response


ASAP-2.15.31 Unauthorized Access

2.2 - Added Controls

The following controls which were not part of the AMI Security Profile, version 0.46 have been added in version 0.49. 

ASAP-2.17.1 Delay of Remote Connect/Disconnect
3.0 - Comments Not Addressed in Version 0.49

3.1 - General Document Comments

1. The early sections of the document discuss a reasonable AMI architecture and component interfaces.  Subsequent sections discuss various security mechanisms.  What is missing are the associations between the two.   

2. Security mechanisms are discussed in isolation, and not tied back to specific interfaces and components in the AMI network.   The high level AMI architecture is discussed. The low level security mechanisms are discussed.  There is little discussion re: which mechanisms should be applied, where, and under what conditions.

3. There is a tendency to designate various protocols as not suitable for an AMI network. Little justification is provided. For example:

a. DHS-2.8.21.2 Do not use DNS.  The document makes several contradictory statements re: DNS.

b. DHS-2.8.16.2 HTTP Web interface should not be used for configuration and management of AMI aggregator.

c. DHS-2.8.13 States that voice, video, IM cannot be secured.


The ability to securely deploy any of the above services is dependent upon the specifics of the deployed AMI network.  The decision to deploy or not should be left entirely up to the AMI provider.  When deployed, appropriate security mechanisms should be applied.

4. Normative language.  

a. Document could be worded much more specifically if standard normative terms are used.  Recommend using RFC 2119 or similar.  

b. Section 5 normative structure is not clear.  One would expect normative requirements to be explicitly listed under the Requirements and Requirements Enhancements sub headings.  One would also expect informal, non-normative, clarifying descriptions in the Supplemental Guidance sub heading.  Yet there seems to be normative text within the Supplemental Guidance sections (example: DHS 2.18.12.2) which is not reflected in the requirements sections.  Recommendation is that all normative text be placed in requirements sections only.
5. Section 4 makes many technical references to section 2.x.  These references do not exist.

6. Figure 2: it is not clear why there are two alternate paths between AMI meter and AMI head end.  Should not all the communication be passing through the AMI communication network device? If the intent is to depict Internet as a path via the HAN, this should be made explicit (but later text makes it clear that HAN should not be commanding the meter).

a. Same issues for 3rd party meter and non electric meter.  They are depicted as communicating directly with the AMI head end, bypassing the AMI communication device.

7. Table 1.  There seems an assumption that meter reading will be polled.  This will not be the general case (text explicitly discusses request/response).

8. 4.2 end of section.  Unless there is a compelling reason to do otherwise, combine the AMI meter management system and AMI network management system.

9. Section 4.3.  Controls discussed in later sections of the document are not associated with interfaces or components discussed here.  For example, the term HAN is used extensively in the controls section but is not listed as a component or domain.

10. Section 4.3.7 - DRAACS will also need the ability to collect shed-able load from the premises.

11. Section 4.4 - The security domain concepts discussed here are barely used within section 5.  When used, they are used in a confusing manner.  For example, “enterprise domain” is variously referred to enterprise network, enterprise system enterprise, business system, etc.  “Automated network” is mentioned once.  “Managed network” not at all.  

12. Section 4.4 - Second paragraph on page 19.  Reference to section 3 makes no sense.  

13. Section 4 seems a non sequitur to the rest of the document. Section 5 content needs to be mapped back to the security domains, or remove section 4.4 for clarity.

14. Section 5. Terminology is frequently undefined.  Vague wording within an “actionable” specification will lead to confusion down the road.  Are these terms defined in the DHS documents or elsewhere?  If so, sources need to be cited.  

Examples … trusted path, trusted base computing, mobile code, flaw, etc.
3.2 - Control Specific Comments
DHS-2.8 System and Communication Protection  

Comments:
1. I am not clear about the definition of AMI component.  I make comments throughout on this because I am not sure components have the capability to implement many of the controls.  I typically think of a component as a device.

DHS-2.8.2 Management Port Partitioning 
DHS-2.8.2.1 Requirement: 

Comments:

1. Is the reference to “AMI Components” in the first sentence appropriate?  See comment #1 in Section 2.8.

2. Move the following text from Supplemental Guidance to Requirements sections “The AMI system management port needs to be physically or logically separated from telemetry/data acquisition services and information storage and management services (e.g., database management) of the system.”
DHS-2.8.2.2 Supplemental Guidance: 

Comments:
1. Move text as per comment #2 in 2.8.2.1.

2. Add new text to end of this section as follows: “Such precautions reduce the risk of allowing access to a data acquisition server and can help limit the damage of a compromised system. Configuration and testing ports for AMI components should be disabled when not in use. 
Depending on the criticality of the system it may be advised that a device be physically disconnected. “
3. "different network addresses or protocol port (e.g., TCP ports)" - That doesn't seem like much of a separation if they are both on the same host, but seem acceptable if they are on multiple hosts. For example if mail and web running on one server, compromise one and you can probably compromise the other.  Perhaps a better or extra addition would be different user permissions on the system per application so if one is compromised (and it's not root/admin) it forces the attacker to also escalate privs. To (fully) compromise the other services on the box.

DHS-2.8.2.3 Requirement Enhancements: 

Comments:
DHS-2.8.3 Security Function Isolation 

DHS-2.8.3.1 Requirement: 

Comments:

1. Is the reference to “AMI Components” in the first sentence appropriate?  See comment #1 in Section 2.8.

2. Is FIPS compliance sufficient to meet this or is there something more?  

DHS-2.8.3.2 Supplemental Guidance: 

Comments:
1. Change the beginning of the first sentence in this section from “AMI components must isolate” to “AMI components shall isolate”

2. Change the beginning of the second sentence in this section from “The AMI system maintains” to “The AMI system shall maintain”

3. How do we want to handle the last sentence of the first paragraph if organizational controls are not part of the AMI Security Profile? “Some AMI components may not implement this capability. In situations where it is not implemented, the organization details its risk acceptance and mitigation in the AMI system security plan 

4. Move the last paragraph and list of five items to Requirements Enhancements (DHS-2.8.3.3)

DHS-2.8.3.3 Requirement Enhancements: 

Comments:
1. Move text from Supplemental Guidance (See comment #4 in Section DHS-2.8.3.2)
2. Change first sentence from “The AMI system must employ” to “The AMI system shall employ”
DHS-2.8.4 Information Remnants 

DHS-2.8.4.1 Requirement: 

Comments:

1. Underline the word “components” in the first sentence.

2. Is FIPS compliance sufficient to meet this or is there something more?  

DHS-2.8.4.2 Supplemental Guidance: 

Comments:

DHS-2.8.4.3 Requirement Enhancements: 

Comments:

DHS-2.8.5 Denial-of-Service Protection 

DHS-2.8.5.1 Requirement: 

Comments:

1. Underline the word “components” in the first sentence.

DHS-2.8.5.2 Supplemental Guidance: 

Comments:

1. The three items in the list are requirements. Move to Requirements Enhancements section (DHS 2.8.5.3) 

DHS-2.8.5.3 Requirement Enhancements: 

Comments:

1. Move list of three items from Supplemental Guidance section (see comment #1 under DHS-2.8.5.2)

DHS-2.8.6 Resource Priority 

DHS-2.8.6.1 Requirement: 

Comments:

1. Underline the word “components” in the first sentence.

DHS-2.8.6.2 Supplemental Guidance: 

Comments:

DHS-2.8.6.3 Requirement Enhancements: 

Comments:

DHS-2.8.7 Boundary Protection 

DHS-2.8.7.1 Requirement: 

Comments:

1. Do boundaries align at all with domains from section 4?  The HAN is most likely connected to the internet.  What does it mean to push data to the HAN?  Is it just transit?  Or can AMI data be interpreted by other components in the HAN?  If other components in the HAN want to interact with the AMI system how do they do it?
2. I found this description of the requirement to be somewhat confusing.  This is really about establishing boundaries on trust.
DHS-2.8.7.2 Supplemental Guidance: 

Comments:

1. The items in the list that begins with “The following guidance also applies:” are requirements. Move to the Requirements Enhancements section (DHS-2.8.7.3)
DHS-2.8.7.3 Requirement Enhancements: 

Comments:

1. Move list of items from Supplemental Guidance section (see comment #2 under DHS-2.8.7.2)

DHS-2.8.8 Communication Integrity

DHS-2.8.8.1 Requirement:

Comments:
1. Change “must” to “shall” in the first sentence of this section.

2. How is communication integrity different than authentication when cryptographic protection is applied?  What interfaces require integrity?  Is a definition for the various levels of data sensitivity provided for the AMI system?
DHS-2.8.8.2 Supplemental Guidance:

Comments:

DHS-2.8.8.3 Requirement Enhancements:
Comments:
1. #3 "must not create a denial of service of rail to an unprotected open state" - This seems to contradict (maybe in wording alone) the "availability" mentioned later in that paragraph.  It seems if it doesn't fail in open state it would fail to a closed state and not work.  However, I see the argument that it shouldn't be unprotected, perhaps there should be a note that the implementer should take into account the criticality of the system.

DHS-2.8.9 Communication Confidentiality

DHS-2.8.9.1 Requirement:

Comments:
1. Shouldn’t confidentiality have similar concerns as integrity with respect to data sensitivity etc?

DHS-2.8.9.2 Supplemental Guidance:

Comments:

DHS-2.8.9.3 Requirement Enhancements:

Comments:

DHS-2.8.10 Trusted Path

DHS-2.8.10.1 Requirement:

Comments:

1. Underline the word “components” in the first sentence.

DHS-2.8.10.2 Supplemental Guidance:

Comments:

1. This section needs to be rewritten both here and in the DHS Catalog.  The terminology is old (from the orange book) and referencing clearances is really not appropriate.

DHS-2.8.10.3 Requirement Enhancements:

Comments:

DHS-2.8.11 Cryptographic Key Establishment and Management

DHS-2.8.11.1 Requirement:

Comments:

1. This control is somewhat bothersome to me. Requiring automation has more to do with usability than security. I think the purpose is really to ensure that key establishment and management is protected. An encryption scheme only provides as much protection as is afforded to its components.

DHS-2.8.11.2 Supplemental Guidance:

Comments:

1. Reference to an “effective” random number generator. Where is [effective] defined?  

DHS-2.8.11.3 Requirement Enhancements:

Comments:

DHS-2.8.12 Use of Validated Cryptography

DHS-2.8.12.1 Requirement:

Comments:

1. This one is a borderline organizational issue.

DHS-2.8.12.2 Supplemental Guidance:

Comments:

1. Meeting the FIPS 140-2 standards is not the same as being validated. Recommend changing this to being “validated”.

2. Is FIPS 140 required or just recommended?  Is certification required?

DHS-2.8.12.3 Requirement Enhancements:

Comments:

1. I don’t understand this requirement. This is in reference to requirement #2 in this section which states: “The organization selects cryptographic hardware with remote key management capabilities”.

DHS-2.8.13 Collaborative Computing N/A
DHS-2.8.13.1 Requirement:

Comments:

1. The intent of the collaborative computing section is not clear.  For starters, it states that voice, video, IM cannot be secured, etc.  The wholesale banning of a particular technology seems draconian.  If the technology supports appropriate controls it should be permitted.  If additional controls are necessary then they should be enumerated.

DHS-2.8.13.2 Supplemental Guidance:

Comments:

DHS-2.8.13.3 Requirement Enhancements:

Comments:

DHS-2.8.14 Transmission of Security Parameters

DHS-2.8.14.1 Requirement:

Comments:

DHS-2.8.14.2 Supplemental Guidance:

Comments:

1. I am not clear what “explicitly” or “implicitly” means.
DHS-2.8.14.3 Requirement Enhancements:

Comments:

DHS-2.8.15 Public Key Infrastructure Certificates

DHS-2.8.15.1 Requirement:

Comments:
1. Does registration authorization need to be a manual process?

2. Not sure how to define appropriate here.

DHS-2.8.15.2 Supplemental Guidance:

Comments:

DHS-2.8.15.3 Requirement Enhancements:

Comments:
DHS-2.8.16 Mobile Code

DHS-2.8.16.1 Requirement:

Comments:

1. Not clear what point is being made. When is code considered mobile or not?  What’s the spectrum versus an executable image run directly on the HW or interpreted at a higher level? Signed images/code eliminates the security concerns. Also states that HTTP interfaces should not be used for configuration or management.

DHS-2.8.16.2 Supplemental Guidance:

Comments:

1. The url referenced is not valid.

DHS-2.8.16.3 Requirement Enhancements:

Comments:

DHS-2.8.17 Voice-Over Internet Protocol

DHS-2.8.17.1 Requirement:

Comments:

1. The last sentence (starting with “Given the current state of this technology”) of this section is not a requirement.

2. There are security mechanisms for VOIP.  If it can be secured using the controls in this document then why not permit its use?  If additional controls are necessary then they should be defined.  

DHS-2.8.17.2 Supplemental Guidance:

Comments:

DHS-2.8.17.3 Requirement Enhancements:

Comments:

DHS-2.8.18 System Connections

DHS-2.8.18.1 Requirement:

Comments:

1. Underline the word “components” in the first sentence.

DHS-2.8.18.2 Supplemental Guidance:

Comments:

DHS-2.8.18.3 Requirement Enhancements:

Comments:

DHS-2.8.19 Security Roles

DHS-2.8.19.1 Requirement:

Comments:

DHS-2.8.19.2 Supplemental Guidance:

Comments:
1. This doesn’t make sense to me.  Shouldn’t roles be defined for job descriptions and/or individuals?

DHS-2.8.19.3 Requirement Enhancements:

Comments:

DHS-2.8.20 Message Authenticity

DHS-2.8.20.1 Requirement:

Comments:

1. Device-to-device communication? When is communication considered not device to device? Also, what specifically is meant by “at the protocol level” and why is it singled out?

DHS-2.8.20.2 Supplemental Guidance:

Comments:

DHS-2.8.20.3 Requirement Enhancements:

Comments:

1. I am not clear on this requirement.

DHS-2.8.21 Architecture and Provisioning for Name/Address Resolution Service

DHS-2.8.21.1 Requirement:

Comments:

1. Should “AMI components” be “AMI devices”?

DHS-2.8.21.2 Supplemental Guidance:

Comments:

1. This section needs to be heavily reviewed and edited. I do not believe all the information is accurate.

2. Singles out AMI name/address resolution services as requiring fault tolerance.  Then recommends that DNS not be used, instead use host based resolution mechanisms.  Then described how to deploy DNS and requires authentication and integrity checking (referring to NIST 800-81).   This section is not at all clear.  Host based name resolution for several million NAN endpoints will not be practical.

DHS-2.8.21.3 Requirement Enhancements:

Comments:

DHS-2.8.22 Secure Name / Address Resolution Service (Authoritative Source)

DHS-2.8.22.1 Requirement:

Comments:

DHS-2.8.22.2 Supplemental Guidance:

Comments:

1. This section needs to be heavily reviewed and edited. I do not believe all the information is accurate.

DHS-2.8.22.3 Requirement Enhancements:

Comments:

DHS-2.8.23 Secure Name/Address Resolution Service (Recursive or Caching Resolver)

DHS-2.8.23.1 Requirement:

Comments:

DHS-2.8.23.2 Supplemental Guidance:

Comments:

1. In reference to the second and third sentences of this section: This needs to be heavily reviewed and edited. I do not believe all the information is accurate.

DHS-2.8.23.3 Requirement Enhancements:

Comments:

ASAP-2.8.24 Secure Name/Address Resolution Service (Address Resolution Tampering)
Comments:
1. I am not sure what this requirement addresses.
 ASAP-2.8.24.1 Requirement:

Comments:

ASAP-2.8.24.2 Supplemental Guidance:

Comments:

ASAP-2.8.24.3 Requirement Enhancements:

Comments:
1. "ARP spoofing and similar attacks may allow an attack to subvert natural automated network behavior in order to allow the attacker to get "in the middle" of valid communication". Change all to "allow".  Although I don't think I'm entirely clear on "natural automated network behavior" means. Seems like a lot of words for the network structure, or something equally simplistic.

DHS-2.9 Information and Document Management

DHS-2.9.1 Information and Document Management Policy and Procedures

DHS-2.9.1.1 Requirement:

Comments:
DHS-2.9.1.2 Supplemental Guidance:

Comments:
DHS-2.9.1.3 Requirement Enhancements:

Comments:
DHS-2.9.2 Information and Document Retention

DHS-2.9.2.1 Requirement:

Comments:
DHS-2.9.2.2 Supplemental Guidance:

Comments:
DHS-2.9.2.3 Requirement Enhancements:

Comments:
DHS-2.9.3 Information Handling

DHS-2.9.3.1 Requirement:

Comments:
DHS-2.9.3.2 Supplemental Guidance:

Comments:
DHS-2.9.3.3 Requirement Enhancements:

Comments:
DHS-2.9.4 Information Classification

Comments:
1. Who defines the information classification for the information communicated over the various interfaces?  It seems that at least a base level should be defined so requirements can be defined and controls applied appropriately.
DHS-2.9.4.1 Requirement:

Comments:
1. I don’t agree that this applies to components.
DHS-2.9.4.2 Supplemental Guidance:

Comments:
1. Underline the word “components” in the first sentence of this section.
DHS-2.9.4.3 Requirement Enhancements:

Comments:
DHS-2.9.5 Information Exchange

DHS-2.9.5.1 Requirement:

Comments:
DHS-2.9.5.2 Supplemental Guidance:

Comments:
DHS-2.9.5.3 Requirement Enhancements:

Comments:
1. Is a component a “device”?
DHS-2.9.6 Information and Document Classification

DHS-2.9.6.1 Requirement:

Comments:
DHS-2.9.6.2 Supplemental Guidance:

Comments:
DHS-2.9.6.3 Requirement Enhancements:

Comments:
DHS-2.9.7 Information and Document Retrieval

DHS-2.9.7.1 Requirement:

Comments:
1. The first sentence in section DHS-2.9.7.2 (starting with “The organization shall employ appropriate measures”) is a requirement. Move it to this section. 
DHS-2.9.7.2 Supplemental Guidance:

Comments:
1. Move the first sentence of this section to Requirements Section (see comment #1 in DHS-2.9.7.1)

2. Relating to the second sentence of this section (starting with “Any legal or regulatory requirements”). Not sure what his has to do with document retrieval. 

3. Delete the last sentence of the paragraph (starting with “The organization must take special care”).
DHS-2.9.7.3 Requirement Enhancements:

Comments:
DHS-2.9.8 Information and Document Destruction

DHS-2.9.8.1 Requirement:

Comments:
1. Move the first sentence in DHS-2.9.8.2 (starting with “The organization shall develop policies and procedures detailing destruction”) to this section.
DHS-2.9.8.2 Supplemental Guidance:

Comments:
1. Move the first sentence of this section to Requirements Section (see comment #1 in DHS-2.9.8.1)

DHS-2.9.8.3 Requirement Enhancements:

Comments:
DHS-2.9.9 Information and Document Management Review

DHS-2.9.9.1 Requirement:

Comments:
1. Move the first sentence in DHS-2.9.8.2 (starting with “The organization shall regularly review compliance”) to this section.
DHS-2.9.9.2 Supplemental Guidance:

Comments:
1. Move the first sentence of this section to Requirements Section (see comment #1 in DHS-2.9.9.1)

DHS-2.9.9.3 Requirement Enhancements:

Comments:
DHS-2.9.10 Automated Marking

Comments:
1. This is very different from the DHS requirement.  I recommend renaming this is an ASAP requirement and changing the requirement name.
DHS-2.9.10.1 Requirement:

Comments:
DHS-2.9.10.2 Supplemental Guidance:

Comments:
DHS-2.9.10.3 Requirement Enhancements:

Comments:
DHS-2.10 System Development and Maintenance

DHS-2.10.1 System Maintenance Policy and Procedures

DHS-2.10.1.1 Requirement:

Comments:
1. Add “and associated system maintenance controls” to the end of the sentence in the second (#2) item.
DHS-2.10.1.2 Supplemental Guidance:

Comments:
1. Change “components of the AMI system” to “AMI systems” in the last sentence of this section.
DHS-2.10.1.3 Requirement Enhancements:

Comments:
DHS-2.10.2 Legacy System Upgrades

DHS-2.10.2.1 Requirement:
Comments:
1. I believe this requirement should really address the AMI system.  Why are you mandating upgrading all legacy components?
DHS-2.10.2.2 Supplemental Guidance:

Comments:
1. Change “components” to “systems” in the first sentence of this section.
DHS-2.10.2.3 Requirement Enhancements:

Comments:
DHS-2.10.3 System Monitoring and Evaluation

DHS-2.10.3.1 Requirement:

Comments:
1. Why are you updating or replacing all components?
DHS-2.10.3.2 Supplemental Guidance:

Comments:
1. Change the last sentence of this section to read: “These reviews must be carefully planned and documented in accordance with the organization’s configuration maintenance policies and procedures to identify any changes to the system.”

DHS-2.10.3.3 Requirement Enhancements:

Comments:
DHS-2.10.4 Backup and Recovery

DHS-2.10.4.1 Requirement:

Comments:
1. Underline the word “components” in the first and second sentences of this section.

2. Where is “reasonable” defined?
DHS-2.10.4.2 Supplemental Guidance:
Comments:
1. Underline the word “components” in the first and second sentences of this section.

DHS-2.10.4.3 Requirement Enhancements:

Comments:
DHS-2.10.5 Unplanned System Maintenance

DHS-2.10.5.1 Requirement:

Comments:
DHS-2.10.5.2 Supplemental Guidance:

Comments:
DHS-2.10.5.3 Requirement Enhancements:

Comments:
DHS-2.10.6 Periodic System Maintenance

DHS-2.10.6.1 Requirement:

Comments:
1. Why were DHS catalog requirements 2-4 deleted?

DHS-2.10.6.2 Supplemental Guidance:

Comments:
DHS-2.10.6.3 Requirement Enhancements:

Comments:
1. Make this a number list (3 items).
ASAP-2.10.7 Field Tools

Comments:
1. Same reference as DHS requirement.  Some of the text is the same – some is different.  Should this have a different number?

ASAP-2.10.7.1 Requirement:

The organization shall approve, manage, protect, and monitor the use of field tools and maintains the integrity of these tools on an ongoing basis.

ASAP-2.10.7.2 Supplemental Guidance:

Comments:
ASAP-2.10.7.3 Requirement Enhancements:

Comments:
1. Why are DHS 1, 4, and 5 not included?

2. Relating to list item #2, second part of the sentence (beginning with “if the equipment cannot be sanitized”). Does this really make sense?

3. Add item #3 as follows (this is moved from section DHS-2.10.8.2):

“Maintenance personnel shall have appropriate access authorization when maintenance activities allow access to organizational information that could result in a future compromise of availability, integrity, or confidentiality.”

4. Add item #4 as follows(this is moved from section DHS-2.10.8.2):

“When maintenance personnel do not have required access authorizations, organizational personnel with appropriate access authorizations shall supervise maintenance personnel during the performance of maintenance activities.”

DHS-2.10.8 Maintenance Personnel

DHS-2.10.8.1 Requirement:

Comments:
1. Add “on the AMI system” to the end of the first sentence.
DHS-2.10.8.2 Supplemental Guidance:

Comments:
1. Move these items to section DHS-2.10.7.3 (see comments #3, and #4 in DHS-2.10.7.3)
DHS-2.10.8.3 Requirement Enhancements:

Comments:
DHS-2.10.9 Remote Maintenance

DHS-2.10.9.1 Requirement:

Comments:
1. Why are 2, 3, and 5 not included?

2. Make this a numbered list

3. Move the following from DHS-2.10.9.2:
“The use of remote maintenance and diagnostic tools shall be consistent with organizational policy and documented in the security plan. “
“The organization shall maintain records for all remote maintenance and diagnostic activities.”
DHS-2.10.9.2 Supplemental Guidance:

Comments:
1. Move the last two sentences to DHS-2.10.9.1 (see comment #3 in DHS-2.10.9.2)
DHS-2.10.9.3 Requirement Enhancements:

Comments:
1. Make this a numbered list.

DHS-2.12 Incident Response

DHS-2.12.1 Incident Response Policy and Procedures

DHS-2.12.1.1 Requirement:
 Comments:
1. Make this a numbered list.

DHS-2.12.1.2 Supplemental Guidance:

Comments:
DHS-2.12.1.3 Requirement Enhancements:

Comments:
DHS-2.12.2 Continuity of Operations Plan

DHS-2.12.2.1 Requirement:

Comments:
DHS-2.12.2.2 Supplemental Guidance:

Comments:
1. Change “components of the AMI system” to “AMI system operations”.
DHS-2.12.2.3 Requirement Enhancements:

Comments:
1. Why is 1 not included?
DHS-2.12.3 Continuity of Operations Roles and Responsibilities
DHS-2.12.3.1 Requirement:

Comments:
DHS-2.12.3.2 Supplemental Guidance:

Comments:
DHS-2.12.3.3 Requirement Enhancements:

Comments:
DHS-2.12.4 Incident Response Training
DHS-2.12.4.1 Requirement:

Comments:
1. Change the beginning of the second sentence from “ The organization provides” to “The organization shall provide”.
DHS-2.12.4.2 Supplemental Guidance:

Comments:
DHS-2.12.4.3 Requirement Enhancements:

Comments:
1. Change this from a “DHS” to an “ASAP” control designation.

2. Why are DHS 1 and 2 not included?
DHS-2.12.5 Continuity of Operations Plan Testing
DHS-2.12.5.1 Requirement:

Comments:
1. Move the following from DHS-2.12.5.2 to this section (with minor revisions. i.e. “must” changed to “shall”):
“The organization shall maintain a list of incident response activities and mitigations for the utility and its customers in accordance with the provisions of the organization incident response policy and procedures.”
“Following the preparation of the various plans, a schedule shall be developed to review and test each plan and ensure that each still meets the objectives.”
DHS-2.12.5.2 Supplemental Guidance:

Comments:
1. Move first and last sentences to DHS-2.12.5.1 (see comment #1 in DHS-2.15.5.1)
DHS-2.12.5.3 Requirement Enhancements:

Comments:
1. Why are DHS 1, 2, and 3 not included?
DHS-2.12.6 Continuity of Operations Plan Update
DHS-2.12.6.1 Requirement:
Comments:
DHS-2.12.6.2 Supplemental Guidance:

Comments:
DHS-2.12.6.3 Requirement Enhancements:

Comments:
1. Change designation of this control from “DHS” to “ASAP”.
DHS-2.14 System and Information Integrity

Comments:
DHS-2.14.1 System and Information Integrity Policy and Procedures

DHS-2.14.1.1 Requirement:

Comments:
1. “Formal” is not consistently used. I don’t see where it adds value and recommend deleting it.

2. Move the following sentence of DHS-2.14.1.2:
“The organization shall ensure the system and information integrity policy and procedures are consistent with applicable federal laws, directives, policies, regulations, standards, and guidance.”
DHS-2.14.1.2 Supplemental Guidance:

Comments:
1. Move the first sentence in this section to DHS-2.14.1.1 (see comment #2 under DHS-2.14.1.1)

2. Relating to the last two sentences in this section (beginning with “The system and information integrity policy”). These statements are sometimes included in the policy statements, and sometimes not. It should be consistent throughout this document.
DHS-2.14.1.3 Requirement Enhancements:

Comments:
DHS-2.14.2 Flaw Remediation

DHS-2.14.2.1 Requirement:

Comments:
1. What are requirements 2 and 3 from the DHS catalog not included?

2. Move the following from DHS-2.14.2.2
“The organization shall identify AMI systems and system components containing software affected by recently announced flaws (and potential vulnerabilities resulting from those flaws).”
“The organization (or the software developer/vendor for software developed and maintained by a vendor/contractor) shall promptly evaluate newly released security-relevant patches, service packs, and hot fixes and tests them for effectiveness and potential impacts on the organization’s AMI system before installation.”
DHS-2.14.2.2 Supplemental Guidance:

Comments:
1. Move the first two sentences to DHS-2.14.2.1 (see comment #2 under DHS-2.14.2.1).
2. What is the specific definition of “flaw”?
DHS-2.14.2.3 Requirement Enhancements:

Comments:
DHS-2.14.3 Malicious Code Protection

DHS-2.14.3.1 Requirement:

Comments:
1. Why isn’t requirement 2 from the DHS catalog included?

2. Change “must” to “shall”

3. Move the following from DHS-2.14.3.2:

“From a system perspective, malicious code protection mechanisms must be deployed in such a manner as to limit the impact of the attack to a small geographical area prior to detection and eradication.
Additionally, what does “to a small geographical area” mean?
DHS-2.14.3.2 Supplemental Guidance:

Comments:
1. Relating to the paragraph starting with “From a host device perspective. This assumes a specific architecture.
DHS-2.14.3.3 Requirement Enhancements:

Comments:
1. Why are DHS catalog requirements 1-6 not included.

2. Relating to item #2: Why is “centralized managed” necessary?

3. Relating to item #3: How is this related to malicious code detection?

4. Relating to item #4: How is this related to malicious code detection?

5. Relating to items 7-10: Why are these requirements here?

6. Relating to item #16.2: How is this done?

7. Relating to item #16.3: What does “host hardening” mean?
DHS-2.14.4 System Monitoring Tools and Techniques

DHS-2.14.4.1 Requirement:

Comments:
1. Add DHS catalog requirements 2 and 3.

2. Change the sentence from “shall log and report” to “shall detect, log, and report”.
DHS-2.14.4.2 Supplemental Guidance:

Comments:
1. Change the sentence from “security events” to “security events and anomalies” in the first paragraph.

2. Underline the word “components” in the first and third paragraphs.

3. Relating to the last sentence of the second paragraph: Do you really want to log all communication events? This could be significant.
DHS-2.14.4.3 Requirement Enhancements:

Comments:
1. Why were 1-11 from the DHS catalog not included?

2. Relating to item #5. Change to read as follows:
“The AMI system component shall provide a mechanism by which accessed, missing and modified logs are detected.”
3. SYSLOG “ format” cited.  Is the intent that the AMI system specifically use the full SYSLOG protocol (RFC 3164 is cited)?  DHS-2.16.2.2 also states centralized log management system is required.  Is the intent here that it be SYSLOG?
DHS-2.14.5 Security Alerts and Advisories

DHS-2.14.5.1 Requirement:

Comments:
1. Change the first item to read:

“Receives and/or generates AMI system security alerts/advisories regularly and in response to system-based occurrences;”
2. Move the following from DHS-2.14.5.2:

“The organization shall maintain contact with special interest groups (e.g., information security forums) that:

1. Facilitate sharing of security-related information (e.g., threats, vulnerabilities, and latest security technologies);

2. Provide access to advice from security professionals;
3. Improve knowledge of security best practices.”
DHS-2.14.5.2 Supplemental Guidance:

Comments:
1. Move the last sentence and three items to DHS-2.14.5.2 (see comment #2 under DHS-2.14.5.2)
DHS-2.14.5.3 Requirement Enhancements:

Comments:
DHS-2.14.6 Security Functionality Verification

DHS-2.14.6.1 Requirement:

Comments:
1. Not sure what “independently and in concert with the AMI management system” means.
DHS-2.14.6.2 Supplemental Guidance:

Comments:
1. The first sentence is a killer and seems to do a lot of hand waving and not say much of anything with a lot of words.  I'm not too sure what to offer as a suggestion, but it seems to say "It supports the functions that it does securely". So maybe it should say "The AMI management system should be designed with security in mind, such that AMI devices will require proper security to function"?

DHS-2.14.6.3 Requirement Enhancements:

Comments:
1. Why were DHS catalog requirement 1 and 2 not included?

2. Changed designation for this control from “DHS” to “ASAP”.

DHS-2.14.7 Software and Information Integrity

DHS-2.14.7.1 Requirement:

Comments:
1. Change the first sentence to read:

“The AMI system shall monitor and detect unauthorized changes to software, firmware and data.”

2. Move the following from DHS-2.14.7.2 to this section:

“The organization shall employ integrity verification techniques on the AMI system to look for evidence of information tampering, errors, and/or omissions. The organization shall employ good software engineering practices with regard to commercial-off-the-shelf integrity mechanisms (e.g., parity checks, cyclical redundancy checks, cryptographic hashes) and uses tools to automatically monitor the integrity of the IT systems, AMI components, and the applications they host.”
DHS-2.14.7.2 Supplemental Guidance:

Comments:
DHS-2.14.7.3 Requirement Enhancements:

Comments:
1. Why was requirement 4 from the DHS catalog not included?

2. Change item 1 to read:

“The organization shall reassess the integrity of software, firmware and data by performing integrity scans of the AMI system;”
DHS-2.14.8 Spam Protection

DHS-2.14.8.1 Requirement:

Comments:
1. Move the following from DHS-2.14.8.2

“The organization shall employ spam protection mechanisms at critical AMI system entry points (e.g., firewalls, electronic mail servers, remote-access servers) and at workstations, servers, and/or mobile computing devices on the network.”
2. Specific definition of spam?  Why would email servers be running in the AMI network?  Seems email servers would be restricted to enterprise domain?  Or is the intent that all bogus traffic on the AMI network be indentified and mitigated?
DHS-2.14.8.2 Supplemental Guidance:
Comments:
1. Move the first sentence to DHS-2.14.8.1 (see comment #1 under DHS-2.14.8.1)

2. Relating to the last paragraph in this section (starting with “For an AMI system, the organization should”). This seems to conflict with the previous paragraph.
DHS-2.14.8.3 Requirement Enhancements:

Comments:
DHS-2.14.9 Information Input Restrictions

DHS-2.14.9.1 Requirement:

Comments:
DHS-2.14.9.2 Supplemental Guidance:

Comments:
DHS-2.14.9.3 Requirement Enhancements:

Comments:
DHS-2.14.10 Information Input Accuracy, Completeness, Validity, and Authenticity

DHS-2.14.10.1 Requirement:

Comments:
1. Change “must” to “shall” in the first sentence.
DHS-2.14.10.2 Supplemental Guidance:

Comments:
1. Change designation from “DHS” to “ASAP”.
DHS-2.14.10.3 Requirement Enhancements:

Comments:
DHS-2.14.11 Error Handling

DHS-2.14.11.1 Requirement:

Comments:
1. Why were requirements 3 and 4 not included?
DHS-2.14.11.2 Supplemental Guidance:

Comments:
1. Relating to the last sentence (beginning with “Details AMI system component”). This is requirement 3 from the DHS catalog.
ASAP-2.14.11.3 Requirement Enhancements:

Comments:
1. Relating to item #1. How does a component perform this?

2. Underline “components” in the first item.
DHS-2.14.12 Information Output Handling and Retention

DHS-2.14.12.1 Requirement:

Comments:
DHS-2.14.12.2 Supplemental Guidance:

Comments:
DHS-2.14.12.3 Requirement Enhancements:

Comments:
