Definitions
4.3.13 Smart Grid Application

A Smart Grid Application is an application that provides a Smart Grid Service that may utilize the AMI network infrastructure to communicate under the provisions specified in this document. Examples of a Smart Grid Application include, but are not limited to AMI and Distribution Automation.   
	Security Domain 
	Description 
	Criteria 
	Examples

 (AMI/DA) 

	Utility Enterprise 
	Processing and/or storage of business application data, and support of utility enterprise applications 
	Is the asset centrally located (vs. field deployed and distributed)? (Y) 
	Meter Data Management System (MDMS), Customer Information System (CIS) 

SCADA

	Does the asset control business operation (i.e., not communications behavior) of assets or provide business processing of data from assets in the Utility Edge domain? (Y) 

	Does the asset interface with utility enterprise applications (or their assets)? (Y) 

	Automated Network 
	Collection, transmission, translation, staging, and associated transformation of field communications 
	Is the asset centrally located (vs. field deployed and distributed)? (Y) 
	AMI Head End, AMI Network Management System

SCADA 

	Does the asset provide an interface for assets in the Utility Enterprise domain to access assets in the Utility Edge or Premise Edge domains? (Y) 

	Does the asset provide a singular logical point of interface to assets in the Utility Enterprise domain for business data from assets in the Utility Edge or Premise Edge domains? (Y) 

	Managed 
Network 
	Oversight, administration, and control of Automated Services and Communication Services 
	Does the asset provide an interface for monitoring or manipulation of functions performed by assets in the Automated Network or Communications domains? (Y) 
	Management Console 

	Communications 
	Relaying, routing, and aggregation of field communications 
	Is the asset field deployed? (Y) 
	Field Area Network (FAN), Backhaul 

	Is the asset part of the communications mechanism connecting centralized utility applications with distributed, field deployed assets? (Y)


It is important to note that the AMI Security Service Domains form logical points of demarcation with regards to the system. Many commonly found devices and applications in AMI systems (and sometimes components whose functions they implement) actually span two or more domains. Where this occurred, we decomposed the component further into discrete sub-components until each sub-component could fit into one and only one domain. Recommended controls may be associated with logical components or sub-components. Further work will drive recommendations in some areas to increased levels of detail and prescription and may refine allocation of controls from components to sub-components. 

One particular example of interest is the AMI Meter, which as a whole would span the Communications, Utility Edge, and Premise Edge domains. We therefore decomposed this component into the metrology and disconnect switch (if present) in the Utility Edge domain, the Field Area Network interface in the Communications domain, and the Home Area Network interface in the Premise Edge domain. Each of these sub-components and therefore any product implementing their function shall satisfy all security requirements identified in Section 4.3 that apply to that sub-component. The end result is that an AMI Meter inherits security requirements derived from the characteristics and constraints of the Communications, Utility Edge, and Premise Edge domains. Note, while this discussion focuses on the AMI application, a logical extension to other applications utilizing the AMI transport infrastructure can be drawn utilizing the same methodology.
DHS-2.8.7 Boundary Protection 
DHS-2.8.7.1 Requirement: 
The organization shall define both physical and electronic security boundary(ies) for the AMI system along with other applications sharing the same environment. The establishment of security boundaries include specifying mandatory security requirements for components that reside within a given boundary. Components that reside in a single boundary must meet or exceed the requirements for that boundary. Components that reside in multiple boundaries must meet or exceed all of the security requirements for all boundaries in which it resides. 

DHS-2.8.7.2 Supplemental Guidance: 
Any connection to the Internet or other external network or computer system needs to occur through managed interfaces (e.g., proxies, gateways, routers, firewalls, guards, encrypted tunnels). AMI system boundary protections at any designated alternate processing/control sites must provide the same levels of protection as that of the primary site, this includes other Smart Grid Applications sharing the same transport infrastructure. 

To manage risk associated with unauthorized access, the AMI system should be segmented (or compartmentalized) into smaller boundaries (or zones) to better manage the ability to control and monitor network traffic both within the AMI system and to/from the AMI system. All system components within a particular boundary will typically inherit the same security controls or privileges and boundaries should be created based on the asset owner’s risk appetite. Additionally, other Smart Grid Applications utilizing the AMI transport infrastructure should be logically segmented such that communication across the boundary is not possible and only share the common transport. At a minimum, boundaries should exist between the following AMI architectural elements: 

a. Between HAN networks and NAN networks 

b. Between NAN networks and WAN networks 

c. Between WAN networks and Enterprise AMI System Components (AMI Head End, MDMS, AMI Management System, AMI Network Management System) 

d. Between the AMI System as a whole and all external networks and systems. 

e. Between AMI application and any other application sharing the AMI transport infrastructure.

DHS-2.8.7.3 Requirement Enhancements: 

The following guidance also applies: 

1. The organization shall limit the number of access points to the AMI system to allow for better control and monitoring of inbound and outbound network traffic; 

2. The organization must prevent public access into the organization’s internal AMI system networks except as appropriately controlled and monitored; 

3. Traffic in and out of the AMI system as well as between zones shall be limited to only that necessary for proper system operation and all other traffic denied by default (i.e., deny all, permit by exception); 

4. The organization physically must locate publicly accessible AMI system components to enforce segregation of subsystem data traffic with separate, physical network interfaces. Publicly accessible AMI system components include, for example, public web servers. Generally, no AMI system information should be publicly accessible; 

5. The organization shall implement a managed interface (boundary protection devices in an effective security architecture) with any external telecommunication service, implementing security measures appropriate to the required protection of the integrity and confidentiality of the information being transmitted; 

6. The organization shall prevent the unauthorized release of information outside of the AMI system boundary or any unauthorized communication through the AMI system boundary when there is an operational failure of the boundary protection mechanisms. 

7. Field service tools should not interface to the meter through the HAN. 

8. Organizations wishing to leverage the AMI communications infrastructure for other Smart Grid Applications must ensure logical application separation such that there is independence and security of the traffic streams between applications. It will be up to the organization to manage traffic prioritization within the technology to ensure expected performance. 

DHS-2.8.7.4 Rationale: 
In a typical control system, interfaces to external systems and networks are kept to a minimum (in many cases only a single interface/access point exists) with boundary protection mechanisms employed so that inbound and outbound network traffic can be tightly controlled and monitored. The AMI system however represents a challenge due to its architecture in that it can have potentially millions of access points created by the AMI meters and the use of wireless technologies at the neighborhood Area Network (NAN) level. 

Specific challenges in implementing security for an AMI system and Smart Grid Applications arises from the physically insecure utility NAN as well as the fact that every AMI meter represents a potential access point to the AMI system. The most secure option would allow for one way communications from the NAN to the HAN and not allow data to flow from the HAN to the NAN. The requirements identified in the OpenHAN SRS establish the need for two way communications between the NAN and HAN to meet the industry’s long term functional goals. The addition of two way communications between the NAN and the HAN introduces additional risk for unauthorized access to the AMI system. Similarly, the utility NAN, wired or wireless, will offer attackers potential entry points into the network. 

For these reasons, compartmentalization of the AMI system and Smart Grid Applications coupled with boundary protection should be employed to mitigate risk and limit the impact of unauthorized access to as small of portion of the AMI system as possible.

DHS-2.8.17 Voice-Over Internet Protocol 
DHS-2.8.17.1 Requirement: 
The organization: (i) establishes usage restrictions and implementation guidance for Voice over Internet Protocol (VOIP) technologies based on the potential to cause damage to the information system if used maliciously; and (ii) authorizes, monitors, and limits the use of VOIP within the AMI system. 

DHS-2.8.17.2 Supplemental Guidance: 
Unless otherwise protected, VOIP technologies share the same level of protection as provided by the boundary(ies) within which the technology resides. (See DHS-2.8.8 - Boundary Protection). 

DHS-2.8.17.3 Requirement Enhancements: 
None. 

DHS-2.8.17.4 Rationale: 
Including VOIP services would introduce additional threat vectors to the AMI system, increasing overall risk.

Re-write...

DHS-2.8.17 Smart Grid Applications 
DHS-2.8.17.1 Requirement: 
The organization: (i) establishes a deterministic architecture to support multiple applications sharing the same transport considering capacity, prioritization, resiliency and security. (ii) individual applications will be architected to be logically isolated and encrypted across the transport to ensure boundary separation and maintain individual application integrity. (iii) authorizes, monitors, all applications operating within the AMI infrastructure. 

DHS-2.8.17.2 Supplemental Guidance: 
Unless otherwise protected, Smart Grid applications share the same level of protection as provided by the boundary(ies) within which the technology resides. (See DHS-2.8.8 - Boundary Protection). 

DHS-2.8.17.3 Requirement Enhancements: 
None. 

DHS-2.8.17.4 Rationale: 
Converging Smart Grid Applications over the AMI communication infrastructure would introduce additional threat vectors to the AMI system, increasing overall risk.
