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1 Introduction
The UA (Usability Analysis) team appreciates the effort and thought that has gone into the initial release of the Security Profile for Advanced Metering Infrastructure document. The mapping and tailoring of DHS controls to the Smart Grid domain is an important milestone to have been achieved. The profile presents a sound starting point to move the industry towards better defined standards. In order to realize the maximum value of this work and make its adoption more wide and rapid there are some points of further development and refinement that should be addressed. We will outline these points by category and provide some high level descriptions of what is being sought. The guiding criteria that brought us to outline some specific needs will also be presented before the discussion of the particular points.

2 Guiding Criteria

Many security requirement documents in the industry outline high level requirements and best practices but leave it for the reader to understand how to apply them to individual systems and components. This often introduces much confusion as many times the consumer of the document is not a security specialist and often deals with conflicting notions and terminology the document will introduce. For example in the electrical industry the notion of security itself is different than that of the IT world. Security is vested in the physical protection and reliability of the power grid, and not the security of cyber assets. For this reason due care must be taken to address the terminology and notions any requirement document produces and map them to the primary domain we are seeking to build security for. The work must be done to map specific requirements to real systems and devices in way that is realistic and demonstrates an understanding of how these systems actually operate in the field.

Security does infer a change in operations and technology in many cases, and thus any recommended features must have clear justifications that are tied to industry recognized use cases and risks. Where possible it is also highly desirable that specific standards be referenced that can be used as a model to meet the requirements specified at a technical and procedural level. If no such standards exist, it should also be mentioned as a problem that needs to be addressed, but still offer some guidance on what types of technologies and practices could offer some coverage. Otherwise requirements that have no clear solutions or approaches have no real basis. 

It is important to understand that in any commercial operation security is viewed as a function of risk and cost. This is particularly true in the power industry that cannot tolerate sudden high costs because of social and economic impacts. It is thus important that the framework of security specified be risk based and have an appropriate level of controls commensurate with possible impacts to reliability and cost to the infrastructure. Having a security architecture that takes into account different security levels based on the nature of the network, application, and mitigating technologies that are in place is needed. However, we realize this might not always be possible given Smart Grid technologies are evolving and are diverse. In this case it is sufficient to provide a framework that allows the user to build the type of aforementioned security architecture for their application and environment, and then provide guided examples based on real deployments on how to accomplish it. 
3 Usability Analysis Points

3.1 Traceability 

There is a need to tieback controls and their requirements to use cases and risk driven analysis that is rooted in power system impacts to provide some sense of reasoning for them. Their needs to be some form of clear justification around how these controls were chosen for the risk they are seeking to mitigate.  

3.2 Component Wise Controls

The controls and requirements are applied globally to all components of the system with what the group found was an insufficient reasoned basis. It is our judgment that their needs to be a reasoned approach that understands every component does not provide the same function or have the same impact in the system and thus their needs to be an attempt to map what are appropriate controls to specific components. It is not reasonable to expect every component or device in the system to implement every control. It is the system on balance (with an appropriate distribution of controls to each component) that should achieve the objectives of all of the controls.

3.3 Requirement Types 

There is often confusion in the industry that has to do with what are technical vs. process requirements. Technical requirements are easier to map to product features but process requirements are organizational in nature don’t necessarily have product feature mappings, and that should be clearly understood by all stakeholders. Thus we feel it is of great importance to differentiate technical from procedural/process requirements and have them in their own sections if possible. This allows different stakeholders to concentrate on requirements that should be within their scope. For example in supporting procurement of specific technical solutions, it would make sense to concentrate effort on technical requirements for the controls that are applicable to a specific type of device or system. This would serve to streamline many Smart Grid projects and that should be strong focus of this effort.   

3.4 Evidence

For each type of control and underlying requirement there should be a clear description of what evidence is required to verify it is being met. This is particularly important as all security measures are not created equal, and statements alone should not be enough to demonstrate compliance with a requirement. There needs to be a process where determination of meeting a requirement can be independently and objectively made. 
3.5 Security Levels

Controls themselves should have a protection fidelity that is associated with a security level. Also the overall security architecture itself should specify levels based on mitigating processes and technologies. The levels should be based on a risk driven approach and offer a reasonable baseline (based on a subset of controls and basic mitigating technologies) for the type of device/system that is being secured. It is fine to set the highest security level (e.g. level 4) to a point that will require more innovation in the industry to be met. However, the baseline level (e.g. level 1) should recognize commercial realities in the field and offer a path for improvement that is possible for all stakeholders. Security levels also provide a point by which vendors can compete, and thus innovate to improve the security and reliability of the entire Smart Grid. As an example framework that can be used to derive levels for controls one can look to the DoD Information Assurance Certification and Accreditation Process (DIACAP). Using it as a basis framework for determining levels could work along these lines:
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Under this framework qualitative terms such as “Very rigorous” could be mapped to specific quantitative levels of protection (depending on what is being secured) such as a type of encryption (e.g. AES) and bit strength (e.g. 256 bit) key. This of course is only an illustrative example; it is not our intent to specifically recommend this framework or any type of levels, but only to call out the need for such a model that is appropriate for our domain. 

3.6 Reference Model & Implementation

It is very hard to conceptualize how many of the security controls would be applied in a typical system for users that are not skilled both in security and power system engineering. This will lead to confusion and limit adoption. To address this there is a need to have a reference model for a complete system architecture (based on real deployed systems) and then some guidance provided for implementing a security architecture for it that uses the AMI security profile controls. 
4 Document Comments

The following are some summary comments on document sections with some suggested issues and improvements to be addressed. Many of these are elaborated on in more detail in section 3.

4.1 Framing sections (3 and 4):
· Logical diagram    

· Add a authentication component in back office 

· Some representation of the network should be included
· Simplified system example(s) to use in the requirements sections as compliant solutions
4.2 Requirements section (5):

 

For each requirement, it would be helpful to have subsections to address:
· Applicable Components (from figure 2) and their related security level (see 3.5) 

· Traceability to Use Cases 

· Evidence of compliance 

· Examples of compliant solutions
4.3 Document structure feedback:

· Requirements section 5 is disconnected from the framing sections 3 and 4 fulfilling UA 3.1 would address this.

· Consider organizing the requirements section to segregate requirements based on process/organization and technology/product controls/requirement (organized around requirement consumer). To capture mapping to DHS, perhaps add a table with the DHS requirements in numerical order and their mapping to reordered controls.
4.4 Further considerations for authoring team:

· Federation for inter-operability of security (e.g.- intersystem commands) 

· In general, focus on resiliency (detect, respond, and restore) versus overkill on preventative controls
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