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	System and Communication Protection

	
	
	2.8.2
	Management Port Partitioning
	CIP 005-3 (R2, R2.2, R2.3, R2.4, R4, R4.2,)
CIP 007-3 (R2, R2.1, R2.2, R2.3, R8.2)

	
	
	2.8.3
	Security Function Isolation
	N/A

	
	
	2.8.4
	Information Remnants
	N/A

	
	
	2.8.5
	Denial-of-Service Protection
	N/A

	
	
	2.8.6 
	Resource Priority
	N/A

	
	
	2.8.7
	Boundary Protection
	N/A

	
	
	2.8.8
	Communication Integrity
	N.A

	
	
	2.8.9
	Communication Confidentiality
	N/A

	
	
	2.8.10
	Trusted Path
	N/A

	
	
	2.8.11
	Cryptographic Key Establishment and Management
	N/A

	
	
	2.8.12
	Use of Validated Cryptography
	N/A

	
	
	2.8.13
	Collaborative Computing
	N/A

	
	
	2.8.14
	Transmission of Security Parameter
	N/A

	
	
	2.8.15
	Public Key infrastructure Certificates
	N/A

	
	
	2.8.16
	Mobile Code
	N/A

	
	
	2.8.17
	Voice-Over Protocol
	N/A

	
	
	2.8.18
	System Connections
	CIP 005-3 (R2, R2.2, R2.3, R2.4)

	
	
	2.8.19
	Security Roles
	CIP 003-3 (R5)

	
	
	2.8.20
	Message Authenticity
	N/A

	
	
	2.8.21
	Architecture and Provisioning for Name/Address Resolution Service
	CIP 005-3 (R2, R2.1, R2.2)

	
	
	2.8.22 S
	Secure Name/Address Resolution Service (Authoritative Source)
	N/A

	
	
	2.8.23
	Secure Name/Address Resolution Service (Recursive or Caching Resolver)
	N/A

	
	
	AMISP

2.8.1
	Secure Name/Address Resolution Service (Address Resolution Tampering)
	N/A

	Information and Document Management

	
	
	2.9.1
	Information and Document Management Policy and Procedures
	CIP 003-3 (R1)

	
	
	2.9.2
	Information and Document Retention
	CIP 005-3 (R5, R5.3)
CIP 006-3 (R7)

CIP 007-3 (R6.4)

CIP 008-3 (R2)

	
	
	2.9.3
	Information Handling
	CIP 003-3 (R4, R4.3)
CIP 007-3 (R7, R7.1)

	
	
	2.9.4
	Information Classification
	CIP 003-3 (R4.2)

	
	
	2.9.5
	Information Exchange
	N/A

	
	
	2.9.6
	Information and Document Classification
	CIP 003-3 (R4.2)

	
	
	2.9.7
	Information and Document Retrieval
	CIP 003-3 (R6)

CIP 007-3 (R7, R7.1, R7.2, R7.3)

	
	
	2.9.9
	Information and Document Management Review
	CIP 005-3 (R5)

CIP 007-3 (R9)

	System Development and Maintenance

	
	
	2.10.1
	System Maintenance Policy and Procedures
	CIP 003-3 (R6)

	
	
	2.10.2
	Legacy Upgrades
	N/A

	
	
	2.10.3
	System Monitoring Evaluation
	CIP 005-3 (R4)

	
	
	2.10.4
	Backup & Recovery
	CIP 009-3 (R4)

	
	
	2.10.5
	Unplanned System Maintenance
	N/A

	
	
	2.10.6
	Periodic System Maintenance
	N/A

	
	
	AMISP

2.10.1
	Field Tools
	CIP 005-3 (R2.4)

	
	
	2.10.8
	Maintenance Personnel
	CIP 004-3 (R4)

	
	
	2.10.9
	Remote Maintenance
	CIP 004-3 (R4)

	Incident Response

	
	
	2.12.1
	Incident Response Policy and Procedures
	CIP 008-3 (R1, R1.1, R1.2)

	
	
	2.12.2
	Continuity of Operations Plan
	CIP 008-3 (R1)

CIP 009-3 (R1)

	
	
	2.12.3
	Continuity of Operations Roles and Responsibilities
	CIP 009-3(R1.1, R1.2)

	
	
	AMISP

2.12.1
	Incident Response Training
	CIP 004-3 (R2.2.4)

	
	
	2.12.5
	Continuity of Operations Plan Testing
	CIP 008-3 (R1.6)

CIP 009-3 (R2, R5)

	
	
	AMISP

2.12.2
	Continuity of Operations Plan Update
	CIP 008-3 (R1.5, R1.6)

CIP 009-3 (R2)

	System and Information Integrity

	
	
	2.14.1
	System and Information Integrity Policy and Procedures
	N/A

	
	
	2.14.2
	Flaw Remediation
	CIP 007-3 (R3, R3.1, R3.2)

	
	
	2.14.3
	Malicious Code Protection
	CIP 007-3 (R4, R4.1, R4.2)

	
	
	2.14.4
	System Monitoring and Techniques
	CIP 005-3 (R3.2)
CIP 007-3 (R4, R6, R6.1, R6.2,)

	Access Control

	
	
	2.15.1
	Access Control Policy and Procedures
	CIP 003-3 (R1, R1.1, R1.3, R5, R5.1, R5.2, R5.3)

CIP 004-3 (R4, R4.1, R4.2)

	
	
	2.15.2
	Identification and Authentication Policy and Procedures
	CIP 003-3 (R1)

	
	
	2.15.3
	Account Management
	CIP 003-3 (R5, R5.1, R5.2, R5.3) 

CIP 004-3 (R4, R4.1, R4.2) 

CIP 005-3 (R2.5) 

CIP 007-3 (R5, R5.1, R5.2) 

	
	
	2.15.4
	Identifier Management
	CIP 003-3 (R5.1)

CIP 007-3 (R5, R5,1, R5.2)

	
	
	AMISP

2.15.1
	Supervision and Review
	CIP 003-3 (R5, R5.2)

CIP 007-3 (R5, R5.1, R6, R6.1, R6.2, R6.5))

	
	
	2.15.7
	Access Enforcement
	CIP 004-3 (R4) 

CIP 005-3 (R2, R2.1-R2.4) 

CIP 007-3 (R5, R5.1,)

	
	
	2.15.8
	Separation of Duties
	N/A

	
	
	2.15.11
	Permitted Actions without Identification and Authentication
	N/A

	
	
	2.15.12
	Device Identification & Authentication 
	CIP 005-3 (R2, R2.1, R2.4)

	
	
	2.15.13
	Authenticator Feedback
	N/A

	
	
	2.15.14
	Cryptographic Module Authentication
	N/A

	
	
	2.15.15
	Information Flow Enforcement
	N/A

	
	
	2.15.16
	Passwords
	CIP 007-3 (R5.2, R5.3)

	
	
	2.15.17
	System Use Notification
	CIP 005-3 (R2.6) 

	
	
	2.15.18
	Concurrent Session Control
	N/A

	
	
	2.15.19
	Previous Login Notification
	N/A

	
	
	2.15.20
	Unsuccessful Login Attempts
	N/A

	
	
	2.15.21
	Session Lock
	N/A

	
	
	2.15.22
	Remote Session Termination
	N/A

	
	
	2.15.24
	Remote Access
	CIP 005-3 (R1, R1.1, R1.2, R2, R2.3, R2.4, R2.5, R3, R3.1, ) 

	
	
	2.15.25


	Access Control for Portable and Mobile Devices
	CIP 005-3 (R2.4) 



	
	
	2.15.26
	Wireless Access Restrictions
	N/A

	
	
	2.15.27
	Untrusted IT Equipment
	N/A

	
	
	2.15.28
	External Access Protections
	N/A

	
	
	2.15.29
	Use of External Information Control Systems
	N/A

	
	
	AMISP
2.15.2
	Unauthorized Access Reporting
	CIP 005-3 (R2.6)

	Audit and Accountability

	
	
	2.16.2
	Auditable Events
	CIP 005-3 (R1, R1.1, R1.3, R3.2, R4.4) 

CIP 007-3 (R5.1.2, R5.1.3, R6.5, R8.2

	
	
	2.16.3
	Content of Audit Records
	CIP 007-3 (R5.1.2)

	
	
	2.16.4 
	Audit Storage Capacity
	CIP 005-3 (R5.3)
CIP 007-3 (R6.4)

	
	
	2.16.5
	Response to Audit Processing Failures
	N/A

	
	
	2.16.7
	Audit Reduction and Report Generation
	N/A

	
	
	2.16.8
	Time Stamps
	N/A

	
	
	2.16.9
	Protection of Audit Information
	CIP 003-3 (R4)

	
	
	2.16.12
	Auditor Qualification
	N/A

	
	
	AMISP

2.16.1
	Audit Tools
	CIP 003-3 (R5)

	Survivability

	
	
	AMISP

2.17.1
	Delay of Remote Connect/Disconnect
	N/A


