Advanced Metering Infrastructure Security (AMI-SEC) Task Force
Charter and Purpose Statement
As part of the national critical infrastructure, security for utility owned and configured field assets is paramount. With this in mind, UtilityAMI is chartering a special security focused task force which will define common requirements for securing AMI system elements. As a general definition, AMI-SEC is concerned with securing AMI systems elements. Security within this context is defined as those measures that protect and defend AMI information and systems by assuring their ability to operate and perform in their intended manner in the face of malicious actions. 
Purpose 

AMI-SEC will produce a technical specification that can be used by utilities to assess and procure security related functionality. In addition to utility use, this specification will also be used by the OpenAMI task force as part of their AMI/DR Reference Design specification, and by vendors to produce compliant and compatible security technologies. The AMI-SEC team will determine the baseline level of detail for the specification with the anticipation that the specification will be prescriptive in nature, such that compliant products will have known functionality and robustness.  Ultimately the AMI-SEC body of work will provide additional assurance not previously available within the utility industry.
Participation

Resources for the security task force will be provided on a volunteer basis. Volunteers will be organized into two participant groups. The Core Team will be responsible for generating documentation while the General Session will provide review and submit comments.
Given the popularity of the subject and the number of parties that have expressed interest in Core Team participation, the utilities have established criteria for joining and maintaining membership.

The Core Team will be fundamentally made up of both utility and vendor participants. However a fundamental goal is to keep the size of the team down to a number that facilitates efficient and effective communication and collaboration on work artifacts – preferably a team of 10 or less.

Utility participation is encouraged, and no cap is currently employed for the number of utilities that may join the Core Team using the primary/alternate representation discussed above. If team population becomes unwieldy, this issue will be re-visited.

Each utility may sponsor one non-utility participant (e.g.: vendor). This sponsorship is at the utility’s discretion, and may be revoked at any time. Utilities are expected to avoid changing out sponsored entities any more than necessary, as this will decrease the effectiveness of the team.

Each organization (utility or vendor) that participates in the Core Team shall designate a primary and an alternate representative. This helps ensure equal voice and minimizes the “revolving door” effect that has been observed to hamper other activities. The representative or alternate is expected to attend all meetings and be able to significantly contribute to the work process, through review, composition, and comment. Real-world constraints are understood, and an organization’s absenteeism by both primary and alternate representatives from a particular meeting shall not be grounds for removal. However, repeated absences will be considered in light of contribution and AMI-SEC best interests, and shall be considered eligible for removal by vote.

Utilities may also nominate non-utility participants for consideration by the team. These additional participants must be approved by unanimous utility vote. Conversely, additional participants may be removed by a single utility vote.

As a closely related activity, the Chair of OpenAMI is granted an indefinite guest seat. The Chair of AMI-SEC is also granted one guest attendee per meeting, and is expected to use this seat to bring in topical expertise.
Any interested party may attend General Session meetings and calls provided they register with the AMI-SEC Task Force Chair.
External Drivers

Adherence to regulatory requirements is a critical aspect of the AMI-SEC work. The regulatory landscape will be evaluated and those regulations that are considered applicable shall be referenced and applied. In addition, within the greater communications and computing industry several notable specifications have been developed and approved. These standards (e.g., DOCSIS, Common Criteria) should be reviewed for applicability to AMI systems with the anticipation that AMI-SEC does not reproduce elements that are commonly available within the utility or other industry. Further, it is desirable that AMI-SEC re-use proven standards where appropriate.
Compliance
In addition to functional and non-functional requirements (e.g., performance and strength of function) AMI-SEC will produce the process by which a vendor can certify a device as a “UtilityAMI Compliant Security Device.” While details of the certification will be established within the AMI-SEC work products, it is anticipated that the process will not require utilities to perform certification. Rather, the process will provide a mechanism to validate and endorse the certification methods associated with a given technology (i.e., certify the technology certification process).
