AMI-SEC Frequently Asked Questions (FAQ)

Q:  Is the AMI-SEC group trying to write enforceable standards or just guidelines?
A:  The AMI-SEC Task Force is concerned AMI systems elements only. The purpose for the task force as defined in the AMI-SEC Purpose and Charter Statement is:

“AMI-SEC will produce a technical specification that can be used by utilities to assess and procure security related functionality. In addition to utility use, this specification will also be used by the OpenAMI task force as part of their AMI/DR Reference Design specification, and by vendors to produce compliant and compatible security technologies. The AMI-SEC team will determine the baseline level of detail for the specification with the anticipation that the specification will be prescriptive in nature, such that compliant products will have known functionality and robustness. Ultimately the AMI-SEC body of work will provide additional assurance not previously available within the utility industry.”
Due to the nature that a task force is formed to address certain needs within the industry and then dissolve, we are seeking to produce deliverables that offer vendor agnostic best practices. That is not to say that a group may develop as a result of the work conducted by the AMI-SEC Task Force to enforce these practices. But, we do feel that the quality of work being conducted along with the acceptance and leadership of utilities and vendors involved, that this work will be broadly accepted and adopted. 
Q:  In terms of authentication who can interact directly with the meter(s)?

A:  Currently AMI-SEC has identified three groups that could potentially interact with the meter: Customers, Utilities, and Third-parties (contractors, other meters, etc.). Part of AMI-SEC’s mission is to determine how this interaction is managed securely.
Q:  In terms of authorization, can the customer access devices beyond the home area network (HAN)?

A:  Currently there is no determination whether the customer will access their information through the HAN across the utilities network or via the Internet. AMI-SEC will examine the use cases that involve using AMI communications to retrieve customer information in order to determine necessary security practices.
Q:  In terms of authorization, can the Utility control devices within the home area network (HAN)?

A:  Devices that connect to the AMI network will adhere to interface requirements as set forth by AMI-SEC.  Issues of control and ownership will be address in the documentation.
Q:  Are firewalls, intrusion/prevention systems, and other protocol and service level protections being recommended (example: protection against DOS (denial of service) attacks)?

A:  Part of AMI-SEC’s requirements analysis is to assess threats against assets of the AMI system to determine the proper mitigating controls. AMI-SEC will make protection recommendations based on the results of the threat analysis. 
Q:  Is accounting conducted in AMI (examples: logging who and when the meter was accessed, logging who and when a meter’s configuration was change, logging who and when someone accessed devices on the other side of the meter)?
A: 

Q:  Does the meter store information locally in the event the communication network is not available (examples: access logs, time of use data, etc.)?
A: 

Q:  What means of data protection are being evaluated (examples: encryption, data integrity, non-repudiation)?
A:  
Q:  How is change control of devices such as the meter being addressed (examples: software/firmware changes, configuration modifications, etc.)?
A: 

Q:  Are the NERC CIP standards a part of the security documents produced by AMI-SEC? Will they be in the future?
A:  The NERC CIP standards are taken into consideration as we develop our documents; however they are not currently part of the AMI-SEC documentation.

Q:  FERC appears to be interested in AMI and smart grids because of its potential ability to shed more than 300 MW of load at one time. From AMI-SEC’s viewpoint, does this mean that FERC would want to apply the NERC CIP standards to distribution?

A:  AMI-SEC has definitely seen interest in the capabilities of AMI to respond to demands in the grid at a granular and intelligent level by utilities. However, NERC’s current responsibilities include things that deal with the regulation of transmission and wholesale sales, but not distribution. Today AMI is not in the foreseeable scope of NERC by their charter, but AMI does fall under the regulation of each state’s Public Utility Commission (PUC) as well as the Federal Energy Regulatory Commission (FERC). The bottom line is that we expect the specifications and guidelines we produce to be more than sufficient to meet the NERC CIP standards, even though we are not referencing them directly. In this way, we will be in good shape regardless of any organizational / political changes that take place that might affect the applicability of the standards.

Q:  Why would NERC and FERC want to apply the CIP standards to AMI technologies?
A:  Although AMI-SEC is not building a case for CIP standards to be applied to AMI, one scenario would be if an attacker were to determine out how to send a service disconnect command to thousands of meters at the same time producing a denial of service attack. The load on the system and generation would greatly diminish and some generators may be taken off-line. Then the attacker waits for a period of time and turns all the meters on again wreaking havoc on the bulk electric system. This is one of the primary reasons that AMI-SEC is in existence today. We are filling a need for electric utilities/vendors/stakeholders that does not exist in FERC or NERC today (nor is it clear how AMI fits into either organization’s scope). The advent of AMI has definitely increased the threat surface of the smart grid; we have devoted our efforts to making sure it is secure in response. These types of scenarios are discussed often in the AMI-SEC Task Force.
