Webinar Minutes

OpenSG SG Security Cybersec-Interop 

===========================

October 12, 2010

Agenda

------

1. Minutes/followup from last TF review team on Syslog dated Aug 24th  (on Sharepoint site)

2. Review of  spreadsheet of 37 proposed standard Syslog messages from the Lemnos 

  Team  (Sharepoint site) 

3. Discuss forthcoming Lemnos profiles for LDAP and ssh, technical suggestions for LDAP configuration.

4. Discuss plans for November face-to-face in Florida.

Attendees
=============

BJ Asirvatham, Garrettcom

Dave Teumim, Teumim technical, LLC
Matt Girard, Encore Networks
Pete Capani, Oncor

Adrian Mc, Data Track Technology

Joe Mc, Data Track Technology

Dominic Iadonisi, RuggedCom

Meeting

=======

Agenda Item #1, Minutes Review

-------------------------------

Teumim: Looking at minutes from Aug 24th meeting:
 - Dave contacted CEE re overlapping mission on Syslog standardization (no immediate  conflict…except our standardized messages could be put in CEE format in 6 months or so.)
- NISTIR version of syslog to be used? Looks like NISTIR second edition is neutral on Syslog RFC number.
 - Syslog messages are put out for standardization by Dave

 - No questions on minutes

Agenda Item #2, Syslog Messaging Spreadsheet

--------------------------------------------

Teumim: Going to spreadsheet up on Cybersec-Interop Sharepoint to review syslog details.

Teumim: Tag name essential. Maps to NERC CIP regulation. Still needs to be mapped to 10 and 11; work done for NERC-CIP 1 -9
Teumim: Pete, pls comment on value / usefulness of relating syslog messages to NERC CIP?

Capani: Have to satisfy each NERC CIP requirement in their Audit. Have to show that each message will show an external auditor that by logging the messages, the requirement is met. Essential for meeting audit needs. Provided several examples, such as CIP 7, R6:
· 6.1 Requires organizational processes for ESP (Electronic Security Perimeter)

· 6.2 Requires automated or manual alerts for attempted break-ins (shown by failed logins, for instance).

McCormick: This mapping is essential to the value of what Lemnos brings to the table because it delivers standardized messaging for requirement adherence and all utilities need this greatly.

Capani: Makes everyone's life easier to manage the data.

McCormick: Standardization also makes it easier to read reports out of log analyzer systems for both the utility and the regulator (ie. The NERC CIP auditor checking the CIP procedures and logs)
McCormick: Propagate the message of the value proposition through data sheet and short white paper.

Teumim: Publish through Lemnos or OpenSG?

Teumim: Vendors, can you give me examples of messages used now? Please review the 39 messages, and let’s  pick out 5 messages for the white paper, each vendor puts up their closest message to show environment now, and then we’ll show how a Lemnos standard message would make this simpler and easier to process.

Group: Choosing #4, #9, #17, #21, #22 for example messages.

Teumim: Independent of standard wording suggestion markups. Vendors, please send the above messages to me for the white [a[er
Agenda item #3, Lemnos profiles for LDAP and ssh? 

-------------------------------------------------

McCormick: DTT would be better educated on this in a month or so. Let's punt till next webinar?

Summing Up

----------

Productive meeting. 

Next Webinar some time after face-to-face meeting. Maybe the following week, Wednesday, November 10th, 1PM to 2PM combined OpenSG and Lemnos. We’ll have a report from the face-to-face meeting attendees.

Action Items

============

- Develop data sheet and a short white paper on the value proposition of standardized syslog messages as mapped to NERC CIP requirements. Publish under the banner of Lemnos or OpenSG?

- Vendors review the spreadsheet

- Vendors research LDAP protocol for next time.
