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The Embedded Systems Security Device Management subgroup meets every other Thursday, at 1-888-426-6840 participant code: 4990705.  
Direct Dial +1 215-861-6239.  For international callers, see list of country access numbers below:

https://www.teleconference.att.com/servlet/glbAccess?process=1&accessCode=3897452&accessNumber=2158616239
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Meeting Minutes: April 28, 2011

There was no quorum for this meeting as only Steve, Sadu, Tom & RD attended call.  Sadu shared with us his apologies for not opening up the conference bridge previous meeting held on the 14th.   Sadu was able to get the meeting started with Rohit and Mike Ahmadi.  Sadu shared his notes from the 14th:

Mike commented that the Common Criteria in Security were designed to provide security assurance. However, when it comes to security for devices, they are still to be designed with functionality with the implication of security assurance. We need to make security assurance an overarching umbrella under which functional requirements are built.

Then we went on to defining what do we mean by Device Management. I mentioned there are three facets needed for Device Security- 

I. Establishment of Trust;

II. Management and Enforcement of Policies

III. Secure Exchange of Data

Rohit felt that there were separate subgroups to do these- but Device Mgmt was more about how do we do alerting of abnormal behavior, events, violations of security enforced policies etc. What is the protocol+data model needed for this?

We all agreed that SNMP is the protocol but is too heavy weight- but it does give us the hierarchy of events and MIB that can be coupled with information from CIM to enrich them. Rohit and Sadu discussed whether it made sense to use this. 

They then went to talk a bit about CIM and its various parts, the NIST recommendations to FERC, the 5 standards under the FERC NOPR. (IEC 61850, 61968, 61970, 62351 - we couldn't remember what the 5th one was).  Mike again suggested that we sign up with SGIP, NIST etc.
We will hold our next meeting on the 12th and will invite Mark Ward to the meeting.
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