	[image: image1.bmp]Category: Embedded Systems Security
	UCA Open-SG Security
	[image: image2.emf]

	Document Name: Meeting Minutes _ 05/25/2011
	
	

	Division: Device Management Subgroup
	May 25, 2011
	Page: 1 of 2



The Embedded Systems Security Device Management subgroup meets every other Wednesday, at 1-888-426-6840 participant code: 4990705.  
Direct Dial +1 215-861-6239.  For international callers, see list of country access numbers below:
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Meeting Minutes: May 25, 2011
We had some first time attendees and we refreshed the team on topics discussed on previous meetings.  We noted that we been having a difficult time in getting re-occurring calendar postings and getting documents posted to UCA SharePoint.  We seem to have tackled the re-occurring calendaring but still have some challenges with SharePoint.  Mike Ahmadi will take lead on our difficulties with SharePoint.
Early topics covered were the initial 2 phase approach to lay out in the guidelines, 1st phase, establish guidelines for vendors to establish hooks into their devices to enable IT enterprise management tools; 2nd phase, embedded secure hardware/firmware TPMs.  Also discussed within the team was: Establish of Trust, Management & Enforcement of Policies, Secure Exchange of Data, Secure Firmware/Hardware Updates, and MIB events.
We discussed other discussions we had as a team where should the team just focus on MIB events for device management or establishing the over all device management processes and protocols that should be documented.

Mike Ahmadi brought up the work he is involved in with draft IEC standard 65_482_NP.  He recommended to the team that we review this emerging standard that is receiving NIST and industry endorsements.  There are sections within this draft that are applicable to our work.   Thierry Gouraud shared with the team that other sources to pull from are OMA (Open Mobile Alliance) that could be considered for device management:

· Device management http://www.openmobilealliance.org/Technical/DM.aspx 

· Firmware upgrade: http://www.synchronica.com/products/oma-syncml-firmware-update-over-the-air-fota.html 

Marc Vauclair also shared the globalplaform as another source of documention to draw from: 

http://www.globalplatform.org/ and more particularly the following link gives access to all public documents: http://www.globalplatform.org/specificationscard.asp
 

One document is only available against payment: the UICC Configuration.

 

When requesting a download, you will be asked to sign a license, please read it before clicking through to check that it really fits with the purpose.  Would there be any need in the future, we can also establish a liaison with GlobalPlatform (I am one of the GlobalPlatform standardization officer for NXP). This would give a more easy access to the current documents under revisions.

We also went over the relevant IEC 62351 MIB events that should be included in our work:

IEC 62351 MIB Requirements:

c) System management: monitoring Intelligent Electronic Devices (IEDs)

1) Numbers and times of all stops and starts of systems, controllers, and applications

2) Status of each application and/or software module: stopped, suspended, running, not responding, inadequate or inconsistent input, errors in outputs, error state, etc.

3) Status of all network connections to an IED, including numbers and times of temporary and permanent failures

4) Status of any “keep-alive” heartbeats, including any missed heartbeats

5) Status of backup or failover mechanisms, such as numbers and times these mechanisms were unavailable

6) Status of data reporting: normal, not able to keep up with requests, missing data, etc.

7) Status of access: numbers, times, and types of unauthorized attempts to access data or issue controls

8) Anomalies in data access (e.g. individual request when normally reported periodically)

d) System management: control actions within Intelligent Electronic Devices (IEDs)

1) Start or stop reporting

2) Restart IED

3) Kill and/or restart application

4) Re-establish connection to another IED

5) Shut down another IED

6) Provide event log of information events

7) Change password

8) Change backup or failover options

9) Providing audit logs and records
Steve will put together a discussion template to start to capture team input.  Until SharePoint issues are resolved, we may have to use emails to cover any IP issues with UCA.  GoogleDocs is not the appropriate forum to use, its either SharePoint or email.

Please forward to Steve any discussion items for next meeting’s agenda.
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