April 15, 2011

DPG Meeting C&KM Design Principles

Work breakdown:

· Overall architecture of systems and systems of systems (Possibility from NESCOR and CSWG Architecture group)

· NISTIR Crypto and Key Management Requirements (as they are today)

· Use cases from NESCOR (coming from NISTIR) 

· Threat model inputs from NESCOR

· What is foundational C&KM to all technical domains?

· Specializations for each technical domain (AMI, WASA, Electric Transportation, Distribution Grid Management, Electric Storage, Demand Response)

Breakdown of Security Domains for Key Management Under OpenSG Embedded Security Task Force Key Management Group:

1 - Distribution - Gib

2 - AMI -Tom Thomassen

3 - HAN / Distributed Generation - Mark Ward / Mike Ahmadi

4 - Bulk Generation / Transmission - Mark Ward

5 - Operations / Service Providers / Markets - Tom Thomassen **Need to revise in the combined domains.

Original Charter Domains:

· Protection and control (P&C),

· Supervisory control and data acquisition (SCADA),

· Distribution automation (DA),

· Advanced metering infrastructure (AMI),

· Electric vehicles (EV),

· Wide area situational awareness (WASA),

· Power plant industrial control systems (ICS), and

· IT support and management systems, network communications, etc.);   

And potential operational domains are:

· Independent system operator (ISO),

· Transmission utility,

· Distribution utility,

· Co-op, and

· Outsourcers/cloud service providers (SPs), etc.). 

Proposed combined domains:

Technical Domains:

· Protection and control (P&C),

· Supervisory control and data acquisition (SCADA),

· Distribution automation (DA),

· Distributed Generation (DG)

· Advanced metering infrastructure (AMI),

· Home Area Network (HAN)

· Electric vehicles (EV),

· Wide area situational awareness (WASA),

· Power plant industrial control systems (ICS), and

· IT support and management systems, network communications, etc.);   

Operational Domains:

· Independent system operator (ISO),

· Transmission utility,

· Distribution utility,

· Co-op, and

· Outsourcers/cloud service providers (SPs), etc.). 

Initial Brainstorming

· not everything needs to talk to everything else

· a collection of key management systems

· many individual systems will likely be of small to medium scale, designing for huge scale may over constrain solutions

· If this is thought of as a network of physical systems, then they would need to be keyed to readily communicate with

· all downstream connections

· Upstream connections (in most cases a single but possible more)

· Possibly all peer connections

· How do virtual or cloud networks relate to this?

· many endpoints will be computationally/battery/storage/memory constrained

· not everything will be capable of high-end public key cryptography

· ASIC key management devices can provide uniformity and offer these at low cost to implement.

· many different types of keys - symmetric, asymmetric, algorithms, key lengths, lifetimes, certificate formats, etc.

· Not all systems will have firmware/software upgrade capability whatever algorithms/key lengths/certificate formate need to be designed for lifetime.

· many endpoints will be bandwidth constrained

· long keys or certificates may not work well, lengthy negotiation sequences may not work well

· Real Time operations?

· many endpoints will be physically exposed and cannot be physically secured

· may require tamper resistance and/or tamper detection and/or key expiration/revocation/replacement/zeroization to protect keys

· Derivation of keys in at runtime and using time to live for temporary keys minimize exposure.

· Method of recovering and (zeroization) could be strengthened by require physical presence for recovery.

· security costs must be reasonably economical

· high end military grade security hardware is unlikely to be affordable

· Inexpensive devices are available to provide NIST approved crypto algorithms in relatively inexpensive ASIC devices

· must design for the assumption that tamper resistance/detection mechanisms will be defeated

· some endpoints must run in challenging environmental conditions (heat, cold, dust, vibration, EMI)

· must avoid overly sensitive tamper alarms

· must design for the assumption that tamper resistance/detection mechanisms will be defeated

· Application specific conditions should be handled accordance with environmental needs? I see this is a concern but it not specific to Smart Grid.

· long lifetimes of equipment

· keys, certificates must use crypto expected to have long lifetimes

· NIST recommended

· large populations of endpoints

· key management (and other) operations must be able to be applied to large sets of devices

· Communications protocols must support large scale

· Initial estimate of 500 million to 1.5 billion total endpoints

· different classes of endpoints will have limited connectivity

· must avoid dependence on centralized services such as certificate status servers

· Separation of configuration and key assignment can minimize traffic, only initial authentication of new device, key exchange, and certificate renewal need to communicate vertical on the network

· Minimize communication to localize network during steady state operations

· Allowance for operation in network disconnected from vertical network during temporary outage, or in case of temporary network reconfiguration

· some communication patterns will be relatively sparse and static

· highly automated and flexible mechanisms for automatically establishing security associations will not be universally necessary and may overconstrain solutions

· manual processes for establishing security associations may suffice in some cases (e.g. shared symmetric keys)

· Hybrid of Key setup and operational shared symmetric keys is possible with a assignment of secrets that are used to derive working keys. This allows for key rotation and network synchronization in a symmetric shared key environment.

· availability is paramount

· interruption of service due to events such as certificate expiration may be undesirable

· Key and certificate supersession and migration must be considered for crossing over from one to the next valid certificates and/or keys.

· KM systems will be used extensively (primarily?) by people who are not security experts

· must function securely despite the user (as much as possible)

· Automate process; I call this the Lego block approach for a security core that allows all to operate together with a standard security core or set of security operations.

· associated systems and endpoints will be used by people for whom security is a secondary priority

· must not rely on onerous policies and procedures

· patterns of interaction between user and devices are radically different from enterprise

· users need to operate remotely or locally (ie. authenticate to and authorize to) many different devices

· must be possible to access most devices remotely

· must be possible to operate against large sets of devices (cannot manually rekey millions of meters)

· local access may be performed thru specialized IO devices (eg. optical port readers, front panel buttons, but not screen/mouse/keyboard)

· Real time operations restrict cryptographic operations due to overhead latency

· Levels of confidentiality and value of data or operations vary at different levels in the network.

· Key exchange or rolling working keys need to be done on intervals appropriate for level and sensitivity of the data.

· Authentication and certificate verification frequency also sensitivity related

· Synchronization of network to provide learned behavior

· Regular rekeying systems on network may be flagged as possible compromised or mechanical problems

· Regular systematically operating and synchronized nodes can be flagged with less restrictive key rolling and rotation requirements.

· Need for roaming loads such as PEV, to authenticate and key to varying networks.

· More vertical communication then most static local networks, these networks may need unique keying structure.

Key Management System (KMS) Outline

(summary: Frame work for Designing Cryptographic Key Management Systems)

(Note: With some modification, this info can be reused as Introduction to our document)

Framework (800-130)  specifies design requirements to be met by any Cryptographic Key Management System (CKMS) claiming compliance. This  is an organized list of components and CKMS design requirements. Components may include: goals, policy, key types, key metadata, key lifecycle, key and metadata management functions, testing history, etc.  Framework scope is limited to the generation, distribution, storage, use, revocation, and destruction of cryptographic keys and bound metadata. Framework provides requirements on CKMS design specification. Frame work encourages

CKMS designers to consider the factors that make a comprehensive CKMS and  if properly addressed will improve security . It helps to define the CKMS design task by providing significant elements that require specification. Assists in logically comparing CKMS and how they meet the specified requirements. Improves security by specifying necessary considerations. It forms the basis for a U.S. Government CKMS Profile.

1.CKMS Goals:

What are the required high level functions of the CKMS?

•       How are cryptographic functions performed by humans designed for ease of use?

•       How is human error detected and corrected?

•       What are the required performance characteristics of the CKMS?

•       How can the CKMS be scaled to exceed the peak performance characteristics if necessary?

•       How are keys revoked and why was this method selected?

COTS Products

•       What COTS products are used in the CKMS design?

•       What security functions are performed by COTS products?

•       How were the COTS products configured and augmented to meet the goals of the CKMS

2.CKMS Security Policy

•       How does the CKMS enforce the CKMS security policy?

•       What security mechanisms are required to provide the protections of the security policy?

•       Under what conditions may a key and its bound metadata be shared by two or more entities?

•       Are the automated portions of the CKMS security policy expressed in tabular format or using a formal language such that the CKMS can interpret and enforce it?

•       What administrators are notified when the CKMS Security Policy is modified? How are they notified?

3.Roles and Responsibilities

•       System Authority, System Administrator, System Designer, Cryptographic Officer, Key Owner, System User, Audit Administrator, Registration Agent, Key Recovery Agent, etc.

•       Which roles does the CKMS support?

•       Which roles require separation (e.g., System Administrator and Audit Administrator)?

•       What are the responsibilities of each role?

•       How are the individuals performing each role authenticated by the CKMS?

•       How is multi-person control used for critical system functions?

•       How is individual accountability enforced?

•       How is the performance of the roles audited?

•       What automated provisions identify security violations by insiders or outsiders

4. Cryptographic Keys and Metadata

A)Key Metadata

1. Key Type

2.Key Label

3.Key Identifier

4.Key Life Cycle State

5.Key Format Specifier

6.Product used to Create Key

7.Crypto Algorithm using key

8.Schemes or Modes of Operation

9.Parameters for the Key

10.Length of the Key

11.Strength of the Key

12.Applications for Key

13.Security Policies for Key

14.Key Owner

15.Key Access Control List

16.Key Counter/Version Number

17.Parent Key

18.Key Protections

19.Metadata Protection

20.Metadata Binding Protection

21.Date-Times

22.Revocation Reason

B)Which key types does the CKMS employ?

•Which metadata elements are used with each CKMS key type?

•How are the syntax and semantics of key types and metadata specified (tables or formal syntax specification)?

•What protections are applied to keys and metadata (e.g., confidentiality, integrity, source of integrity authentication)? How are they bound?

C)What are the CKMS cryptographic key states and transitions?

The Framework lists 31 key and metadata management functions

–Generation

–Owner Registration

–Activation

–Deactivation

D)Other

-       What RNGs are used to generate keys?

-       How are keys activated and deactivated?

-       What information is provided upon revocation?

-       Under what circumstances may a key be suspended?

-       How and under what conditions can metadata be modified?

E)Storage

–How is authorization for submitting, retrieving and using keys and metadata in storage verified?

–How is the integrity and confidentiality of keys and metadata verified in storage

Transport/Agreement

–What key establishment methods are used?

–How are keys protected during transport?

–How are the identifiers of the parties to key establishment assured?

–What key confirmation methods are used?

5. Key Management Functions for Access  Controls

–How is access to key and metadata management functions controlled (i.e., describe the ACS)?

–What rules are enforced by the ACS (e.g., key entry and output)?

–When is multi-party control and key splitting used?

–What are the cryptographic periods of the keys?

–How are key compromises handled and what other keys are affected?

6. Cryptographic Modules

–What cryptographic modules are used and what data protections are provided by them?

–How is access to the cryptographic module contents restricted?

–What non-invasive attacks are mitigated by the module?

–What third party testing and validation was performed?

–What self-tests are performed?

–How does the module respond to detected errors?

–What is the strategy for replacement of failed modules?

7. Compromise Recovery

–What are the envisioned compromise scenarios for the CKMS?

–How is the CKMS protected from unauthorized physical access?

–What security controls are used to detect unauthorized changes to the CKMS?

–What are the compromise recovery procedures?

–Who is to be informed of a CKMS compromise?

–What training is required for each CKMS role?

8.CKMS interoperability

What are the CKMS interoperability requirements? •What standards, protocols, interfaces, supporting services, and formats are required for interoperability with envisioned applications and other CKMS? What interfaces are required for easy replacement of internal components (e.g., cryptographic algorithms

9.Security Controls

-       What physical security is assumed?

-       What redundancy (back-up) capabilities are envisioned?

-       What operating system requirements does the CKMS require?

-       What system monitoring is performed?

-       What are the requirements for anti-virus and anti-spyware protection?

-       What types of firewalls and firewall configuration are required?

10.Testing and System Assurances

-Vendor Testing, Third Party Testing, Interoperability Testing, Self-testing, Scalability Testing, Functional Testing

- What types of testing were performed on the CKMS?

- What are the intended environmental conditions under which the CKMS can be used?

- What environmental tests were performed on the CKMS?

11.Disaster Recovery

•Facility Damage, Utility Service Outage, Communication and Computation Outage, System Hardware/Software Failure, Cryptographic Module Failure, Corruption of Keys and Metadata

•What are the needed requirements?

•What backup or redundancy mechanisms and services exist for components and for keys and metadata?

12.Security Assessment

•What assurance activities have been undertaken prior to CKMS deployment?

•What validation programs have been passed (provide certificate numbers)?

•Was an architecture review performed?

•What testing was performed (provide results)?

•What is the period for security reviews (what is to be done)?

•What types of changes require an incremental security assessment and full assessment?

•What is the scope of each?

13.Other Considerations

•Standards, Ease of Use, National/International Regulations, Technology Challenges

•What standards are utilized by the CKMS and how is conformance tested?

•Which commercial products have been utilized in the CKMS design and to which security standards do they comply?

•What are the user interfaces and what principles are they based upon?

•What ease of use tests have been performed

14.Technological Challenges

–What technology assumptions were made in assessing the CKMS security?

–Which cryptographic algorithms are used by the CKMS?

–What is the estimated security lifetime of each?

–Which algorithm components are designed to be upgraded or replaced by improved components?

–What new technologies could easily be incorporated into the system to improve security?

Although a CKMS is smaller in scope, it has all the elements of designing a secure system (e.g., computer security, facility security, disaster recovery, etc),This makes designing a secure CKMS almost as hard as designing a secure system. Although  CKMS Framework is complicated, it  could help classify, compare and standardize CKMS.

Chapter 1: Key Management :

Key Management is the complete set of operations necessary to nurture and sustain encrypted data and its associated keys during the  key  life-cycle.  Key Management Service is an implementation of all or parts of Key Management Operations. The Key Management Policy translates business security requirements into Key Management Operations which are then executed by a Key Management Service

Key Management Audit securely records all Key Management operations associated with keys under its

Control.

1. Key Management helps throughout the life of a key:

•         Planning

•         Key Generation

•         Key Storage

•         Key Distribution

•         Key Use

•         Key Updating

•         Key renewal

•         Key recovery

•        Key revocation

•        Key Suspension

•        Key Purging

Life cycle of keys begins with Key Generation.  The steps used in key Generation process must always be secure against replication  by potential attackers. For this reason Physical random  number generators that are by nature, nondeterministic are often recommended to use for generating initial data for key generation algorithms.

After being generated, the keys must be stored and distributed according to the system architecture. Normally Keys are stored in Hardware Reference modules (HSMs) that are suitably hardened with in- built countermeasures against various attacks during the personalization process.

Key management also includes updating and renewing specific keys to avoid having keys remain in use too long. Recovery of lost keys is another task of key management. A related function is key escrow, which enables government organizations access the secret keys of external parties if necessary.

 Key revocation if key becomes compromised and key destruction at the end of life cycle of keys is other two tasks. These tasks are handled by background systems

1. Policies that guide a key down life’s road:

-Who may use a key ( Device type, device class, application, application class, etc.)
-What operations may be performed ( Encrypt only, Decrypt only, Encrypt/decrypt, Sign, Verify, etc.
- Conditions of use(- Time limit, usage count, HW and/or SW level, data size, etc.)
- High level   business policy ( Driven by legal, industry, business or customer requirements)
1. KM Audit Log : A secure audit log is part of a good Key Management Service
-   
Track all Key Management actions (Who asked for a key, when, etc. Under what conditions was a key used.  Type of client, hardware/software environment, etc.)
-  
Key life cycle state changes (When and perhaps why a change was made)
Too many keys problem

 Key counts are exploding due to increased pressure from  An increased need for security,  More and more products using cryptography, Increasing legal and industry requirements and More data, more devices, more people .  Manually managing keys is impractical as  Manual management is more subject to human error and it does not scale well. So,  Automation through a Key Management Service is the key Without automation, the explosion in key counts will increasingly result in:

- Improper duplication of key values
- Loss of encrypted data
- Theft of keys and data
- Stale or compromised keys not being rotated (replaced)
- Failure of security and/or regulatory audits
- More compromises of the integrity of critical applications
1. Key Management as a Distributed Network Service: KM Servers work together to provide KM Clients a common service. KM Clients to not have to know where a key resides.  If a KM Server does not have a requested key, then it attempts to find the the key on behalf of the KM Client.  Allows for one enterprise to request a key from another.  KM Servers mutually authenticate (access policies control here). Complexity is pushed away from the KM client toward the KM Servers.
KM Servers maintain key storage in a distributed encrypted database

•       Multiple KM Servers per network  ( Load balancing, failover, etc.)

•       Keys never stored in the clear ( Use of client side key wrapping can prevent KM Servers from knowing the value of the key) –
•       KM Servers may use hardened master key storage methods.

5.Audit logging and key inventory ( Trace use and provide accountability and   Cryptographic data management)
6. Key Management disaster recovery
- KM Servers push keys to failover KM Servers
-When a disaster occurs, a KM Admin (or alarm) with appropriate credentials declares an emergency to able their use.
Multiple KM clients and KM servers cooperate in the same domain

Appendix:

1. OASIS: Interoperable Key Management using the OASIS KMIP Standard: www.oasis-open.org
2. Transitioning of Cryptographic Algorithms and Key sizes: (SP 800-131- draft2) http://csrc.nist.gov/publications/PubsSPs.html
 3. Key Management standards and   reference  documents:
1.ISO/IEC 11770 Security techniques — Key management  
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3. Payment Card Industry (PCI) Payment Application Data Security Standard:
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7. Global platform Key Management System:  Key Management Requirements and Systems Functional Requirements Specification v1.0
This specification provides a description of the requirements a system should use to securely manage and exchange keys. This delivers centralized key management across separate systems.  Register and download spec. for free from :
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