Key Mangement System (KMS)

(summary: Frame work for Designing Cryptographic Key Management Systems)
(Note: With some modification, this info can be reused as Introduction to our document)
Framework (800-130)  specifies design requirements to be met by any Cryptographic Key Management System (CKMS) claiming compliance. This  is an organized list of components and CKMS design requirements. Components may include: goals, policy, key types, key metadata, key lifecycle, key and metadata management functions, testing history, etc.  Framework scope is limited to the generation, distribution, storage, use, revocation, and destruction of cryptographic keys and bound metadata. Framework provides requirements on CKMS design specification. Frame work encourages 
CKMS designers to consider the factors that make a comprehensive CKMS and  if properly addressed will improve security . It helps to define the CKMS design task by providing significant elements that require specification. Assists in logically comparing CKMS and how they meet the specified requirements. Improves security by specifying necessary considerations. It forms the basis for a U.S. Government CKMS Profile.
1.CKMS Goals:

What are the required high level functions of the CKMS?

· How are cryptographic functions performed by humans designed for ease of use?

· How is human error detected and corrected?

· What are the required performance characteristics of the CKMS?

· How can the CKMS be scaled to exceed the peak performance characteristics if necessary?

· How are keys revoked and why was this method selected?

COTS Products

· What COTS products are used in the CKMS design?

· What security functions are performed by COTS products?

· How were the COTS products configured and augmented to meet the goals of the CKMS

2.CKMS Security Policy

· How does the CKMS enforce the CKMS security policy?

· What security mechanisms are required to provide the protections of the security policy?

· Under what conditions may a key and its bound metadata be shared by two or more entities?

· Are the automated portions of the CKMS security policy expressed in tabular format or using a formal language such that the CKMS can interpret and enforce it?

· What administrators are notified when the CKMS Security Policy is modified? How are they notified?

3.Roles and Responsibilities
· System Authority, System Administrator, System Designer, Cryptographic Officer, Key Owner, System User, Audit Administrator, Registration Agent, Key Recovery Agent, etc.

· Which roles does the CKMS support?

· Which roles require separation (e.g., System Administrator and Audit Administrator)?

· What are the responsibilities of each role? 
· How are the individuals performing each role authenticated by the CKMS?

· How is multi-person control used for critical system functions?

· How is individual accountability enforced?

· How is the performance of the roles audited?
· What automated provisions identify security violations by insiders or outsiders

4. Cryptographic Keys and Metadata
A)Key Metadata
1. Key Type

2.Key Label

3.Key Identifier

4.Key Life Cycle State

5.Key Format Specifier

6.Product used to Create Key

7.Crypto Algorithm using key

8.Schemes or Modes of Operation

9.Parameters for the Key

10.Length of the Key
11.Strength of the Key
12.Applications for Key

13.Security Policies for Key

14.Key Owner

15.Key Access Control List

16.Key Counter/Version Number

17.Parent Key

18.Key Protections

19.Metadata Protection

20.Metadata Binding Protection

21.Date-Times

22.Revocation Reason

B)Which key types does the CKMS employ?

•Which metadata elements are used with each CKMS key type?

•How are the syntax and semantics of key types and metadata specified (tables or formal syntax specification)? 

•What protections are applied to keys and metadata (e.g., confidentiality, integrity, source of integrity authentication)? How are they bound?

C)What are the CKMS cryptographic key states and transitions?

The Framework lists 31 key and metadata management functions

–Generation

–Owner Registration

–Activation

–Deactivation

D)Other 
· What RNGs are used to generate keys?

· How are keys activated and deactivated?

· What information is provided upon revocation?

· Under what circumstances may a key be suspended?

· How and under what conditions can metadata be modified?

E)Storage
–How is authorization for submitting, retrieving and using keys and metadata in storage verified?

–How is the integrity and confidentiality of keys and metadata verified in storage
Transport/Agreement
–What key establishment methods are used?

–How are keys protected during transport?

–How are the identifiers of the parties to key establishment assured?

–What key confirmation methods are used?

5. Key Management Functions for Access  Controls
–How is access to key and metadata management functions controlled (i.e., describe the ACS)?

–What rules are enforced by the ACS (e.g., key entry and output)?

–When is multi-party control and key splitting used?

–What are the cryptographic periods of the keys?

–How are key compromises handled and what other keys are affected?

6. Cryptographic Modules
–What cryptographic modules are used and what data protections are provided by them?

–How is access to the cryptographic module contents restricted?

–What non-invasive attacks are mitigated by the module?

–What third party testing and validation was performed?

–What self-tests are performed?

–How does the module respond to detected errors?

–What is the strategy for replacement of failed modules?

7. Compromise Recovery 
–What are the envisioned compromise scenarios for the CKMS?

–How is the CKMS protected from unauthorized physical access?

–What security controls are used to detect unauthorized changes to the CKMS?

–What are the compromise recovery procedures?

–Who is to be informed of a CKMS compromise?

–What training is required for each CKMS role?

8.CKMS interoperability
What are the CKMS interoperability requirements? •What standards, protocols, interfaces, supporting services, and formats are required for interoperability with envisioned applications and other CKMS? What interfaces are required for easy replacement of internal components (e.g., cryptographic algorithms

9.Security Controls
· What physical security is assumed?

· What redundancy (back-up) capabilities are envisioned?

· What operating system requirements does the CKMS require?

· What system monitoring is performed?

· What are the requirements for anti-virus and anti-spyware protection?

· What types of firewalls and firewall configuration are required? 

10.Testing and System Assurances
-Vendor Testing, Third Party Testing, Interoperability Testing, Self-testing, Scalability Testing, Functional Testing

- What types of testing were performed on the CKMS?

- What are the intended environmental conditions under which the CKMS can be used?

- What environmental tests were performed on the CKMS?
11.Disaster Recovery
•Facility Damage, Utility Service Outage, Communication and Computation Outage, System Hardware/Software Failure, Cryptographic Module Failure, Corruption of Keys and Metadata

•What are the needed requirements?

•What backup or redundancy mechanisms and services exist for components and for keys and metadata?

12.Security Assessment
•What assurance activities have been undertaken prior to CKMS deployment?

•What validation programs have been passed (provide certificate numbers)?

•Was an architecture review performed?

•What testing was performed (provide results)?

•What is the period for security reviews (what is to be done)?

•What types of changes require an incremental security assessment and full assessment?

•What is the scope of each?

13.Other Considerations
•Standards, Ease of Use, National/International Regulations, Technology Challenges

•What standards are utilized by the CKMS and how is conformance tested?

•Which commercial products have been utilized in the CKMS design and to which security standards do they comply?

•What are the user interfaces and what principles are they based upon?

•What ease of use tests have been performed

14.Technological Challenges
–What technology assumptions were made in assessing the CKMS security?

–Which cryptographic algorithms are used by the CKMS?

–What is the estimated security lifetime of each?

–Which algorithm components are designed to be upgraded or replaced by improved components?

–What new technologies could easily be incorporated into the system to improve security?

Although a CKMS is smaller in scope, it has all the elements of designing a secure system (e.g., computer security, facility security, disaster recovery, etc),This makes designing a secure CKMS almost as hard as designing a secure system. Although  CKMS Framework is complicated, it  could help classify, compare and standardize CKMS.
Chapter 1: Key Management :
Key Management is the complete set of operations necessary to nurture and sustain encrypted data and its associated keys during the  key  life-cycle.  Key Management Service is an implementation of all or parts of Key Management Operations. The Key Management Policy translates business security requirements into Key Management Operations which are then executed by a Key Management Service

Key Management Audit securely records all Key Management operations associated with keys under its

Control. 

1. Key Management helps throughout the life of a key: 
·   Planning

·   Key Generation

·   Key Storage

·   Key Distribution

·   Key Use
·   Key Updating

·   Key renewal

·   Key recovery

·  Key revocation
·  Key Suspension

·  Key Purging
Life cycle of keys begins with Key Generation.  The steps used in key Generation process must always be secure against replication  by potential attackers. For this reason Physical random  number generators that are by natyre, nondeterministic are often recommended to use for generating initial data for key generation algorithms.

After being generated, the keys must be stored and distributed according to the system architecture. Normally Keys are stored in Hardware Reference modules (HSMs) that are suitably hardened with in built countermeasures against various attacks during the personalization process.

Key management also includes updating and renewing specific keys to avoid having keys remain in use too long. Recovery of lost keys is another task of key management. A related function is key escrow, which enables government organizations access the secret keys of external parties if necessary.

 Key revocation if key becomes compromised and key destruction at the end of life cycle of keys are other two tasks. These tasks are handled by background systems
2. Policies that guide a key down life’s road:
-Who may use a key ( Device type, device class, application, application class, etc.)
-What operations may be performed ( Encrypt only, Decrypt only, Encrypt/decrypt, Sign, Verify, etc.

- Conditions of use(- Time limit, usage count, HW and/or SW level, data size, etc.)
- High level   business policy ( Driven by legal, industry, business or customer requirements)
3. KM Audit Log : A secure audit log is part of a good Key Management Service
· Track all Key Management actions (Who asked for a key, when, etc. Under what conditions was a key used.  Type of client, hardware/software environment, etc.)
-      Key life cycle state changes (When and perhaps why a change was made)
Too many keys problem

 Key counts are exploding due to increased pressure from  An increased need for security,  More and more products using cryptography, Increasing legal and industry requirements and More data, more devices, more people .  Manually managing keys is impractical as  Manual management is more subject to human error and it does not scale well. So,  Automation through a Key Management Service is the key Without automation, the explosion in key counts will increasingly result in:
- Improper duplication of key values

- Loss of encrypted data

- Theft of keys and data

- Stale or compromised keys not being rotated (replaced)

- Failure of security and/or regulatory audits

- More compromises of the integrity of critical applications
4. Key Management as a Distributed Network Service: KM Servers work together to provide KM Clients a common service. KM Clients to not have to know where a key resides.  If a KM Server does not have a requested key, then it attempts to find the the key on behalf of the KM Client.  Allows for one enterprise to request a key from another.  KM Servers mutually authenticate (access policies control here). Complexity is pushed away from the KM client toward the KM Servers. 
KM Servers maintain key storage in a distributed encrypted database
· Multiple KM Servers per network  ( Load balancing, failover, etc.)

· Keys never stored in the clear ( Use of client side key wrapping can prevent KM Servers from knowing the value of the key) – 
· KM Servers may use hardened master key storage methods.

5.Audit logging and key inventory ( Trace use and provide accountability and   Cryptographic data management)
6. Key Management disaster recovery

- KM Servers push keys to failover KM Servers

-When a disaster occurs, a KM Admin (or alarm) with appropriate credentials declares an emergency to able their use.

Multiple KM clients and KM servers cooperate in the same domain
Appendix:

1. OASIS: Interoperable Key Management using the OASIS KMIP Standard: www.oasis-open.org
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2. Transitioning of Cryptographic Algorithms and Key sizes: (SP 800-131- draft2) http://csrc.nist.gov/publications/PubsSPs.html
 3. Key Management standards and   reference  documents:
1.ISO/IEC 11770 Security techniques — Key management  
Part 1: Framework

http://www.techstreet.com/standards/ISO_IEC/11770_1_2010?product_id=1762338
part 2: Mechanisms using symmetric techniques
http://webstore.iec.ch/preview/info_isoiec11770-2%7Bed2.0%7Den.pdf
Part 3: Mechanisms using asymmetric techniques
http://webstore.iec.ch/preview/info_isoiec11770-3%7Bed2.0%7Den.pdf
Part 4: Mechanisms based on weak secrets:
http://webstore.iec.ch/preview/info_isoiec11770-4%7Bed1.0%7Den.pdf
http://www.techstreet.com/standards/ISO_IEC/11770_4_2006?product_id=1267662
Part 5: Part 5: Group key management

http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=54527
2. A Framework for Designing Cryptographic Key Management Systems:
http://csrc.nist.gov/publications/drafts/800-130/draft-sp800-130_june2010.pdf
3. Payment Card Industry (PCI) Payment Application Data Security Standard:
https://www.pcisecuritystandards.org/documents/pa-dss_v2.pdf
PCI Standards Documents:

https://www.pcisecuritystandards.org/security_standards/documents.php?association=PA-DSS
4. P1619.3: Key Management: Standard for Key Management Infrastructure for Cryptographic Protection of Stored Data 

https://siswg.net/index.php?option=com_content&task=view&id=35&Itemid=76
5. OASIS:            

Key Management Interoperability Protocol Specification v1.0

http://docs.oasis-open.org/kmip/spec/v1.0/os/kmip-spec-1.0-os.pdf
Key Management Interoperability Protocol Profiles v1.0

http://docs.oasis-open.org/kmip/profiles/v1.0/os/kmip-profiles-1.0-os.pdf
6. DOCSIS 3.0: Security Specification
http://cablelabs.com/specifications/CM-SP-SECv3.0-I13-100611.pdf
7. Global platform Key Management System:  Key Management Requirements and Systems Functional Requirements Specification v1.0
This specification provides a description of the requirements a system should use to securely manage and exchange keys. This delivers centralized key management across separate systems.  Register and download spec. for free from :

http://www.globalplatform.org/specificationssystems.asp
Papers: 

1. Cryptographic Key Management for SCADA Systems, Issues and Perspectives
http://www.sersc.org/journals/IJSIA/vol2_no3_2008/4.pdf
2.. Guidelines for Cryptographic Key Management
http://tools.ietf.org/html/rfc4107
3. CKMS:

            http://www.cryptomathic.com/Files/Filer/pdfs/CCA_Technical_White_Paper.pdf
_1360410608.pdf
o u SIS q : WWW.0asis-open.org
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The Need for Interoperable Key
Management

Today’s enterprises operate in increasingly complex, multi-vendor
environments.

Enterprises need to deploy better encryption across the enterprise.

A key hurdle in IT managers deploying encryption is their ability to
recover the encrypted data.

Today, many companies deploy separate encryption systems for different

business uses — laptops, storage, databases and applications — resulting
in:

Cumbersome, often manual effortsto manage encryptionkeys
Increased costsforIT
Challenges meeting auditand compliance requirements

Lostdata
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Often, Each Cryptographic Environment Has Its
Own Key Management System
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Often, Each Cryptographic Environment Has
Its Own Protocol

Enterprise Cryptographic Environments

Pl . =

18y 1 I
::-tﬁ Collaboration & File Server
Porta7 Content Mgmt T

Systems {/\‘)
LAN
Cveny LAY
5 g,

Production

3 Enterprise
CRM Applications

eCommerce =
E-
. Business EE
E? S
:
Obfuscation

———

Disparate, Often Proprietary Protocols

|
Management Management Management Management Management
Key Key Key
Management Management Management
-5-






OASIS 9

KMIP
Overview





KMIP: Single Protocol Supporting
Enterprise Cryptographic Environments
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OASIS KMIP Technical Committee

OASIS (Organization for the Advancement of Structured Information
Standards) is a not-for-profit consortium that drives the
development, convergence and adoption of open standards for the
global information society.

KMIP Technical Committee chartered in March 20009.

“The KMIP TC will develop specification(s) for the interoperability of
Enterprise Key Management (EKM) services with EKM clients. The
specifications will address anticipated customer requirements for key
lifecycle management (generation, refresh, distribution, tracking of use,
life-cycle policies including states, archive, and destruction), key
sharing, and long-term availability of cryptographic objects of all types
(public/private keys and certificates, symmetric keys, and other forms of
“shared secrets”) and related areas.”

|.P. mode: “R.F. on RAND”

-8-
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KMIP Objects, Operations and Attributes:
Symmetric Encryption Keys

Enterprise Key
Manager

OMfadge/ment Int%operaNroto&
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KMIP Objects, Operations and Attributes:
Asymmetric Keys
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KMIP Objects, Operations and Attributes:
Digital Certificates
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KMIP Request /| Response Model

Enterprise Key
Manager

Response| Symmetric | Unique Key
Header Key Identifier | Value

Request Get Unique | ™.
Header Identifier | T T

0

0
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A ‘e
. .
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|
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a ) - ,
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AcctNo: 45YT-658 _ Encrypted data
Status: Gold Encrypting Storage

Unencrypted data
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Supporting Multiple Operations per
Request

Enterprise Key

Manager

Response| Symmetric | Unique Key

Header Key Identifier | Value
Request . Q
Locate Name | Get | | T T,
Header Placeholder | ™. = T
N\ AN e T
....... '00‘
| ) )
@'$%6!%6!%6! %% &
| \ *8 M %$H 8 Yo$SHE Y I
@*0/0$*/\/\/\/\0/0$@*)
S ) %ot* @ (*$YUNVYH @
Name: XYZ
— SSN: 1234567890
AcctNo: 45YT-658 _ Encrypted data
Status: Gold Encrypting Storage
Unencrypted data
Host
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Messages in TTLV Format

LEN Tag|Type | Len | Value| Tag |Type | Len | Value -

Value Len |Type | Tag |Value | Len | Type | Tag LEN

-14 -
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Transport-Level Encoding

[ Key Client } [ Key Server }
A A
\ 4 A 4
AP AP
A A
\ 4 \ 4
Internal representation Internal representation
A A
\ 4 \ 4
KMIP KMIP KMIP KMIP
Encode Decode Encode Decode
A A
v KMIP v
Transport ) - Transport
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KMIP defines a set of standardized Operations that apply to Managed Objects that
consist of Attributes and possibly cryptographic material

Protocol Operations Managed Objects Object Attributes
Create Certificate Unique Identifier
Create Key Pair Symmetric Key Name
Register Public Key Object Type
Re-key Private Key Cryptographic Algorithm
Derive Key SplitKey Cryptographic Length
Certify Template Cryptographic Parameters
Re-certify SecretData Cryptographic Domain Parameters
Locate Opaque Object Certificate Type
Check Certificate Identifier
Get Certificate Issuer
Get Attributes Key Block (for keys) Certificate Subject
Get Attribute List or - Digest
Add Attribute Value (for certificates) Operation Policy Name
Modify Attribute Cryptographic Usage Mask

Delete Attribute Lease Time
Obtain Lease Usage Limits

A 4

Get Usage Allocation State
Activate Initial Date
Revoke Activation Date
Destroy Process Start Date
Archive Protect Stop Date
Recover Deactivation Date
Validate Destroy Date
Query Compromise Occurrence Date
Cancel Compromise Date
Poll Revocation Reason
Notify Archive Date
Put ObjectGroup

Link

Application Specific Information
ContactInformation
LastChange Date

Custom Attribute

-17 -
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Base Objects

Base Objects are:

Components of Managed Objects:
Attribute, identified by its Attribute Name

Key Block, containing the Key Value, either
in the clear, either in raw format, or as a transparent structure
or “wrapped” using Encrypt, MAC/Sign, or combinations thereof

possibly together with some attribute values
Elements of protocol messages:

Credential, used in protocol messages

Parameters of operations:

Template attribute, containing template names and/or attribute
values, used in operations

-18-
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Managed Objects

Managed Objects

Managed Cryptographic Objects Cortoae
Certificate, with type and value Prvace Ko
Symmetric Key, with Key Block emiee
Public Key, with Key Block cpae Onc
Private Key, with Key Block
Split Key, with parts and Key Block KIVB'“k“”kyt))
Secret Data, with type and Key Block

Managed Objects

Template

Template has a subsetof Attributes thatindicate what an object created
fromsuch atemplateis

Opaque Object, without Key Block

-19-
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Attributes

Attributes contain the “metadata” of a Managed Object
Its Unique Identifier, State, etc
Attributes can be searched with the Locate operation, as opposed to
the content of the Managed Object

Setting/modifying/deleting Attributes

Only some of the Attributes are set with specific values at object
creation, depending on the object type

Forinstance, the Certificate Type Attribute only exists for Certificate
objects

Some Attributes are implicitly set by certain operations
Certificate Typeis implicitly set by Register, Certify, and Re-certify
Client can set explicitly some of the Attributes
Certificate Type cannotbe setby the client

Not all Attributes can be added, or subsequently modified or deleted
once set

Certificate Type cannotadded, modified ordeleted

Some Attributes can have multiplgOvalues (or instances) organized
with indices

Forinstance, a Symmetric Key object may belong to multiple groups,
hence its Object Group Attribute will have multiple values

-20-
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Attributes - 2

33 Attributes defined O [ omique o

Name
Object Type
Cryptographic Algorithm
Cryptographic Length
I S I Cryptographic Parameters
DeSC” beS What IS the ObJeCt < Cryptographic Domain Parameters
Certificate Type
Certificate Identifier
Certificate Issuer
Certificate Subject
Digest
Operation Policy Name
Cryptographic Usage Mask
Lease Time
Usage Limits
State
Initial Date
. ‘ " . Activation Date

Describes how to “use” the object < Process Start Date

Protect Stop Date
Deactivation Date
Destroy Date
Compromise Occurrence Date
Compromise Date
Revocation Reason
Archive Date
Object Group
Link
. . Application Specific Information
Describes other features of the object < | conactinfomaion

LastChange Date

Custom Attribute

N

\e

-21-
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Key Lifecycle States and

| | 1
Transitions |
Pre-Active
2 3
4
Y
5
Active -
6
L J Y
. 8 .
- Deactivated » Compromised
9
Y
7 . 10 | Destroyed
> Destroyed | Compromised
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lllustration of the Lifecycle Dates

Activation

Protect Stop

Deactivation

-23-

Date Protect Date Date
- i ~ |
Symmetric key: | | >
‘ $ Y
Process Start Process
Date
Asymmetric key pair:
Protect Stop
Date =
Activation Deactivation
Date Protect Date
Public key for encryption \{ _
Private key for digital signature ‘ ‘
Process Start
Date =
Activation Deactivation
Date Date
Private key for decryption | >
Public key for digital signature & 4 "
Y
Process
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Client-to-server Operations

Operation consists of a request from client followed by
server response

Multiple operations can be batched in a single request-
response pair

ID Placeholder can be used to propagate the value of the
object’s Unique Identifier among operations in the same
batch

Can be used to implement atomicity

Requests may contain Template-Attribute structures with
the desired values of certain attributes

Responses contain the attribute values that have been set
differently than as requested by the client

-24 -
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Client-to-server Operations - 2

26 client-to-server operations defined

Create
Create Key Pair

. Register
Generate objects < | rekey
Derive Ke!
Certify /
Re-certify
. . Locate
Search and obtain objects Check
~— | GetAttributes
Get Aﬂripute List
Set/get attributes = | veciy A
Delete Attribute
> | Obtain Lease
GetUsage Allocation
Activate

. Revoke
Use the objects < | pestoy
Archive
Recover

Support of optional operations—_- | Vaidate (optona)

P Query

Cancel (optional)

Support for asynchronous responses { Poll (optional
Notify (optional) Server-to-client
Put (optional) } operations

-25-
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Server-to-client Operations

Unsolicited messages from the server to
the client with the following operations:

Notify operation, used by server to inform
client about attribute-value changes

Push operation, used by server to provide an
object and attributes to client, indicating
whether the new object Is replacing an
existing object or not

Batching can be used

-26-
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Message Contents and Format

Protocol messages consist of requests and responses, each with a headerand one ormore batch
items with operation payloads and message extensions

Header:
Protocol version

Maximum response size (optional, in request)

Time Stamp (optional in request, required in response)

Authentication (optional)

Asynchronous Indicator (optional, in request, no support for asynchronous response is default)
Asynchronous Correlation Value (optional, in response). Used later on for asynchronous polling
Result Status: Success, Pending, Undone, Failure (required, in response)

ResultReason (required in response if Failure, optional otherwise)

Result Message (optional, in response)

Batch Order Option (optional, in request, in-order processing is default). Support at server is optional

Batch Error Continuation Option: Undo, Stop, Continue. Stop (optional, in request, Stop is default). Support
at server is optional

Batch Count
Batch Item:
Operation (enumeration)
Unique Message ID (required if more than one batch item in message)
Payload (the actual operation request or response)
Message Extension (optional, for vendor-specific extensions)

_27-
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Message Encoding

Example of TTLV encoding of the Application Specific
Information Attribute

Attribute identified by its name “Application Specific Information”

Shows value at index 2

Tag Type Length Value
Attribute Structure <varies>
Tag Type Length Value
Attribute String <varies> “Application Specific Information”
Name
Attribute Integer 4 2
Index
Attribute Structure <varies> Tag Type Length Ve
Value
App. String <varies> “ssl”
Name
App. String <varies> “‘www.example.com”
ID

-28-
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Message Encoding - 2

Ina TTLV-encoded message, Attributes are identified
either by tag value or by their name (see previous slide),
depending on the context:

When the operation lists the attribute name among the
objects part of the request/response (such as Unique
|dentifier), its tag is used in the encoded message

When the operation does not list the attribute name explicitly,
but instead includes Template-Attribute (such as in the
Create operation) or Attribute (such as in Add Attribute)
objects as part of the request/response, its name is used in
the encoded message

Get Unique identifier
/\ /\
- ~ N
‘ operation ‘ 04 ‘ 4 ‘ 0000000A Itég'r?tﬁ?er ‘ 06 ‘ 24‘ 1f165d65-chbd-4bd6-9867-80e0b390acf9
tag type length value tag type length value
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Authentication

Authentication is external to the protocol

All servers should support at least
TLS 1.2

Authentication message field contains the Credential Base
Object

Allows inclusion of additional credential information

-_' Enterprise Key Manager
- TLS

1
|

Identity Ider_1t_ity
certificate certificate

-30-
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KMIP
Use Cases



http://xml.coverpages.org/KMIP/KMIP-UseCases-v0.98-final.pdf

http://xml.coverpages.org/KMIP/KMIP-UseCases-v0.98-final.pdf

http://xml.coverpages.org/KMIP/KMIP-UseCases-v0.98-final.pdf

http://xml.coverpages.org/KMIP/KMIP-UseCases-v0.98-final.pdf

http://xml.coverpages.org/KMIP/KMIP-UseCases-v0.98-final.pdf

http://xml.coverpages.org/KMIP/KMIP-UseCases-v0.98-final.pdf

http://xml.coverpages.org/KMIP/KMIP-UseCases-v0.98-final.pdf



OASIS 3 B

KMIP Use Cases

Purpose: provide examples of message exchanges for common
use cases

Categories

basic functionality (create, get, register, delete of sym. keys and
templates)

life-cycle support (key states)
auditing and reporting

key exchange

asymmetric keys

key roll-over

archival

vendor-specific message extensions

Details of the message composition and TTLV encoding
(encoded bytes included)
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KMIP Use Cases: Example

Request containing a Get payload

The operation (object type) and payload parameter
Get (symmetric key)
In: uuidKey

Fieldsand structure of the message (length not shown)

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000A (Get)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
96789141-62bf-4352-b1lc4-9d48dacdb77d

TTLV byte encoding of the message

42000073800000008542000072800000003042000065800000001A4200006601000000040000000042000067010000000400000062
4200000D0100000004000000014200000F80000000434200005704000000040000000A42000074800000002D4200008F0600000024
39363738393134312D363262662D343335322D623163342D396434386461633462373764
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Conclusion

KMIP: enabling enterprise key management through standard protocol.
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