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Agenda

1) Discussion of Sub Group Re-Organization
2) Progress on Device Security Sub-Group
3) Progress on Device Security Management Sub-Group
4) Recap of Requirements Language around Secure MCU’s – submitted by Shrinath Eswarahally of Infineon
5) Review of cryptographic performance metrics (software) provided by James Blaisdell of Mocana
6) Logistics for face to face meetings in Vancouver week of July 18th
7) Roll
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The following summarizes the significant items that were discussed on the call:

1) Update on TF organization including sub group organization under ‘Device Security’ and ‘Device Security Management’. For a list of topics and assignments in this section refer to the document entitled Embedded Sec Deliverables and Assignment v.4 July 2011.ppt following – 

http://osgug.ucaiug.org/utilisec/embedded/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2Futilisec%2Fembedded%2FShared%20Documents%2FProject%20Plans%20and%20Assignments%2FFoundational%20Concepts%20Document
2) Discussion of section on cryptographic hardware contributed by Shrinath. Extended discussion on issue around trust associations between application MCU and the secure MCU. Thierry recommended that this is something that can be examined within the Device Security sub group. Chris G. noted that this is a typical problem that usually requires some sort of secure / trust based features on the app. MCU and associated ROM, and also noted that the creation on such security associations is broader logistical supply chain problem. We all agreed that the binding of the secure to app. MCU is of broad concern and lies at the intersection of several topics including Device Identity, Auth and hardware and supply chain integration. As it currently stands, therefore, chapter 5 is incomplete since its lacking guidance around  - Shrinath will work on remediating this along with Theirry, Chris G., Marc V. as well as some folks from ARM Holding that Rohit will introduce into the group. 
3) James Blaisdell from Mocana provided a commentary on mixed mode cryptographic performance metrics that he distributed to the list 6/30. The averaging process used to render the numbers is described in this email. There is also a link in the document that that was provided to the raw numbers used to construct the average that are available from Mocana under NDA. The performance numbers document is uploaded to the following location :
http://osgug.ucaiug.org/utilisec/embedded/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2futilisec%2fembedded%2fShared%20Documents%2fDevice%20Security%2fMetrics&FolderCTID=&View=%7b602D87DB%2d5B3C%2d47DD%2d9187%2dA1ECDED538CC%7d
The discussion then shifted to a detailed discussion of the numbers provided by Mocana, including the FF / ECC signing / verification, and with regards to performance  and impact of key dependant look up table size (and caching) for AES-GCM GF(2^m) multiplication.  Chris G. also noted that he may be able to provide some numbers. There was subsequently a brief discussion of DPA related considerations and the call concluded with a reminder about UCA face to face meetings in Vancouver next week, where I will be providing dial in information that wish to listen to an update presentation to the larger UCA OpenSG group regarding activities of the embedded systems security group. 
