Embedded Systems Security Task Force Call 02/23/2011
Participants:
Mike Ahmadi (MA)

Daniel Thanos (DT)

Rohit Khera (RK)
Bora Akyol (BA)

Sadu Bajekal (SB)
Diana Polulyakh (DP)

Steve Dougherty (SD)

Sami Nassar (SN)
Chris Dunn (CD)

Andy Bochman (AB)
David Hatchell (DH)

Gib Sorebo (GS)

RK: RSA conf. last week was fertile recruiting grounds for task force membership. Next call scheduled for March 16th. Open SG meetings in San Francisco March 9th. Go around the room and introduce yourself 
SN: Sami Nassar from NXP (head product marketing for authentication line in NXP)

SB: Architect in SG industry solutions team IBM

CD: CTO office SafeNet

SD: Privacy and Cyber Security Architect with IBM
AB: Cyber security in the energy space for IBM

DH: David Hatchell, business development at McAfee

RK: Thanks to Mike Ahmadi for canvassing at RSA last week. Hosted a meeting at PG&E for people attending RSA. Recruited new participants from IBM, MacAfee, Safenet, NXP, SAIC, Salt River Project in Phoenix AZ. 

Business for today, the agenda, the bulk of the call focused on progress on drafting of the foundational document for secure device profiles. The concept is to author a doc. That provides generic security guidance as outlined in the charter, and then define secure device profiles for devices in different areas such as substation, transmission, distribution etc.  Shrinath from Infineon presented to the group last call, presented the Infineon SLE MCU architecture, Infineon has volunteered to produce a draft around the hardware section of the foundational document (secure MCU)- addressing acceleration, secure storage and gen + TRNG. Need to verify that Infineon will address RNG

Bora Akyol and Dan Thanos collaborating on  a section around device robustness and resilience. Bora will provide an update. 

BA: Not a lot of progress, Dan and I have been busy, but will start drafting the section and collaborate with Dan over email. Would be helpful to have a timeline or plan for completion of the different sections. 
RK: Will put together a plan identifying timelines for completion of sections and identify folks responsible for the individual sections. Sami Nassar from NXP has volunteered on the section around device identity, NXP has extensive background around the area of Smart cards and device identify, Sami can you please add a few words

SN: From NXP, we have an ID division, in different apps, passport, ID, mobile, banking. New product line for mobile cell phone payment, RFID. New product family called Authentic (for embedded security). Smart Grid is important for NXP, acquired Jennic for Zigbee, will contribute to the document. Forwarded document Marc Auclair, who works with European standards bodies as well. Could propose additional items around device identity. 
MA: Will be assisting and representing NXP in some of these activities. 

SB: Are you looking for more folks on the identity side. Would like to collaborate with NXP on this section. 
RK: Will connect Sadu and Sami so that IBM and NXP can collaborate on the identity section. It’s the right approach Sami, the Identity section is intended as a straw man, there is room for expansion, and also there is overlap with other sections such as hardware around secure storage of the identity etc, so it’s the right approach to re-factor the section as needed. 
BA: There is also an activity in NIST AMI Sec regarding mutual auth and identity. Is there an opportunity to synchronize information across the two or harmonize?

MA: We need to harmonize the efforts

DT: Too much overlap in some of the NIST groups. Not clear why there is something special in the AMI space that cannot be addressed by this group. A lot of the people in these groups. I participate in NIST DPG and OPenSG embedded sec

MA: AMI spec is moving more to the lower levels, some consolidation could happen in the future 

DT: May be good to bring this up in the NIST panel. DPG best equipped to look at low level issues. The embedded group is look at much greater level of detail, the intent is to create a roadmap for procurement activities within utilities and create tech specs for SDOs like 61850 which started in the UCA

MA: This is group is about producing requirements, whereas NIST is about guidelines

RK: Will be in Knoxville, should get together with Darren Highfill and see if it could be possible to formally liaise and collaborate with groups in NIST
MA: There used to be collaboration between UCA and NIST

DT: initial drafts of NISTIT looked at AMI Sec requirements and DHS control catalog. 

RK: Darren still chairs the AMI-Sec. group. 

MA: Bora created a document that was presented within the NIST group and we may want to circulate it within this group as well.

BA: That would be good, would be good to be synced with NIST. The document is round scenarios around mutual auth. It’s not a complete description of mutual auth. It describes some of the main issues around mutual auth. And tests of auth. 

RK: Around that point, there are sections in IEC 62351 around TLS profiles etc., would these issues not be covered there? 

BA: Though we could use TLS – but there were other methods proposed for auth such as shared secrets and device id based mechanisms such as MAC based ACLs for wireless networks
RK: I don’t think that within this group, when we talk about auth, we are talking about end to end mechanisms. Bringing it back of the workings of the task force. There is an aspect related end to end protocols for authentication or symmetric key negotiation. Or even pre-shared key session established. Looking at appropriate for TLS mechanisms, not looking to re-invent the wheel. Good participation on the hardware side, need to bolster participation on the software and protocol side of the profiles by looking at what’s in IETF and calling it out for inclusion in the profiles. Wanted to introduce Steve Dougherty and Sadu from IBM. Steve, you have expressed an interest in the device management aspects of the profiles given IBMs expertise in the area of management

SD: Relevant to the work I’m doing now, one of the key aspects I’m working on is device management for 61850 devices on my current project. This is relevant to my current work. Here at IBM we have some ideas around asset and device management will be tapping into some experts from IBM research labs. Also have Andy Bochman and Sadu. We also invited Dr. John Cohen. 

SB: Belong to the Tivoli group within IBM. Work John Cohen, who is an IBM fellow in the micro-electronics division. We’re both interested in this area. Seeking information on whether there is an open taxonomy for endpoint profiles. Does 61850 contain elements or device characteristics that conducive for security needs such as identity, tunneling capabilities, authentication mechanisms etc. 
DT:61850 does have a CIM model of types, like a namespsace, but not neccesarity designed security management in mind. 

SB: Does it make sense to extend 61850 to accommodate security elements and types? Or does it make sense to come up with our own taxonomy

GS: Does 62351 does not cover security 
DT: The problem with 62351 is that needs correction. 

SB: Need to genericize device characteristics
DT: We can think of ideal information models independent of protocols, for example there could be SNMP or XML based protocols 

SN: banking system has been using tunneling etc., maybe look at Global Platform which is feature rich, perhaps we can simply refer to aspects of that spec?
DT: As long as we can look at the source

SN: It’s an open spec that was developed by Visa and Mastercard

RK: Are you saying there are aspects that global platform that are geared toward device management that could be used here

SN: That should be possible since the banking industry was concerned with the same problem 

RK: From a device management standpoint there are multiple concerns such as alerts off MIBS and logs

SB: Metering community has come up with metering based event classes IEC 6168 6170. If we have a taxonomy, from a management perspective, we need to discover devices, and gather profiles into a config database that could be used for security management, fault management etc

RK: Sadu, would you be able to look into that 

MA: Steve Chasko may have some expertise in this area as well

SB: Steve and I can look into this 

SN: Global platform is used for cloud access management as well

SB: Is the charter restricted to the grid space
RK: Focused on the utilities space only

MA: Group is almost exclusively sanctioned by utilities 

RK: David Hatchell from McAffe in the room. David will add some comments 
DH: Intel and McAfee coming together give us unique synergies in the space, we are building a consortium to focus on a reference build for some of the systems in scope.

SB: Andy Bochman is author of a well known blog, he’s been spearheading the Rational space, background in application vulnerability scanning – looking at things like buffer overflow scanning

RK: There may be some synergies with work that Daniel and Bora are doing in the area of robustness. 

DT: Yes, software security would be in scope. 

RK: Need volunteers for sections, please jump in if you feel you can contribute
GS: What about the concept of operations, we talk about how the device operates in the environment – would be open to looking into it. Could look at key management. We could look at federation for example, do we need to look at 

RK: That’s a valid point to look at, there is a section here on key management that does not have an owner. Wanted to ask Steve Chasko if he could look into that, along with Gib

MA: I also know that Chris Dunn and Steve have been looking at Key Mgmt., Chris, could you look into this as well
CD: That would be a good area for us to look at 

SB: There is an OASIS standard called KMIP, would that be relevant?

CD: Safenet uses KMIP in our products; we’re considering KMIP usage profiles for smart grids. Are there any RSA participants in the group?

DT: On key management, we should collaborate with NIST DPG since there is a big group looking at that within DPG.
