Embedded Systems Security Task Force Call 12/22/2010

Participants:
Mike Ahmadi (MA)

Stephen Chasko (SC)

Daniel Thanos (DT)

Brad Singletary (BS)

Rohit Khera (RK)
Darren Highfill (DH)

Mark Freund (MF)
Bobby Brown (BB)

RK: Welcome to the inaugural call for the embedded systems security task force. 

Some introductory remarks surrounding formation and motivation for the task force - security features typically fragmented within different parts of the smart grid. The group would focus on specifying security components within different areas of the smart grid (refer to group charter). Daniel Thanos from GE to co-chair, Daniel will provide some introductory remarks 
DT: Group is focused on critical gap around giving detailed guidance around implementation of security within embedded systems and mapping security controls to devices. Active in a lot of groups including the design principles group within NIST and this is an important user oriented group. This is the first group that is focused on embedded systems. The group should also be focused on robustness and network resilience, provide guidance around CPU margins etc., and critical gaps 
RK: Thanks Daniel, moving on the second agenda item – meeting time – Standing bi-weekly meeting for 10 AM PST Wed. Third agenda item – reflector has been set up for task force. Moving on to 4th agenda item – the task force charter, finalized on 6th  Dec. DH: Charter sent out to OpenSG, no comments received and the task force should be good to go. RK Everyone on the call has seen the charter in call. Essential content of charter in sections 2 and 3. Group focused on creating secure device profiles around categories of devices in different SG domains – probably room for further granularity around devices in the sub-station – DT: That’s right depending on whether its an RTU or power relay etc. RK:   Further description of secure device profile starting off with hardware, spanning ciphers, protocols and integration with key management and enterprise infrastructure. On the cipher front, the goal is not to define new algorithms, but to refer to existing standards – will also refer to cryptography section of NISTIR 7628 : DT – would be good to follow NISTIR crypto guidelines, will consider alternative cryptographic algorithms, but there has to be a strong rationale for doing so such as constrained nature of devices RK – from a constraint standpoint – Zigbee has done a good job of defining ciphers and algorithms for constrained devices, and opportunity to look at this work. Continued discussion on secure device profiles – link level security not sufficient, need to focus on end to end security owing to heterogeneous nature of comms infrastructure in typical to utilities. Also focus on authentication and authorization protocols for policy based network access, the intent is to leverage work from the area of network auth and security – also address key management, PKI + symmetric key management, question mark around the issue of device management, should this be in scope – IEC 62351 is focusing on security through network management – endpoint management is a legitimate concern for security – need to discuss 
DT: One area of management that is important is event management – reliability and security related under device management – also considering key management, its important to consider entropy – tough issues with legacy devices without hardware assist of entropy, potential for third party assist – how do you know peer device, during the course of key exchange and negotiation, is generating sufficient entropy for the session to be secure SC: Manufacturing issues around device lifecycle –  manufacturing should be in scope DT: there needs to be an ownership process where a manufacturer’s key management is transitioned over to an asset owner’s key management system – manufactures don’t won’t to pose as a  root CA for the utility, but they need to provide enough cryptographic ‘bootstrap’ material so that that asset owner can take cryptographic ownership of the device RK: some of this covered under device identity section of deliverables section within the charter DT: need to tailor this depending on the device category – address the  device lifecycle issues associated with a device’s cryptographic materials and identity. MA: There should be an identity at time of manufacture – should this be at a chip level? What level should this be at? DT: if there is hardware assist, then perhaps the chip maker provides a trust anchor, and then the device manufacturer uses this to provide additional trust anchors that rely on chip level identity capabilities – for example, the manufacturer may want to utilize a hierarchical trust scheme to sign bootstrap code or firmware – for operational usage, such as signing config files, this could use the device trust hierarchy as well MA: One chipmaker used a ‘transport key’ added at time of manufacture that was used at different points in the supply chain DT: One things that missing is to ensure there is enough key diversity – if a single point of security is compromised, then all devices should not be compromised. Reliance purely on static keying material for devices that could remain operational for 20 years is a high risk RK: These discussions certainly within scope. On the management front, event management should be within scope, but there are successive levels of management – consider analogies with network management such as SNMP DT: One level is more active such as SNMP – another level is to consider a conceptual model of a security operations center running SEM that is doing event correlation – for each device profile, what are the basic events that should be logged to support a good correlation framework – this should be considered and has not been specified – good security event detection is important  - such as too many failed authentications, or mass device configuration changes – RK: One approach could be to look at traditional MIBs and identity events of interest from a security standpoint – need to establish a baseline set of events for security logging RK: another level of management encompasses secure firmware upgrades but no standards in this area – more mature in the mobile space – but even in this space fragmentation is the norm SC: Firmware upgrades should be in scope, there are currently a lot of proprietary mechanisms to address this – we need to specify within the security profile that if you’re doing a firmware upgrade, this is the minimum bar that you should adhere to – DT: agree – we could open up another high level item called ‘secure firmware’  - basic methods for doing firmware upgrades and vulnerability management SC: Could make it more generic by calling it secure updates – you can use the mechanism for secure firmware updates as well a config changes RK: Lack of standardization in this area, how do we address this SC: As part of this group, we should not focus on defining a standard, but provide a minimal set of guidelines for secure updates SC: Another point to consider with regards to secure updates is tools including admin tools SC : should consider field tools to be in scope since they sometimes provide a good back door and attack mechanism DT: Tool chain security should be considered within management section. 
RK : Section three has a table of contents around what a secure device profile would look like. Need to add another section around management and robustness / resilience. That wraps it up for the charter. Move on to the item ‘group organization’. Accepting volunteers to craft different sections of the device profiles SC: Would there be a separate document for each device security profile or would there be one large document? RK : Some of sections in the profile will be applicable across different devices classes so no need to repeat common components for each device class – we could have one document and provide tailored sub sections to provide specific guidance for devices where the common guidance is not applicable DT: This seems like a reasonable approach: SC Good to define common terms and concepts, for eg, what are the 5 things you need to do for a secure update, then a security profile could be a short document that simply states the 30 odd things you need to do in order to be a secure HAN device for example and then references back to the main document DT: That’s a good idea, we could have a foundations document that gives the common requirements  - and then a profile would simply pick and synthesize different items from the foundational document SC: One concern is that is could take 2 years to create that, whereas if we focus on a device, then we could have something out faster. We could prioritize which devices we want to pick first – A security profile could be a small 5 – 10 page document that spells out a set of features and if someone wants to refer to more detail, this would be contained within a foundations document that would have more detail and would serve as a reference document MA: Can we structure like Common Criteria? What you’re describing is similar to protection profiles in CC, it could be useful to take this approach since the European Market is anticipated to take off at some point as well SC: If Mike can  volunteer to look into CC that’s awesome MA: Not a CC expert, but I can bring folks that understand CC such as Aspect Labs DT: Maybe we should have a CC expert come in a present to us and then make a decision on whether or not to adopt CC as a framework RK: Referring back to organization, thinking about forming task groups to address different topics SC: With people on the phone, maybe about half will be willing to craft sections, myself included, suggest we do the foundations approach and agree on chapters and then we farm them out during the call – just farm it out since the group is not large enough, if the group gets larger then sub groups make sense but not at this stage RK: makes sense

Roll Call and wrap up. 

